KoHKypCHOe 3a1aHHe

N

worldskills

Komnerenmus Russia

«KopnoparuBHasi 3a1iUTa OT BHYTPEHHHUX
yrpo3 MHGOPMAIIHOHHOM 0€30IACHOCTH

KonkypcHoOe 3ajaHne BKIIOYAET B ce0sl CICTYIOLIHEe Pa3ebl:

1. ®opwmsbl yyacTus B KOHKypcCe

2. 3aganHwuie sl KOHKypca

3. Mogynu 3agaHus 1 HEOOXOMMOE BpeMst
4. Kpurepuu oLeHKH

KonnuecTBo 4acoB Ha BHIIIOJIHECHHUE 3aJaHus: 10y.
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1. ®OPMbI YYACTHUA B KOHKYPCE
NuauBuayanbHbIl KOHKYPC.
2. SAJAHME JJIs1 KOHKYPCA

ConepkaHMeM KOHKYPCHOTO 3aJaHMsl SIBIIAIOTCS TPUMEHECHHE Ha MPAKTHKE
CHUCTEM KOPIIOPATHMBHOM 3alUTHl OT BHYTPEHHHUX YIpO3. YYaCTHHKH COPEBHOBAHUU
MOJIy4YalOT OMMCAaHUE MOJEIU OpPraHHU3alliM, BKIIIOYas ONUCAaHHE €€ OpraHu3alrOHHON
CTPYKTYpbl, HH(QOpMALMHK, UUPKYJIUPYIOIIEH BHYTpU MepuUMeTpa O€30MacHOCTH,
MH(OPMAIIMOHHON HWH(PACTPYKTYphl, KaHAJOB CBA3M, BUJOB TpaduKa, CIHCKOB
I10JIb30BATEIIEH.

KoHKypcHOE  3agaHMe  MMEET  HECKOJIbKO  MOJYJIEH,  BBIIOJHSAEMBIX
IIOCJIEI0BATENBHO.

KoHKypc BKIIIOYAaEeT HCCIEIOBAaHUE OpPraHU3aluyd C LEJbI0 3alIUThl  OT
BHYTPEHHUX YIpo3, HACTPOMKY M MPOBEPKY CIEIUATU3UPOBAHHOTO IMPOrPAMMHOTO
obecrieueHusi, pa3pabOTKy U MPUMEHEHUE MOJUTUK MHPOPMAIMOHHOW 0€30MacHOCTH,
KOHTPOJb HMH(OPMAIMOHHBIX TIOTOKOB, aHAJW3 BBISIBJICHHBIX MHIMJIECHTOB U
IIOATOTOBKY OTYETOB.

OKOHYaTeNbHbIE AaCHEKThl KPUTEPUEB OLEHKH YTOYHSIOTCS YJIEHAMH JKIOpPH.
OneHka NpPOU3BOJUTCA KaK B OTHOILIEHHWU pabOThl MOAYJEH, TaKk U B OTHOULICHHUH
MpoIlecca BBINOJHEHUSI KOHKYPCHOM paOoThl. Ecii y4acTHUK KOHKYpCa HE BBIIOJIHSET
TpeOOBaHUs TEXHUKH 0€30MaCHOCTU, KOH(PIUKTEH, HE BJIAJIEET TEXHUKAMU yIpPaBICHUS
CTPECCOM M pa3pelieHus] KOHQIUKTHBIX CUTYalMi, MOJBEpraeT ONacHOCTU ce0s WU
APYIUX KOHKYPCAHTOB, TAKOM YYACTHUK MOXET ObITh OTCTPaHEH OT KOHKYpca.

Bpems n neranm KOHKYpPCHOTO 3aJJaHHs B 3aBUCUMOCTH OT KOHKYPCHBIX YCIOBUI
MOTYT OBbITh U3BMEHEHBI YWICHAMHU KIOPH.

KoHkypcHOE 3amaHMe JOJDKHO BBINOJHATBCS IOMOAYJBHO. ONEHKa Takxke
MPOUCXOJUT OT MOJYHS K MOJYJIIO.

Ecam yyacTHMK 3aKOHYMJ BBINOJHEHHUE MOJIYJS JIOCPOUYHO, OH JIOJDKEH
pacnucarbCcsi B BEJOMOCTH BPEMEHU HAIPOTUB COOTBETCTBYIOIIEH MH(POPMAIMOHHOM
3amucu «Y4acTHUK No  3aKOHYMJI BHITOJTHEHUE MOIYJIA _ ».
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3. MOAYJIA 3AJAHUA U HEOBXO/JINMOE BPEMS
Mopynu u Bpemsi cBelieHbI B Tabuiie 1
Tabmura 1.
Ne B
Pabouee P
n/ HanMeHoBanune Moayst Ha
BpeMs
i 3aaHue
Monynsb 1: YcranoBka, KOHGUTYpUPOBAHHUE U
1 | ycTpaHeHHe HEUCIPAaBHOCTEN B cucTEME C110.00-14.00 | 1,5 gaca

KOpHOpaTHBHOﬁ 3dalMUTBI OT BHYTPCHHUX YI'PO3

2 |Monyns 2: UccnenoBanue (ayuT) OpraHU3aliu ¢

EJIBIO 3alIUTHI OT BHYTPEHHHUX YTIPO3. C115.00-19.00 | 1 4aca

3 |Moayns 3: PazpaboTka moauTHK 0€30MacCHOCTH B
CUCTEME KOPHOPATUBHOM 3aIIUThI HHPOPMALIUU OT
BHYTPEHHHX yTpo3

C2 10.00-13.00 2 4yaca

4 |Monyns 4: ITouck u npenoTBpallleHue

UHIKAEHTOB. TEXHOIOIMH aHaIM3a CETEBOTO C214.00-16.00 | 2 uaca
Tpad)uKa B CUCTEME KOPIIOPATHBHOM 3aIIUTHI
HH(OpPMAIIMK OT BHYTPEHHUX YIPO3

5 |Moaynb 5: TeXHOIOTHH areHTCKOro MoHuTopurara | €3 10.00-11.00 > qac

C311.30-12.30

6 |Monayns 5: AHanW3 BRISIBJICHHBIX MHITUIACHTOB

C313.30-15.30 | 1,5 yaca

Hroro 10 yacoB

Monayas 1: YcraHoBKa, KOH(PUTYPUPOBAHUE U YCTPAHEHHE HEUCIIPABHOCTEH B
cHCTeMe KOPINOPATUBHOM 3alIIUTHI OT BHYTPEHHUX YIPO3

Y4YacTHUK NOJKEH:

- [IpoBectu kKOHUTYpaLMIO CETEBON HHPPACTPYKTYPHI: HACTPOUTH XOCT-MalINHY,
CETEBOE OKPYKEHNE, BUPTYaJIbHbIC MAILIMHBI, U T.I1.;
- YCTaHOBUTH U HACTPOUTH CUCTEMY KOPIOPATUBHOM 3aIUTHI OT BHYTPEHHUX YIPO3;
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- 3aIyCTUTh CHCTEMY, TPOBEPUTH (DYHKITMOHATIEHOCTh M COOTBETCTBHE HACTPOCK
IIEJICBOI CETEBOW HHPPACTPYKTYpE

- [IpoBecTn umuTAaIMIO TIpOIECCa YTEUKH KOHPUACHIHAIBHON HH(OPMAITIHU B
CUCTEME;

- YcrpanuTh po0sieMbl TP MOSBICHUH;

- [IponemMoHCTpHpPOBaTH pabOTOCTIOCOOHOCTH CHCTEMBI

- [loaroToBUTH OTYET MO OIEHKE PAOOTOCTIOCOOHOCTH CHCTEMBI,

Moayas 2: HccienoBanue (ayauT) OpPraHM3allMd ¢ ULeJbI0 3alIUTBI OT
BHYTPEHHUX yIPo3.

Y4YacTHUK JIOJKEH MPOBECTU OOCIENOBAaHME U AHAINU3 CTPYKTYpPhl OpraHu3aluu
(xak rI1aBHOrO 0OBEKTA 3aIIMUThI) HA OCHOBAaHUM MPECTABICHHBIX MaTEPUAJIOB U CTEH/A,
e€  BBIYMCIIUTEIBHO-CETEBOW  HHQPACTPYKTYphl, OINPEACIUTh IMOTOKH JIaHHBIX,
MOTEHIMAIbHBIE YTPO3bl U KaHAJIbI yTEUYEK.

VYyacTHUKY HEOOXOAMMO CO3/aTh MAKET JOKYMEHTAIINH, BKIFOUAOITUN

- CIIMCOK MOTEHIUAJIbHBIX BHYTPEHHUX YTPO3 (COrJacHO BBIJAHHOTO MIa0JI0HA)

- CHOHCOK BO3MOXXHBIX KaHajJOB CBS3M JJi1 aHajiu3a (COIJIaCHO BBIIAHHOTO
mabJioHa)

- MPOEKT MOJIOKEHHUS O 3amuTe MHPOPMAlMU OT BHYTPEHHHUX YIpo3 (COIIAacHO
BBIJIJAHHOTO 111a0JI0HA)

- CIIMCOK POJIEW MOJIb30BATENEN U MTOTEHIUAIBHBIX HAPYIIUTEIIEH

- CIIMCOK U3MEHEHUH B CYIIECTBYIOIINE BHYTPEHHNE HOPMATUBHBIX TOKYMEHTHI
(moNoKeHusl, MPUKAa3bl U T.I1.) OpraHu3aluu A 3)PEKTUBHOIO U 3aKOHHOTO
VCITOJIB30BAHUSI COBPEMEHHBIX CUCTEM 3aILLUTHI.

Y4YacTHUK FOTOBUT OTYET, CYMMHUPYIOIIUNA UTOTH UCCIEN0BAaHUA opranu3amnuu. [1o
OKOHYAHHUM TPOBEPKU YUYACTHUK CTABUT MOJAMKUCH B OTYETE U COOOIIAET O TOTOBHOCTHU
sKcrepTaM. OKcrepT (ukcupyeT Bpemsi roToBHOCTH B oruére. I[IpoBepky otuéra
MPOBOJIUT HA3HAYEHHAS TPYyIINa SKCIEPTOB.

Mopayns 2 cuuTaeTcsl BBINIOJHEHHBIM TPU YCIOBUU TOATNKMCAHHOTO OTYETa,
YCTHOTO JOKJIaJla Y4aCTHUKA 00 OKOHYaHUU padoT.

MoayJsb 3: Pa3padoTka noJMTHK 0€30MaCHOCTH B CHCTEMe KOPIOPATHBHOI
3aluThI MHGOPMALIMH OT BHYTPEHHUX YIpo3.
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[enb yuacTHUKA — pa3paboTaTh NOMUTHKY UH(DOPMAIIMOHHON 0€30MaCHOCTH, UCTIONb3YS
WHCTPYMEHTApU aBTOMAaTU3UpOBaHHOU cuctembl IWTM 6 u ycnemHo ux npUMEHUTh
JUTSL BBISIBJICHUS W/WIIA OJOKMPOBAHWS WHIUIAEHTOB Oe3zomacHOCTH. /[l co3maHus
MHIUJICHTOB U Apyrux coOweituit B IWTM ucnone3yercs crnenuaibHOe MPOrpaMMHOE
oOecrieueHue — crnenuraibHbli ['eHepaTop Tpadrka U UHIIMICHTOB.

YyacTHUKY HEOOXO0IUMO:

- PazpaboraTh HOBbIE U/HIIM MOAUGDUIIUPOBATH CYIIECTBYIOIIUE TOJUTUKH
0€30MacHOCTH, IEPEKPHIBAIOIIUE KaHAIBI epeJauy JTAHHBIX U BO3MOXKHbIE HHIIUICHTHI
COTJIACHO KOHKYPCHOTO 33/I1aHHS;

- 3aHeCTH NOJUTUKY HHPOpMaIInoHHOM O6e3onacHoctu B DLP-cuctemy;

- Pazpabotath nnu/u MoaupuiupoBaTh 0OBEKTHI 3aIIUThI, KATETOPUHU, TEXHOJIOTUU
3amuTel B DLP-cucreme u 1.11.;

- [IpuMeHUTh MOTUTUKH AJIsI KOHTPOJIA TpaduKa, BbISBICHUS W/ WA OJTOKUPOBAHUS
MHIIUJIEHTOB 0€30MacHOCTH, CO3/JaBa€MbIX BHEIIHUM [ eHepaTopom Tpaduka u
MHIUJEHTOB. MaKkCHUMU3UPOBATH YMCIIO BBISBICHHBIX UHIIMIEHTOB 0€3011aCHOCTH;

- [IpopemMoHCTpUpPOBATH BJIaJICHUE TEXHOJOTUSIMU U YMEHUE paboTaTh ¢
uHTEepENcoM yIpaBIeHUs CUCTEMbI KOPIOpaTUBHOM 3amuThl uHGopManuu IWTM.,

3amaHue BBITIOJHACTCS C IMOMOIIBI0 mporpammuoro obecneuenus DLP (Data Leaks
Prevention) IWTM 6.

[IpuMepHbIi anropyuT™ BBIMOJHEHUS HA TpuMepe nHUKIeHTOB U noiutuk PCI DSS:

1. 3anycrute cucremy IWTM,

2. O3HaKOMHUTBCS CO CTPYKTYPOU BUPTYaAIbHOM CpPEbl, HCTIONh3yEeMOM ISt
BBITIOJIHEHHUS JTAOOPATOPHOTO MPaKTUKyMa (3 BUPTyalbHbIE MAILIMHBL: CEPBEP
IWTM 6; cepep IWDM; pabGouas cranuus «Hapymurensy),

3. TIpoBeputh GyHKIIMOHATHHOCTh U COOTBETCTBUE HACTPOEK II€JIEBOM CETEBOM

UHpPaCTPyKType
4. V3yunTth NpeaocTaBisieMble MaTEPHAIIbI, UCIIOIb3YEMBIE IIPU CO3IAHUH MOJTUTHKU
HBb B cucreme IWTM 6: xonnenmusa noimtuku b PCI DSS;
5. B xoncomu IWTM 6 co3gath 00BEKTHl 3amUThl M NOJUTUKY Wb, ucnonb3ys
TEXHOJOTHHU aHan3a, o0o3HaueHHbIe B moymTuke PCI DSS.
6. IlpoBecT MpOBEpKy areHTa, YCTAaHOBJIEHHOro Ha paboyeil  CTaHLMH
«HAPYLIUTEIbY», HA IPEAMET COEAUHEHHUS ¢ cepBepoM DM.
7. B xonconu DM mnpoBectu npoBepky coeauHeHusi cepsepa IWTM 6 ¢ cepBepom
IWDM, a Takke akTyaibHOCTh TocieaHel Bepcuu koHpurypamuu IWTM 6.
8. IIpoBecTn UMHUTAIMIO ITpOLIECCa YTEUKU KOH(UIEHINATbHON HHPOPMALINHN:
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a. Bpyunyto c paboueii craniun «Hapymmrensy
b. ABromarmuecku ¢ I'eHepaTopa HHITUACHTOB
9. B koncomu IWTM 6 w/unu IWDM aBTOMaTtudecku MOIydyuTh HHPOPMAIHIO O
dakTe yTeuku KOHPUACHIMANbHOW wWHGoOpManuu. HWHIWAEHT ODKEH OBITh
ABTOMATHYECKHA BBIABIEH M IMOMEYEH KaK YA3BUMOCTb COOTBETCTBYIOLIETO YpPOBHS
COTJIACHO 3a/IaHUsl.

Monyias 4: Ilouck v npeaoTBpalieHue HHIUIEHTOB. TeXHoI0rn aHaInu3a
ceTeBOro Tpaguka B cucreMe KOPIOPAaTUBHOM 3aIIUTHI HH(POPMALMH OT
BHYTPEHHHUX yIrpo3.

VYyacTHUKY HEOOXOIUMO MPUMEHUTH MOJUTHKU MH(DOPMAIIMOHHOW O€3011aCHOCTH
B cucreme |IWTM, aBTOMaTH4eCKU BBINOJHUTH MOUCK HHIMACHTOB MH(POPMALMOHHOU
0€30MMacHOCTH, BHECEHHBIX YJIEHAMHM KIOpU (C HCIIOJIb30BAHMEM CTeHAa U ['eHeparopa
Tpapuka ¥ MHUUACHTOB). [lOJMTUKM MOXHO MOAM(PUIMPOBATH, C LIEIBIO BBISIBICHUS
MaKCHMaJbHOTO YKCia MHIMIECHTOB U yreuek. HeobxonuMo ucnosap30BaTh BeCh HaOOp
TEXHOJIOTUW NTOMCKA U BBISBIICHUS YS3BUMOCTEM, NOCTYIHBIM B CUCTEME KOPIIOPATUBHOU
3aIUThl. ITOroBBI BApUaHT MOJUTUK TOJKEH ObITh 3a(DUKCUPOBAHBI B OTUETE.

B 4uci10 MHIKUIEHTOB MOTYT BXOUTh, HAIIPUMED:

- [epefaya MEepPCOHAIBHBIX JIaHHBIX COTPYAHUKOB W KOHTPAreHTOB IO
AJIEKTPOHHOM I10YTE;

- epeaya 0a3bl KIMEHTOB OpraHU3allMi B apXUBE C MCIOJIb30BaHUEM (DaliIOBbIX
IIPOTOKOJIOB;

- HELIEH3ypHas JIEKCUKA COTPYIHHUKOB B NIEPENMUCKE C KOHTPAr€HTAMU;

- nepeavya UHPOpMal1, COCTABIISIIOIIEH KOMMEPUECKYIO TailHY;

- U Jp.

Mopyasb 5: Ilouck u npeaoTBpanieHue HHIUACHTOB. TexHo0rum anajausa
CceTeBOro Tpa)Mka B CHCTEMe KOPIOPATUBHOM 3a1IMTHI HHGOpMaALIMU OT
BHYTPECHHHUX YI'Po3

YyacTHUKY HEOOXO0IUMO TPUMEHUTH TOJMTUKU HHPOPMALIMOHHOM 0€30MacHOCTH
B cucreMme IWTM/IWDM, aBTOMaTHYECKH BBITOIHUTH [OUCK HHIIAIEHTOB
MH(OPMAIMOHHOW 0€30MaCHOCTH, BHECEHHBIX WICHAMH KIOpH (C UCTIIOJIb30BaHUEM
creHja u ['eneparopa Tpaduka 1 UHIUICHTOB) .

- [IponeMoHCTpUpPOBaTH 3HAHUE MEXAHU3MOB PAOOTHI ar€HTCKOTO MOHUTOPUHTA;

- Pa3paboTtarh U NpUMEHUTH NOJUTUKH aréHTCKOTO MOHUTOPUHTA JUIsl pabOThI €
HOCHUTEJISIMA U YCTPOKWCTBaMU;
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- PazpaboTarh 1 MPUMEHUTH MOJUTUKN areéHTCKOTO MOHUTOPHHTA JUIsl pabOTHI ¢
daitnamu;
- Pabota ¢ uckiroueHusIMH U3 epexBara;

MoayJb 6: AHa/Iu3 BbISIBJI€HHBIX HHIUAEHTOB

3ajada yyacTHHUKA — MCIIOJI30BaTh aHATUTHYCCKUM (yHKIMOHAN cucteMbl IWTMG6 st
CO37aHMs OTUYETOB O HAWICHHBIX WHIIUICHTAX W aHAJIN3a MOJYyYEHHBIX JaHHBIX.

Y4acTHUK JOJDKEH:

- [IpumeHuTh MeXaHU3MBI CO3/IaHUS (DHIIBTPOB JJIsl aHAJIK3a TIEPEXBAYCHHOTO
TpaduKa U BBISIBJICHHBIX HHITUICHTOB;

- [IoAroTOBUTH AETATU3UPOBAHHBIC OTUYETHI O HAPYIICHUSAX;

- [IpoBecTu knaccuduKaIyio YpOBHS YIPO3bl HHITUICHTA;

- Mcnonb30BaTh NOMOTHUTEIBLHBIX MOJIYJIM aHaIu3a HH(QOPMAIIMOHHBIX TTOTOKOB,
€CJIU 3TO MPOAUKTOBAHO OCOOEHHOCTSAMH MOJICNIA OPTaHU3ALMH U YCIIOBUSIMU €€
On3Heca;

- PazpaboTaTh 11aH 1o JaibHEHIIIEMY pacciieIOBaHUIO BBISBJICHHBIX MHITUEHTOB
1 TIPOTUBOICHCTBHUIO HAPYIIUTEISAM C OTIOPOM Ha HOPMATHUBHYIO 0a3y;

- [loaroToBUTH UTOTOBBIM OTYET.

4. KPUTEPUU OLNEHKH

B nanHOM pasmerne ompeneiieHbl KPUTEPUU OIEHKH W KOJIMYECTBO HAYHMCIISIEMBIX
0amioB (00beKTUBHBIC) TabmuIa 2. O0IIee KOJUYSCTBO OAUIOB 3aaHUsI/MOYJIS 110 BCEM
Kputepusim orieHkH coctasisier 100.

Tabmuma 2.
Paznen Kpurepui Ouenkn
O0beKkTHBHAA Oo0mas

A Opranuzaius paboTsl 1
yIpaBJICHHUE 5,00 5,00

B ¥YcranoBka, KOHPUTYpHpOBaHUE
Y YCTPaHEHUE HEUCIIPABHOCTEN 14.00 14.00
B CCTEME KOPIIOPATHBHOMN ’ ’
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3aIMUTBI OT BHYTPEHHUX yIPO3

C Uccnenosanue (ayaur)
OpTaHU3aIUH C TEIBIO 3aIHUTHI
OT BHYTPEHHUX YIpO3 11,00 11,00

D PazpaboTka monuTuk
0€e30I1aCHOCTH B CUCTEME
KOPIOPATUBHOM 3aIlIUTHI

uH(pOpMAaIUU OT BHYTPEHHUX
yrpos 20,00 20,00

E ITouck n npepoTBpanieHue
MHUUAEHTOB. TexHosornu
aHajM3a CeTEeBOro Tpauka B
CHUCTEME KOPIIOPATUBHOMN
3aIIUATHl THPOPMALIUUA OT
BHYTPEHHUX YTPO3 27,00 27,00

F TexHoI0THN ar€eHTCKOTO
MOHUTOPHHTA 14,00 14,00

G AHann3 BBISABIEHHBIX
WHIIUJEHTOB 8,00 8,00

Htoro = 100 100

CyO0bexkTuBHBIC OLIeHKH - He mpuMeHnmo.
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