YEMIIMOHAT Pernonanbublii yemnuonat no crangapram WorldSkills Cankr-Ilerepoypra 2019 rona

CpOKH NPOBe/IeHHs! 3-7 nexadps 2019 roga

MecTo npoBejieHus1 Cankr-IlerepOyprckuii rocy/ipacTBeHHbIH YHHBEPCHTET a3POKOCMHUYECKOro npubopoctTpoernsi, MockoBekuii np. 1498
HAMMEHOBAHUE KOMIETEHIIUU KOPITIOPATUBHAS 3AIIIUTA OT BHYTPEHHHX YT'PO3 HHO®OPMAIIMOHHOU BE3OITACHOCTH
TJ1aBHBIIH JKCIEpT CepreeB AHTOH BaJsiepbeBuy

3amecTurenn I'iiaBHoro JKcIepra

TexHu4yecKui JKcnepT Tonos I'eopruii AjlekcanapoBuy

Okcnepr no CIS

KosimuecTBo 9KcnepToB (B TOM YHCIIe C IIABHBIM H
3aMecTHTeIeM)
Ko1H4uecTBO KOHKYPCAHTOB (KOMaH/T) |8 xomann/ 8 konkypcanToB

9

KoJsinyecTBo pabounx mect Is

O6uias MI0IAAb 32aCTPOIKH KOMIIETeHIUH 16%18 meTpoB (288 kB.M.)

Bepcusi 1.0

BOYAS IIJIOIIA T KOHKYPCAHTOB

UT OBOPYJOBAHUE (HA 1-O PABOYEE MECTO \ 1-Y KOMAHJY) HUT OBOPYJIOBAHHUE (HA 5 PABOYMX MECT \ 5 KOMAHJI)

1 |Kommsrotep - THI 2 R .
Tpoueccop ue menee i5 3,2 T'Tu ¢ nouiepxkkoii BUpTyanmsanuu

MM aHAJIOT U BBIIE, He MeHee 4 (u3uueckux saaep, He MeHee 16 I'b
O3V, ne menee 500 I'B SSD co cBoGoHBIM MecTOM He MeHee 350
', He meree 50 I'b Ha TOMONTHUTEIBHBIX HOCHTEISX
(HDD/SSD/USB3.0 Flash), OC Windows/Linux/MacOS ¢ it 1 8
rpaduueckum nHTEpdeticom wim anaior, 10 s BupTyanusanum
'VMWare Workstation/VirtualBox niu ananor, opHCHBIH naker
MSOffice/LibreOffice nnm ananor, notepad++ umm ananor, 6paysep
Firefox u Chrome wim anajor

2 IMOHHTOp 24" IMonurop He Menee 20" u paspemenuem e Menee 1920x1080 nke mT 1 9
(B ciryuae uoerxKa 710 17" — NONOJIHUTEIILHBIH MOHUTOD)

3 IKnaBnaTypa USB T 1 8

4 IMpiun Wireless or USB T 2 16

5

Iponeccop Tuma core i3 mmm ananor, He MeHee 2.0ITm ¢
nojyiepxkkoit VT-x wm awanor, ne menee 4T O3V, OC
ycranosiena Ha SSD He menee 100I'B cBoGOAHOTO MpPOCTpPaHCTBA
Ha SSD, OC Windows 7/8/10 Pro (BaKHO JUIs BBIIOJIHEHHS]
HoyrOyxk - Tui 1 . wr 1 8
3amanus) ¢ rpapuyecknM uHTepdeiicom wmm ananor, 10 )
Bupryanmsammn  VMWare Workstation/VirtualBox wim  anasor,
oducnbiit maker MSOffice/LibreOffice unu ananor, notepad++ niy|
ananor, PDF-reader, Gpaysep Firefox u Chrome miu ananor

6 (CeTeBOii COCMHUTEIbHBINA Kabeb LRJ45, U/UTP, 3 M wmm maHee, Cat.6 T 3 24
————————— ——
7 JKaGens HDMI 3 m T 1 9
8
. JKommyrarop (Mapuipyrusatop) He MeHee 4 moptos 1 Gbit/s, https://mikrotik.ru/katalo;
KomMyTaTop (MapupyTH3aTop) yIpaBisieMblii ¢ BOSMOXHOCTBIO .
ojuieprKKa 3epkanuposanus noptos (SPAN, mirror), wr 1 4 Jkatalog/hardware/routers/s
3epxanuposanus nopra (SPAN) . N
yrpasisiemslii (web/console) oho/RB3011UiAS-RM

9 JUSB-nocures (premika) He menee USB2.0, ne menee 8I'b wr 2 16



[Kommsiorep - T 3

Tpoueccop Tuma core i5 wm awnanor, He Menee 2.0ITw c
mojytepkkoit VT-x mimm ananor, He meneel6I'b O3V, He MmeHee)
100T'b CcBOOOIHOTO IIPOCTPAHCTBA Ha JIUCKe, oC
Windows/Linux/MacOS ¢ rpadudeckum unTepdeiicom  HiH|
anasor, ITO st Bupryanmsamn VMWare Workstation/VirtualBox|
wm axanor, oducueli maker MSOffice/LibreOffice wnn anasor,
notepad++ wmmu ananor, PDF-reader, 6paysep Firefox u Chrome)
loonor

T

JMomuurop 24"

24 moiiMa

1T

M1

USB

1T

JKnasuarypa

USB

1T

HoytOyxk - Tum 1

IIpoteccop Tuma core 13 win anasor, He menee 2.0ITw ¢

o yiepkkoit VT-x uin ananor, He menee 4I'b O3V, ne menee
100I'B cBoGoHOrO IpOCTpaHcTBa Ha aucke, OC
Windows/Linux/MacOS ¢ rpaduueckum uHTepdeiicom wim
anasor, 1O juis Bupryanusauun VMWare Workstation/VirtualBox
nin anasor, oducHslii maketr MSOffice/LibreOffice wmu anasor,
PDF-reader, notepad++ niu ananor, 6pay3sep Firefox u Chrome

b gagor

mT

Touka nocryna

Toiepaxka jquanazonos 21Ty u SI'T'L, BO3MOKHOCT
moakroueHns He MeHee 10 KaMeHToB, co3nanus He meHee 3 SSID,
nogeprxka VLAN, o, (CPXKKA PoE

mT

IKOMMyTaTop

He menee 24 noptos Gigabit, ynpaBisieMslif, MoyIepxKa

mT

IMapmp YTU3aTOP

HacTpoiiku VLAN
|He Mmenee 4 nopros Gigabit, ynpasisiemsrid, moauepxka NAT,

DHCP, VLAN, VPN, ynpasisiemblii, L3

T

1O (HA 1-O PABOYEE MECTO \ 1-Y KOMAHZY)

ITporpammuoe DLP 115t G0pEOEI ¢ BHYTPEHHHMH YTEUKAMU
uH(bOpMAIMH U 00eCeueHNs KOPIIOPaTHBHOH 6€30MacHOCTH

(HA YCMOTPEHHME OpraHusaTopa

[Iporpammuoe obecrneuenue 1t 60pbObl ¢ BHYTPEHHUMH yTeuKamu|
madopmanmu  InfoWatch  Traffic  Monitor  Education  Lab
(MunuManbbinii  coctaB Infowatch Traffic Monitor, Infowatch|

Device Monitor, Crawler)

JUIA 3a1UTHL ceTel cetelt, VPN kopropaTnBHOro kiacca

IIporpammuoe obecriedeHne (MM MPOrpaMMHO-AIaPaTHBIH KOMILIEKC)

1O (HA 5 PABOYUX MECT \ 5§ KOMA|

InfoWatch

JIporpamMmuoe oGecneyeHne Uil 3alIMTHI CETel CBA3H B COCTaBE
VueOHo-MeToanuecknit  kommureke (YMK)  Infotecs  VipNet|
"3aumra cereii": B coctase: [10 ViPNet Administrator 4.x — 2 mir.,
JII0 ViPNet Coordinator Windows 4.x — 2 mr., IIO ViPNet
Coordinator Linux — 2 wr., IIO ViPNet Client 4.x — 10 wr., ITO|
[ViPNet Registration Point 4.x — 2 mt., IIO ViPNet Publication|
Service 4.x - 2 mr., I1O ViPNet Policy Manager 4.x - 1 mr., 1 y3en|
ynpasnenns Policy Manager - 10 m., ITO ViPNet StateWatcher 4.x|
- 1 wr., 1 y3en mouutopunra StateWatcher - 10 ., ITO ViPNet]
OI1 Bremnne — 10 mr., [10 ViPNet D11 Bayrpennue — 10 T, He)

dauea £ aon

Infotecs

OS MS Windows Server 2016

OS MS Windows Server 2016

IeTeKTHPOBaHKS aTaK KOPIIOPAaTHBHEOro Kiacca Intrusion Detection
System

[IporpammuOe obGecriedeHne (WM MPOrpaMMHO-aINapaTHbIH KOMILIEKC)

Infotecs IDS

Infotecs

TIporpaMmHoe obecriedeH e JUls IIPOBEICHHS TECTOB Ha 6€3011aCHOCTh
Ha 6a3e OC Linux

l'lporpaMMHoc obecriedeHue st TIpPOBEJICHHS TECTOB Ha

5€301aCHOCTB C TPeyCTAHOBICHHBIMU YTHINTAMHI M HAGOpaMi

TecToB Ha 6aze OC Linux (manpumep Kali Linux, Parrot u gpyrue)

PACXO/JIHBIE MATEPHAJIBI (HA 1 ABOYEE MECTO \ 1-Y KOMAHJY)

MEBEJIb U ®YPHUTYPA (HA 1-O PABOYEE MECTO \ 1-Y KOMAH/Y)

MATEPHAJIBI (HA 5 PABOYHUX MECT \ 5 KOMAHJI)

MEBE.JIb U (HA 5§ PABOYHA

https://www.kali.or;



1 (LLIxI'xB) 1350x700x780 wr
Ctox - Tvn 3 1 9
CTOJICHUIHMLIA HE TOHbIIE 25 MM
2 Cryi - Tun 3 Ha KOJIECHKAX, C I0JUIOKOTHUKOM T 1 9
JIOIMOJTHUTEJIBbHBIE TPEBOBAHHUS K OBECIIEYEHHIO KOHKYPCHBIX IVIOIIAIOK KOMAH/ (KOMMYHUKAIIUMH, ITIOAKJITIOYEHW S, OCBEIIIEHHE U T.I1.)

ocryn B Murepuer 100M6ut/c Ha Kax/0e padouee Mecro!!!

Poserka RJ45. C 10CTyoM K JIOKaJIbHO# CEeTH ILUIOMAAKH, 2 PO3ETKH HA MECTO, KOJI-BO M PACIOJIOKEHHE YKA3aHO HA IUIAHE 3aCTPOMKH

HarospHble KOpoOa W/HiIK KOJIOHHB! [JIst 101BOAKH. CXxeMa KabesbHOM CeTH yKazaHa Ha IUIaHe 3aCTPOHKH

OCTYII B MHHTEPHET ¢ pabounx cTaHiuii yyacTHUKOB. O0s3arensHo! IIposouoii 100 Mout/c

[1ouaas 01HOrO paboyero Mecra He MeHee 12 M.xB (3*4 merpa)

Bce paboune CTaHLMK COSCHEHBI B JIOKAIbHYIO CeTh ¢ JocTyroM B MHTepHer !

] N 3 ES B S G

Tectep nposojios N

DiiekTpryectBo Ha 1 Touky. 220 BOJIbT, ~3 PO3ETKH HA MECTO WJIH YJUIMHUTEb, KOJI-BO M PACHOJIOKEHUE

a3aHO Ha IUIaHE 3aCTPONHKU

HUT OBOPYJIOBAH

Hannuue

IocTaBmuUK\CIOHCOP\|

o 4 _{ ¢y 7 1 |
E

TpumepHas

BPUDOUHI-30HA

OBOPY/JIOBAHUE U UHCTPYMEHTbBI

Ctox - Tvn 3

MEBEJb U ®YPHUTYPA

(LLIxI'xB) 1350x700x780
CTOJICHIIHMLIA HE TOHbIIE 25 MM

Cryin - Tun 1

Tex. onucanue WM CCHLIKA HA CAHT ¢ TeX. ONMCAHUEM En. - -
Ne HaumenoBanune Ko.1-Bo Koa1-Bo (1a\Her) y OTBeTCBeHHBIIi 32 | croumocTh Beero, KommenTtapmii
NO3HIMH H3MepeHust
OpraHM3aTopa obecneyeHne pyo
- Siirni o m——
TIpoueccop Tuna core i3 uiuu aHasor, He menee 2.0I'Tw ¢
o yiepkkoit VT-x uin ananor, He mexee 4I'b O3V, He MeHee
100I'B cBoGoHOrO IpOCTpaHCTBa Ha aucke, OC
Windows/Linux/MacOS ¢ rpaduueckum uuTepdeiicom nin
1 HoytOyx - T 1 pad pd R . mT - 1
anasor, 10 juis Bupryanusauun VMWare Workstation/VirtualBox
nimn anasor, oducHslii maketr MSOffice/LibreOffice mmm anasor,
PDF-reader, notepad++ niu ananor, 6pay3sep Firefox u Chrome
IO
2 TeeBU30p WM IPOEKTOP HDMI mwin VGA BbIX010M LT - 1
3 JMbiub (USB T - 2
4 JKnasuarypa (USB Jiiey - 2
5 TTwior, 6 po3eToK Ha YCMOTpEHHE OPraHu3aTopa 3

[Model - 1SO

Size - 54x42x77 cm - 10
Extra details - 4 HOxKH, 0e3 [10JUIOKOTHHKOB
3 IMycopHas Kop3uHa Ha YCMOTPEHHE OpPraHu3aTopa T - 2
4 JOrueTymmTeNb YrIeKHcaoTHbIH OY-1 Ha ycMoTpenne opranusaropa T - 1
Manufacturer - Ecocenter
Model - G-F91E
5 [Kynep st Bozs Size - L-W-H cm (35x32x90) T, - 1
Part number - 0020728
Extra details - for bottles of 19 liters: cold and hot water
6 AnrTeuka Ha ycMoTpenue opranusaropa T - 1

JIOITOJTHUTEJBHBIE TPEBOBAHHS K OBECIIEYEHUIO OBIIEN PABOYEN IVIOIIAIKE KO

CAHTOB (KOMMYHUKALIAHA, OYEHMSI, OCBEIIE

HE M T.IL)




TpeGoBanue (onucanue)

KommenTapuii

[1nouans koMHaThl He MeHee 20 M.KB (5*4 MeTpa)

DiiekTpryecTBo: 6 poserok 1o 220 BoubT (110 2 kBT Ha Kax1yio)

TToK10ueHne HOYTOYKOB 1 KOMIIBIOTEPOB K POBOJHOMY HHTEPHET

KOMHATA 3KCIIEPTOB

He Wi-Fi!

HanmenoBanue

Ex.
HM3MepeHus

Tex. onucanne WIM CCHIIKA HA CANT ¢ TeX. ONMHCAHHEM
MO3HIHHA

Kous-Bo

Hannune

(Ja\Her) y
1L

Tpuurep A4 (MDY)

Ha ycMoTpeHue opraHusaropa T

Jtiocr \ p\

OTBeTCBEeHHbI 32
ofecneyenne

l"_ Ly

CTOUMOCTH BCero,
pyo

Kommenrapuii

TTaty-xopa RJ45 3 M. o0xathli

Ha ycmoTpenne opraiusaropa LT

HaunmenoBanne

En.
HM3MepeHust

Tex. onucanne WIH CCHIIKA HA CAHT C TeX. ONMHCAHHEM
MO3HUHH

Ko.-Bo

Koa-o

Hanuuue
(1a\Her) y
Opranu3aropa

[tocrapumk\cnoncop)

OTBETCBEHHBIIi 32
obecneyenne
—

TpumepHas
CTOMMOCTH BCEro,
pyo

KommenTtapuii

Bemanka

Ha ycMoTpenue opranu3aTopos LT

Crou - Tun 3

(LLIxI'xB) 1350x700x780 mT

CTOJICHIIHUIIA HE TOHbIIE 25 MM
———————

Cryi - Tin 1

Model - ISO
Size - 54x42x77 cm
Extra details - 4 Hoxku, 6e3 LIOJUIOKOTHIKOB

MycopHasi Kop3uHa

Ha ycMoTpeHne oprauusaropa

[11owmans koMHaThl He MeHee 24 M.KB (6*4 MeTpa)

DuiekTpryecTBo: 6 poserok 1o 220 BoubT (110 2 kBT Ha Kax1yio)

TTo/10ueHne HOYTOYKOB 1 KOMIILIOTEPOB K IPOBOIHOM

KOMHATA KOHKYPCAHTOB

He Wi-Fi!

HaumenoBanune

En.
M3MepeHHst

Tex. onucanie WM CCHUIKA HA CAHT C TeX. ONHCAHHEM
MO3HIHHA

Kou-Bo

Hannune
(Ia\Her) y
DTNl

Beaka

Ha ycMoTpeHne opraHu3aTopos LT

JTocraBumk\cnoncop)|

OTBETCBEHHbIIi 32
obecreuenne

Ipumepnas
CTOMMOCTD BCero,
pYo

Kommenrapuii

Crou - Tn 3

T

(LLIxI'xB) 1350x700x780
CTONICHILHUIA HE TOHBIIE 25 MM

Cryn - Tun 1

Model - ISO
Size - 54x42x77 cm
Extra details - 4 Hoxku, Oe3 IO/UIOKOTHUKOB

MycopHast Kop3uHa

Ha ycmoTtpenne opraunsaropa

TpeboBanue (onucanue)

KommenTapmii

[ 110111815 KOMHATHI He MeHee 20 M.kB (5*4 meTpa)

DJeKTpHUYecTBO: 6 Po3eTokK 110 220 BobT (1o 2 kBT Ha Kaxryro)

[Tok1r0ueHHE HO

CKJIA L

o Hanuuue Mocrapmuk\cnoncop\] Ipumepnas
Tex. onucaHne WM CCHUIKA HA CAMT ¢ TeX. ONMHCAHHEM El]- . .
Ne HaumenoBanne Ko.1-Bo Ko.1-Bo (1a\Her) y OTBeTCBeHHBIIi 32 | croumMocTh Beero, KommenTtapuii
MO3HUHH H3MepeHHust
OpraHM3aTopa obecneyeHne pyo
Lt ———




1 [Kommsiorep - Tum 2 A . wr
TIporieccop He MeHee i5 3,2 I'T ¢ moIepKKoi BUPTyaIu3aluy
WM aHAJIOT U BhILE, He MeHee 4 (u3uyeckux siep, He MeHee 16 I'b
O3V, ne menee 500 I'b SSD co cBoGoaHBIM MecTOM He MeHee 350
I'B, He menee 50 I'B Ha JONOJIHUTEIILHBIX HOCUTEIISIX
(HDD/SSD/USB3.0 Flash), OC Windows/Linux/MacOS ¢ - 1
rpaduueckum untepdeiicom i ananior, 110 juis BUpTyaIu3auuu
VMWare Workstation/VirtualBox nin ananor, opucHslit naket
IMSOffice/LibreOffice nm anasor, notepad++ um ananor, 6paysep
Firefox n Chrome nnm ananor

2 Mouurop 24" 24 molima T - 1
3 [Mbuus [USB T - 2
4 JKnasuarypa (USB T - 1

TTponeccop Tuma core i3 nim aHasor, He MeHee 2.0I'T ¢

o uiepkkoit VT-x uim ananor, ne menee 4I'b O3V, ne menee

100I'b cBoGoIHOTO TIPOCTpaHCTBa Ha ucke, OC

s [Hoyroyx - tun 1 'Windows/Linux/MacOS ¢ rpaduueckim uu‘repd}eﬁc.om i e R 1
anasor, I10 mia Buptyanusarmn VMWare Workstation/VirtualBox

i anasor, oducHsrii naker MSOffice/LibreOffice mwiu anasor,

PDF-reader, notepad++ niu ananor, 6paysep Firefox u Chrome

W aHa1or

6 Jlnort, 6 poserok Ha YCMOTPCHHC OPraHH3aTopa 1

MEBEJb U ®YPHUTYPA

OrHeTymuTesb YriaeKHcIoTHbli OV-1 Ha YCMOTpEHME OpPraHu3aTopa
(LLIxI'xB) 1350x700x780
CTOJICHIIHULIA HE TOHbIIE 25 MM
Cryo - Tun 1 Model - ISO
Size - 54x42x77 cm
Extra details - 4 HOxKH, 0e3 [10JUIOKOTHUKOB

Ctox - Tvn 3

pi ( JIHUTEJIbHBIE TPEBOBAHUSA K OBECIIEYHEHUIO CKJIAJIA (KOMMYHUKALIUW, NOAKJIOYEHU S, OCBEIUEHUE U T.I1.)

A N A D S N D Y R I

1 bymara A4 Ha YCMOTPEHHE OpraHu3aTopa nagka 500 R 5
Jw'l'OB
2 (CKOTY MassipHBIH Ha YCMOTPEHME OPraHu3aTopa M - 20
3 (CKOTY JIBYCTOPOHHHI Ha YCMOTPEHHE OPraHu3aTopa M - 50
4 JPyuka mapuxoBas Ha YCMOTPEHHE OpPraHu3aTopa 1T - 30
5 JCreniep co ckobamu Ha YCMOTpPEHHE OPraHu3aTopa T - 4
6 JCKpenKu KaHIeIpcKue Ha YCMOTpPEHHE OpPraHu3aTopa yraK - 1
7 JDaiiner A4 Ha YCMOTPEHHME OpraHu3aTopa ynak 100 mt - 1
8  JMapkep uepHblii Ha YCMOTPEHHE OpraHu3aTopa LT - 2
9 JHosx KaHuenspcKHit Ha YCMOTpPEHHE OpPraHu3aTopa T - 2
10 JbiokHOT uis 3anmceit He menee 20 mucToB, popmat AS 1T - 10
11 JUSB duemka He menee 8I'b 1T - 10
12 JKapanau npocToit Ha ycMoTpeHne opranusaropa T - 10
13 JHosKHHIIB Ha YCMOTpPEHHE OpPraHu3aTopa T - 2
14 Jllanku-niaHueTs HAa YCMOTPEHHE OpPraHu3aTopa T - 10
15 JlIBeTHBIC MapKepbl Ha ycMoTpenye oprauusaTopa T - 2
16 JCkoTY nIpO3payHbIi IHUPOKHIL Ha ycMoTpenne opranusaropa M - 30




HaumenoBanue

Tex. onucanue WIN CCbLIKA HA CANT ¢ TeX. ONUCAHHEM
No3Huun

En.
u3MepeHus

Kou1-so Koa1-Bo

Hanuuue ocrapmuk\cnoncop\] Ipumepnas
(Ia\Her) y OTBETCBEHHBIN 32 | cTOMMOCTD BCero,
obecrneyenne (]

Kommenrapuii

T'nas. Dxenepr (MeHeq:kep KOMIETeHIHH)

Tex. sxenept

(moammce)

(nata)

(moammce)

(nata)




