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1. BBEAEHUE

1.1. HA3BBAHUE ¥ OIUCAHUE MPO®ECCHUOHAJIBHON
KOMIIETEHIIUHN

1.1.1 HazBanue npodeccruoHaIbHON KOMIETCHIINN:

«KopnopatuBHasi 3ammra OT BHYTPEHHHX Yrpo3 HHGOPMalMOHHON
0e30MacHOCTI.

1.1.2 Omnwucanue npoheccnoHaTbHOW KOMITETESHITUH.

B Hamm gHM oAHMM U3 HauOoNee aKTyaJlbHbIX BOIPOCOB  3alllUThI
KOPIOPAaTUBHOM MH(OpMaIMK — obecriedyeHrne 0e30MacHOCTH OT BHYTPEHHUX yTEUYeK
N0 TEXHUYECKHMM KaHajaM cBs3u. OpHa U3 INaBHBIX Yrpo3 KOPHOPATUBHOMU
MH(POPMAIMOHHOM 0€30aCHOCTH — HENPABOMEPHBIMHU JEHCTBUSAMH COTPYIHUKOB
(T.H. UWHCalAepoB), MPUBOJALIIME K TMOTEPE KOHPUACHIMAIbHBIX JIAHHBIX,
COBEPILEHHBIE KaK ILIeJICHAIIPABIECHHO, TaK M U3-3a XaJaTHOCTH, HEBHUMATEIbHOCTU
WIM HE3HaHUs 3JIEMEHTapHBIX MpaBuil 0€30MacHOCTU Hpeanpuarusi. MIMeHHo «Ha ux
COBECTH» OOJILIIMHCTBO TPOMKHUX KPaK JaHHBIX, 3a()MKCUPOBAHHBIX 10 BCEMY MUPY B
nocneanue roapl. [lpuunHoON yTeuek Takke MOTyT ObITh AEWCTBUS TOCTOPOHHUX JIMII,
HaXOJSAIIUXCS Ha TEPPUTOPUN MPEANPUATUS U UMEIOIIMX JOCTYI K BBIYMCIUTEIBHO-
ceTeBoil MHEGpaCTpyKType (KJIMEHTHI, MOCTABIIMKA M T.I.). YTEUKH HHOOpMALUU
MOTYT MOPOAUTD LIEBIN PsiT MPOOIIEM:

1. YTeuka nepcoHanbHbIX JaHHBIX. MOXET MOBJIEYh 3a COOOM KaK CaHKIIUU CO
CTOPOHBI KOHTPOJIMPYIOIIUX OPraHOB, TaK U OTTOK KJIMEHTOB, CBSI3aHHBIN C yTpAaTOU
JIOBEPHS K KOMITaHUU.

2. YTeuka KOMMEpYECKOW TallHBI W HOy-xay. YTeuka uHpopMmanuu o0
WHBECTUIIMOHHBIX IUIaHAX, MApPKETHUHIOBBIX MpOrpaMMax, WHHOBAIUSAX, JTaHHBIX
KJIMEHTCKOM 0a3bl CIOCOOHA MPUBECTH K CPBIBY BaXHBIX U IPUOBUILHBIX MPOEKTOB.

3. VYreuka ciuyxebHoi nepenucku. CnyxeOHas mepenucka MOXET AaTh

KOHKYPCHTaAM MHOTI'O I/IH(l)OpMaI_[I/II/I O CUTyalluu B KOMITaHWH.
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4. YTeuku B mpeccy. MoryT moBieds 3a coOOH pasriaiieHne KOMMEpPUYECKOn
TallHbI OpraHU3alluu.

5. Yrteuka uHbpopMamuu o cucreme Oe3zomacHOCTH. OTKpPHIBaE€T HIMPOKHE
BO3MOYXHOCTH JIJISl ACSITEIIbHOCTH KPUMUHAIBHBIX CTPYKTYP.

6. YTeuka cBeJIeHUM, COCTABIISIIONINX FOCYJapCTBEHHYIO TallHy U T.J.

Heo0xoauMocTh 3aIUThl OT BHYTPEHHUX M BHEIIHUX yTPO3 HHPOPMAITMOHHOM
0e30MacHOCTH HE TOJBKO JOKa3aHa Ha MpaKTUKEe, HO M YHOMSHYTa B KIIIOYEBBIX
MEXIYHApOJHBIX CTaHAapTaxX MO OpraHU3allil U MEHEIKMEHTY WH(OPMAIMOHHOU
6e3onacHoctu (Hampumep, B ISO/IEC 27001).

TexHoI0THN KOPIOPATUBHOM 3aIIUTHl OT BHYTPEHHUX YIPO3 HHPOPMAIIMOHHOM
0e3omnacHocTH, oTHOocsAmuecs K kiaccy Data Leak Prevention (DLP) mo3Bossitor
BBISIBIIATH M MPENOTBpAIlaTh YTEYKH KOH(PUACHIMAIbHOW HMHPOpMALUU U
NEPCOHANBHBIX JAaHHBIX, 3aIMIIATh KOMIAHUH OT MOIIEHHUYECTBAa, BOPOBCTBA U
KOpPYIIINH, JETEKTHPOBATh HEMPABOMEPHBIC NEHCTBUS COTPYIHHUKOB W HEIEIEBOE
UCIIOJIb30BaHUE KOPIOPATUBHBIX pecypcoB. CHCTEMbl KOPIIOPATUBHOM O€30M1acHOCTH
MO3BOJIAIOT OJHO3HAYHO BBISBIISITH MHIUACHTHI M JAIOT BECh HEOOXOAMMBIN HAOOp
MHCTPYMEHTOB I TPOBEACHUS BHYTPEHHUX pACCICAOBAHUM U JaJbHEUIIEH
MPaBOBOM 3aIUTHI KOPIIOPATUBHBIX HHTEPECOB.

Cneuranuctel MO  KOPHOPAaTUBHOW  O€30MAaCHOCTH  JIOJDKHBI — 00JajaTh
TEOPETUUYECKUMHM 3HAaHUSMU 10 OOECIEUEHUI0 KOPHOPAaTUBHOW 3aIlMTHl  OT
BHYTPEHHHX YTPO3, IOHUMATh ACTICKThHI IPUMEHEHHS HOPMAaTHBHO-TTPABOBOM 0a3bl JIsI
KJ1accu(uKaImy 1 pacciae0BaHNs UHIIUICHTOB, B COBEPIIIEHCTBE BIaI€Th CHCTEMaMHU
Y TEXHOJIOTUSMH JIJIS1 TOCTHUKEHUS T€JIeH 3aIUThI.

Heotwemiiemoii yacTeio paboT 10 00ECIeUeHUI0 KOPIIOPATUBHOM 0€30MacHOCTH
OT BHYTPEHHUX YTE€U€K SBISIETCS IPOBEIECHUE BCEro KOMIUIEKCAa TEXHUYECKHX
MEPOTIPUSATHH 110 aHAJIN3Y ITOTOKOB JJAHHBIX, KaK [IUPKYIUPYIOIIUX BHYTPH ITEPUMETPA
3alMIaeMoil UHPOPMAIIMOHHOM CUCTEMBI, TaK W Mepecekatronmx ero. s storo
CHEIUAINCTBl JIOJDKHBI YMETh TMPOBOJIUTH BECh IMKI paldOT MO0 YCTaHOBKE,

Pa3BEPTHIBAHUIO, HACTPOMKE, MCMoib30BaHui0 DLP-cucteM, Bkiodass pa3paboTKy
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MOJIMTUK WH(POPMAITMOHHOW OE30MacHOCTH, KIacCH(UKAINI0 OOBEKTOB 3alllHTHI,
NPUMEHEHUE TEXHOJOTUH (UIBTPAMU PA3JIMYHBIX BHUJIOB Tpaduka, (QUIbTPAIUIO
MEePEXBAYCHHOTO Tpauka A TIOWCKAa HAWJACHHBIX WHIMICHTOB, BBIIAYY
paspenieHus/3anpeiieHus Ha J0CTaBKy ONpeIeICHHBIX TaHHBIX, aHAJIU3 COJIEPKUMOTO
NEepPeXBaueHHOr0 TpaduKa C LEJIbI0 BBIABICHUS HAPYHICHUH KOPIOPATHUBHOM
MOJINTUKHU O€30MMaCHOCTH, JUATHOCTUKY pabOTOCIIOCOOHOCTH, | T.II.

BaxxupiM  HampaBiieHueM —oOecredeHus: 0e30MacHOCTH  KOPIOPaTHUBHOM
uHbOpMallMl —  pealu3alis MPO3pPavyHOTO  JOCTyNa K  TEPPUTOPHAIBHO-
pacrpeiesieHHbIM HH(OPMAIIMOHHBIM PECYypcaM KOMITAHUH Yepe3 CETH CBSI3H OOIIET0
MoJIb30BaHusl, B TOM uucie WurepHer. g 3amuThl TepelaBacMbIX JTaHHBIX
UCIIOJIL3YETCSl TEXHOJIOTHHM BHpTyaibHOU dactHou cetm (Virtual Private Network,
VPN) u MekceTeBOoro SJKpaHupOBaHUs, BKIIOYAS:

e 3amurty uHGOpPMAIINH, IepeJaBaeMOi M0 KaHaIaM CBSI3H;

® 3alIUTy CETH B II€JIOM, €€ CErMEHTOB OT HECAaHKIIMOHUPOBAHHOTO
J0CTyTIa, KaK W3 BHEITHUX, TaK M U3 BHYTPCHHUX CETEH;

e KOHTpoJib Tpaduka Mexnay yzinamu VPN-ceru, BkiIto4as (puibTpamuio
TpadukKa;

® WCIOJB30BaHWE B KAaueCTBE TPAHCIIOPTHOW Cpejbl Mepenadyu JaHHBIX
KaHaJIbI CETEeH CBSI3HM OOIIETO MOJIb30BAHMUS;

® BO3MOXHOCTh MOAEPHHU3ALIUH, MOAYJBHOTO HapamuBanus VPN-cery;

® [CHTPAJIU30BaHHOE ynpasiieHue VPN-ceThlo.

JI1st mpemoTBpalieHusl 1 MUHUMH3AIIUHU TTOCIICICTBHI aTaKk Ha KOPIIOPATHBHYO
UHOPACTPYKTYPY B OOBEKTHI 3aIIUTHI, HEOOXOIUMO WX CBOEBPEMEHHOE BBHISIBIICHUE U
npaBUJIbHAS KJacCH(UKAILKS C MCIOJIb30BaHUEeM TexHoyiorui kiacca IDS (Intrusion
Detection System).

[ToMHUMO TmEpeYrciIeHHOro, CHEMUAIUCT MO KOPIMOPAaTUBHOM Oe30MacHOCTU
JOJDKEH YMETh IMOJATOTOBUTH OTYETHI O HAWJACHHBIX MHITUACHTAX (C OICGHKOW YPOBHSI
yIpO3bl 1 HOPMATUBHOU OIEHKOW) MEHE/HDKMEHTY OpPTaHU3aIlii, KOTOPYIO 3aIlUIIAET,

a TaKXe MPABWIBHO OLIEHUTh YIPO3bl U PUCKU MH(DOPMAITMOHHOW OE30ITaCHOCTH.
.
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1.2. BA’JKHOCTb U 3BHAYEHHUE HACTOSALWEI'O JOKYMEHTA

JIOKyMEHT COIEpKUT MH(MOPMAIUIO O CTaHJapTaX, KOTOPbIE MPEIbABISIOTCS
y4aCTHUKAM [IJIi BO3MOKHOCTU Y4YacTHUsl B COPEBHOBAaHMSX, a TaKXXE MPUHIMUIIBI,
METO/bl U TMPOUEAYPHI, KOTOPBIE PEryIupyroT copeBHoBaHus. I[Ipu stom WSR
npu3Haét aBropckoe npaBo WorldSkills International (WSI). WSR Ttakske npu3Haér
IpaBa MHTEIUIEKTyaTbHOW coOcTBeHHOCTH WSI| B OTHOIIEHWH TTPUHITUIIOB, METOIOB H
MPOLEAYP OLIEHKH.

Kax b1 3kcriepT 1 y4aCTHUK JIOJKEH 3HATh M IOHUMATh JaHHOE TexHuueckoe

OITMCaHHuC.

1.3. ACCOHMUPOBAHHBIE JOKYMEHTbI

[Tockonbky aaHHoe TexHHYECKOe ONMMCAaHUE COACPKUT JHIIb MH(POPMALHIO,
OTHOCSIIYIOCS K COOTBETCTBYIOIIEH HpPO(EecCHOHATBHON KOMIIETEHIMH, €ro

H€O6XOIII/IMO HCITIO0JIb30BaTh COBMCCTHO CO CIICAYIOIIIMMHU NOKYMCHTAMMU:

° WSR, pernaMeHT npoBeeHUST YEMITMOHATA;

o WSR, onnaitH-pecypchl, yKa3aHHbIE B JaHHOM JOKYMEHTE.

o WSR, nonuTika 1 HOpMaTUBHBIE TIOJIOKEHUS

o WHcTpyKunMg 1O OXpaHe TpyJa U TEeXHUKE O€30MacHOCTH IO
KOMIIETEHITHH

Copyright © Coro3 «Bopmackumic Poccusi» (Ha3BaHUE KOMIICTCHIIH) 6
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2. CHEHUDPUKALIUA CTAHIAPTA WORLDSKILLS (WSSS)

2.1. OBLIUE CBEJAEHUSA O CIIEHU®UKAIIUU CTAHOAPTOB
WORLDSKILLS (WSSS)

WSSS omnpenensier 3HaHue, MOHUMAHUE U KOHKPETHBIE KOMITETEHITHH, KOTOPBIE
JeKaT B OCHOBE JIYUIIMX  MEXKIYHAPOJIHBIX TPAKTHK TEXHHYECKOTO H
po(heCCHOHANTLHOTO ypPOBHS BBIMOJHEHUsS pPaboThl. OHa JODKHA OTpakaTh
KOJUICKTUBHOE OOIllee TMOHWMAaHHWE TOTO, YTO COOTBETCTBYIOIAs padouas
CHEIUATBHOCTD WU MPOQECCHsI MPEACTABISAET ISl IPOMBIIUICHHOCTH U OM3HECA.

[lenpf0 COpeBHOBAHMS IO KOMIICTCHIIMH SIBIISICTCS JIEMOHCTPAIUS JTyUIITHX
MEXIYHAPOJHBIX MPAKTHK, Kak omrcaHo B WSSS u B ToO# cTeneHu, B KOTOPOH OHH
MOTYT OBITh peasin3oBaHbl. Takum oOpazom, WSSS sBisieTcss pyKOBOACTBOM IIO
HEO0OXO0IMMOMY OOYYCHHIO U TIOJITOTOBKE JIJIST COPEBHOBAHMH MO0 KOMITCTCHITHH.

B copeBHOBaHWSAX 110 KOMIICTCHIIMM TPOBEpKa 3HAHUH W TOHHMAHHUS
OCYIIECTBIISIETCS. TIOCPEJACTBOM OIICHKH BBITIOJIHEHUS TPAKTHYECKOH PaOOTEHI.
OTaenbHBIX TEOPETUYCCKUX TECTOB HA 3HAHWE U TIOHWMMaHUE HE MPETyCMOTPEHO.

WSSS paznenena Ha 4eTKue pas3zesibl C HOMEpAMU U 3aroJIOBKaMHu.

Kaxxmomy pasmeny HazHaueH MPOIEHT OTHOCHTEIIBHONW Ba)KHOCTH B pPaMKax
WSSS. Cymma BceX MPOIIEHTOB OTHOCUTEIIBHON BaKHOCTH cocTaBisieT 100.

B cxeme BrICTaBIICHUS OIIEHOK M KOHKYPCHOM 3aJ[aHUH OIICHUBAIOTCSI TOJILKO T
KOMITETCHIIUHA, KoTopble wu3nokeHbl B WSSS. OHm nmomkebl oTpaxkaTh WSSS
HACTOJIBPKO BCECTOPOHHE, HACKOJBKO JOIMYCKAIOT OTPAaHUYCHHUS COPEBHOBAHUS TIO
KOMIICTCHIIHH.

Cxema BBICTABIICHUS OIIGHOK W KOHKYpCHOE 3aJaHue OyIyT OTpakaTh
pacmpenenenrue oneHok B pamkax WSSS B MakcMMaibHO BO3MOYKHOM CTEIEHHU.
Jlomyckatorcs konebanus B npenenax 5% npu yCI0BUH, UTO OHU HE UCKA3SIT BECOBBIC

ko3 punreHTHI, 3a1aHHbIe yeaopussMu WSSS.

Pa3zpen BaskHoCThH

(%0)
1 \ Opranuszanus padoThbl U YIpaBJeHHe \ 5%
- _________________________________________________________________________________________________|

Copyright © Coro3 «Bopmackumic Poccusi» (Ha3BaHUE KOMIICTCHIINN) 7



N
worldskills
Russia

Cl'IeI_[I/IaJ'II/ICT JOJIDKCH 3HAaTh U ITIOHHUMATh:

[lonumanne  OpuHIMIOB  pabOTBl  CcHenHanucTa IO
UH(POPMALIMOHHON 0€30MaCHOCTH U UX PUMEHEHHE;

3HaHMe NPUHIIUIIOB U MOJIOKEHUN 6e30macHoi paboThl B 0011eM
¥ 110 OTHOIICHUIO K KOPIOPATUBHOM Cpee;

Pernamentupytoniyie AOKYMEHThl B o0yiacTé 0€30macHOCTH
UH(POPMALIMOHHBIX CHCTEM;

PernamenTtupytomiye JOKyMEHTbI B 00JacTH OXpaHbl Tpynaa U
0€30MacCHOCTH KU3HECATEIIbHOCTH;

BaxHOCTh Opranu3anuu TpyJa B COOTBETCTBUU C METOHKAMH;
MeTo1pl ¥ TEXHOJIOTHH UCCIIEIOBAHMUS;

BaxHocTh ympaBiieHHS COOCTBEHHBIM MPOQECcCCHOHAIBHBIM
pa3BUTHEM;

Cxopoctb u3menenust UT-chepsl u obmactu mHGOPMAIMOHHOM
0€30IaCHOCTH, a TaKXKe BaXKHOCTh COOTBETCTBHUSI COBPEMEHHOMY
YPOBHIO.

BaxHOoCTh yMEHHs chymath CcoOeCeHMKAa Kak  YacTH
3¢ (heKTHBHON KOMMYHUKAIIHH,

Ponu u TpeGoBanus koyier u Haubosee YPPEKTUBHBIE METOIbI
KOMMYyHHKAITIH;

BaxxnocTh mocTpoeHust U MoAepKaHusl MPOYKTUBHBIX pabOUHX
OTHONICHUH C KOJIJIETaMU U YIPABIISIIOIINMU;

CriocoObl  pa3pelieHusi HEMOHMMAaHHS ¥ KOHQIMKTYIOIIUX
TpeOOBaHMIA;

Metoapl ynpaBlIeHHs CTPECCOM W THEBOM ISl pa3pelicHHs
CJIOKHBIX CUTYalUH.

Crenuanmuct 10JKeH YMETh:

[TonnepxuBaTh O€30MacHy10, aKKYPaTHYIO U 3P PEeKTUBHYIO
pabouyto 30HY;

Hcnonb30Bathk Bce 000pyi0BaHKUE U IPOrpaMMHOE oOecrieueHne
0€30I1aCHO ¥ B COOTBETCTBUU C HHCTPYKIMSAMU IPOU3BOIUTEIIS;
CrnenoBathb mpeanucaHusIM B 0071aCTH OXpaHbl Tpya U O€30MaCHOCTH
KHU3HEIEATEILHOCTH;

PerynspHo muianupoBath cBOIO pabOTy U KOPPEKTUPOBATH IUIAHBI B
COOTBETCTBUH C U3MEHSIOIIUMUCS IPHOPUTETAMU;

[TonnepxuBaTh pabodee MECTO B JOJKHOM COCTOSIHUHM U MOPSIZIKE.
JleMOHCTpHPOBATh Pa3BUTHIE CIOCOOHOCTH CITYIIATh U 33/1aBaTh
BOIPOCHI U1 00JIee TITyOOKOTO TOHUMAHUS CJIOKHBIX CUTYaIlUi;
BricTpanBath 3 peKTHBHOE MHUCEMEHHOE U YCTHOE OOILEHUE;
[ToHnMaTh N3MEHSIONIHECs] TPEOOBAHHS U aTAITHPOBATHCS K HAM;

YcranoBka, KOHGUryprMpoBaHHe U YCTPAHEHHE
HEHUCIIPABHOCTEN B CHCTEMe CUCTEM KOPINOPATUBHOM 3a1UThI

OT BHYTPEHHHUX YI'PO3
CHCHI/IEU'II/ICT JOJI2KCH 3HATh U IIOHUMATh:

CeTteBoe OKpYKEHHE;

CereBble MPOTOKOJIHI;

3HaTh METO/IbI BBISIBIICHUS ¥ TIOCTPOEHUS MyTEH NBIKEHUS
uH(pOpMalluy B OpraHU3allNH;
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[Tonxo/bl K MOCTPOEHUIO CETH U KaK CETEBbIE YCTPOHCTBA MOT'YT
OBITh HACTPOCHBI [ 2P (HEKTUBHOTO B3aUMOJICUCTBUS;

THIIBI CETEBBIX YCTPOMCTB;

Pa3znooOpa3zue onepanoHHbIX CUCTEM, UX BO3MOXKHOCTH C TOUKHU
3pEHUS UCTIOJIb30BaHMS TOJIb30BATEISIMU U J1JIs1 pa3BEPTHIBAHUS
KOMITOHEHT CUCTEM 3alllUThl OT BHYTPEHHUX YIPO3;

[Ipotecc BBIOOpa MOAXOIAIINX APAHBEPOB U MIPOTPAMMHOTO
obecrieueHus ISl Pa3HbIX TUIIOB aINIMapPaTHBIX CPEACTB U
OTIEpPAI[MOHHBIX CUCTEM;

BaxxHocTb ceoBaHusi MHCTPYKITUSAM U TTOCJIE/ICTBUSI, LICHY
MIPEHEOPEIKEHUS UMH;

Mepsl pe10CTOPOKHOCTH, PEKOMEHAYEMbIE K IPUHATUIO TIEPe/T
yctanoBko# [10 uiam oOHOBJIEHUEM CHUCTEMBI;

DTanbl YCTAHOBKH CUCTEMBI KOPIIOPATUBHON 3aIIUTHI OT BHYTPEHHUX
yYrpos;

3HaTh OTJIMYMS PA3TUYHBIX BEPCUIl CHCTEM KOPIIOPATUBHOM 3aIIUThHI
OT BHYTPEHHUX yIPO3;

3natb kakue CYB/] noaaepxuBarTCsa CUCTEMOM;

3HaTh Ha3HAYEHHE PA3TUYHBIX KOMIIOHEHT BEPCHI CUCTEM
KOPIOPATUBHOMU 3aIUTHI OT BHYTPEHHUX YIPO3;

3HaTh TEXHOJOTHH MPOTPAMMHOM U allapaTHON BUPTYyaJIU3allHH;
3HaTh 0COOEHHOCTH Pa0OTHl OCHOBHBIX TUTIEPBU30POB (MOHUTOPOB
BUPTYaJIbHBIX MAIINH), Takux Kak VirtualBox, VMWare
Workstation;

Lenb moxyMeHTHPOBaHUS IPOLIECCOB OOHOBIICHUS U YCTAHOBKH.
BaxxHoCTb CIIOKOITHOTO 1 C(OKYCHUPOBAHHOT'O MO/IX0/1a K PEILIEHUIO
poOJIeMbl;

3naunmocthb cucteM UT-6e30macHOCTH U 3aBUCUMOCTD
MOJI30BATENE U OpraHU3aluil OT UX JOCTYITHOCTH;

[TonynsipHbIe anmapaTHbIie U TPOTPaMMHBIE OITHOKH;

3HaTh pa3fielibl CHCTEMbI KOPIOPATUBHOW O€30MMaCHOCTH, KOTOpHIE
OOBIYHO HCTIONB3YeT CUCTEMHBIN aJIMUHUCTPATOD;
AHATUTAYECKUI U TMarHOCTUYECKHUH TIOJIXO0/IbI K PEIICHUIO
npo0Jem;

['panuIel COOCTBEHHBIX 3HAHUM, HABBIKOB U TIOJTHOMOYU;
Cutyanuu, TpeOyrolre BMeIaTeabCTBA CIYKObI TOIIEPIKKH;
CrangapTHOe BpeMs peleHus: Harbosiee NoMmyJIIpHbIX IpooJieM.

CHCI_[I/IaJ'II/ICT HAOJIKCH YMCThb:

HHTeprpeTHpOBaTh MOTH30BATEILCKHUE 3aPOCH M TPEOOBAHUS C
TOYKH 3PCHUS KOPIIOPATHBHBIX TPEOOBAHUH;

[IpumeHsTH Bce TUIIBI KOH(HUTYpaIuii, MPOrpaMMHBIE U allllapaTHBIE
OOHOBJICHHSI HA BCE THITHI CETEBBIX YCTPONCTB, KOTOPHIE MOT'YT OBITh
B CETEBOM OKPYKEHUHU;

HactpauBath ceTeBble yCTpPOICTBA;

AJMUHUCTPUPOBAHUE aBTOMATH3UPOBAHHBIX TEXHUIECCKHE CPEJICTBA
yIpaBIeHUS ¥ KOHTPOJISE HHPOPMAITUU 1 HH()OPMAIIMOHHBIX
ITOTOKOB;

HaBbIky CUCTEMHOTO aIMHHUCTPUPOBAHUS B OTIEPAIIHOHHBIX
cuctemax Windows Server u Linux Red Hat Enterprise LinuX;
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VYcTaHOBKa CEpBEPHOM YaCTH CUCTEMBI KOPIIOPATUBHOM 3aILUThI OT
BHYTPEHHUX YIPO3;

VYcranoska CYB/] paznuunoro Buja;

VYcTaHOBKa areHTCKOM YaCTH CUCTEMBI KOPIIOPATUBHOMN 3aIUTHI OT
BHYTPEHHUX YIpO3;

3aIyck rocTeBbIX BUPTYaIbHBIX MALMH U IPaKTUYEcKas padboTa ¢
HUMHU C HCIIOJIb30BAHUEM COBPEMEHHBIX TMIIEPBU30POB;

Hactpoiika oTAenbHBIX KOMIIOHEHT CUCTEMBI KOPIIOPATUBHOU
3aIUTBI OT BHYTPEHHUX YTPO3 U CUCTEMBI B LIEJIOM;

Hcnonp30BaTh JONOIHUTENBHBIE YTUIIMTHI €CJIM 3TO HEOOXOMMO;
YMeTh npoBepsITh pabOTOCIIOCOOHOCTH CUCTEMBI U BBISIBIIATH
HEHCIIPaBHOCTH, YCTPAHAThH MPOOIEMbI U IPOBOJUTH KOHTPOJIbHbIE
IIPOBEPKU;

[Togxoauts k mpoGieMe ¢ He0OXOAUMBIM YPOBHEM YBEPEHHOCTH /IS
YCIIOKOCHUSI TI0JIH30BATEIS B ClTydae HEOOXOMMOCTH;

YMeTb CKOHPUTypHpOBaTh CUCTEMY, UTOOBI OHA IIOJIyYasia TEHEBbIE
KOIIUY;

PerynsipHo IpoBepsITh pe3ysIbTaThl COOCTBEHHON pabOTHI BO
n30exaHue MpobeM Ha MOCIEAYIOUINX dTanax;

JleMOHCTpHpOBATh YBEPEHHOCTh U YIIOPCTBO B PEIICHUH MPOOIIEM;
beIcTpo y3HABaTh M NOHUMATh CyTh HEUCIPABHOCTEH U pa3peniaTh
UX B XO/I€ CAMOCTOSITENIbHON yIpaBisieMol paboThl, TOUHO
OTIHCHIBATH NPOOIEMY U JOKYMEHTUPOBATH €€ pelICHHE;
TiarenbHO pacciaenoBaTh U AHATU3UPOBATH CIOXKHBIE,
KOMILJIEKCHBIE CUTYallUU U IPOOJIEMBI, IPUMEHATh METOIUKHU TTOUCKA
HEHCIIPAaBHOCTEN;

Bribupate u npuanMaTh tuarnoctupyroiee 10 u HHCTpyMEHTHI
JUISl TIOMCKA HEUCIIPaBHOCTEM;

Oo0caenoBanue 00beKkTa HHGOPMATH3ALUMT
CHGHI/IaJ'H/ICT JOJIDKCH 3HAaTh U IIOHUMATh:

THUnoBbIE OPraHN3allMOHHO-IITATHBIE CTPYKTYPBl OpraHU3aLM
pa3Iu4HbIX cep eATeNbHOCTH U pa3Mepa;

TunoBoii Habop 0OBEKTOB 3AIUUTHI, TPUOPUTETHI JOCTYIA K
MH(pOpMaliU, TUTIOBbIE POJIU TOJIb30BaTEIIEH;

Kanansl nepenaun JaHHBIX: ONPENEICHUE U BUJBL;

[Toaxoab! 1 MeTOABI 0OCIeI0BaHNS 00BEKTa HHPOPMATU3ALIUY JUIS
MOCTEAYIOIIEN 3alUThI;

CerteBble yCTpOICTBA, KOTOPBIE MOT'YT OBITh UCIIOIB30BAHBI KaK
UCTOYHUKHU COOBITHH JUI aHATN3a,;

dopmupoBaHKE MPOLIECCOB U TTponeayp ayaura Ub.
O6cnenoBanrne KOPIOPATUBHBIX HH(POPMAITMOHHBIX CUCTEM.
CocrosiHME KOPITOpAaTUBHON MH(OPMAIIH.

HNHCTpyMEHTBI M TEXHOJIOTUU 00eCIeueHUsl KOPIIOPATUBHOM 3aIIUThI
OT BHYTPEHHUX YTPO3.

Kputepun 3¢ (hekTHBHOCTH MPOEKTa 10 00ECTIEUEHUIO
KOPIOPaTUBHOM 3alIUTHI OT BHYTPEHHUX YTPO3.

[IpensTcTBus peann3ai MPOEKTOB MO 00ECIIEUYCHHIO
KOPIOPAaTUBHOM 3allIUTHI OT BHYTPEHHUX yIPO3.
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Crenuanuct 10JDKeH YMETh:

[IpoBoauTH O0OCIIEIOBaHHE KOPIIOPATUBHBIX HH(DPOPMAIIMOHHBIX
CUCTEM.

CaMoCTOSTEIBPHO H3YyYHTh CTPYKTYPY OpraHH3aIiy Ha OCHOBAaHHUH
MOJTyYEHHBIX MAaTEPUAJIOB;

Onpenenuth 0OBEKTHI 3aIIUTHI, POJIU ITOJIB30BaTEINCH, TpaBa
JIOCTYTIa;

BBISIBUTE TOTOKY TEepelavn JAHHBIX H BO3MOYKHBIC KAaHAJIbI YTEUKH
nHpopmanuu;

Co3znath 0OOBEKTHI 3aIUTHI ¥ TOMUTUKY VB, MCTIONB3ys TEXHOIOTUH
aHaJM3a B CUCTEME KOPIIOPATHBHOM 3alUThI;

Ha ocHOBaHWU COOCTBEHHOT'O aHAIHM3a, YMETh CBSI3aTh TPEOOBAHHUS
HOPMATUBHOM 0a3bl, CTPYKTYPY OpPTaHHU3AINH, BEISIBJICHHBIC YTPO3HI,
00BEKTBI, POJIH OE30MaCHOCTH JUIS TOCTPOCHHUSI aKTYaIbHBIX MOJTUTHK
0€30I1aCHOCTH;

3aI0KyMEHTUPOBATh U YMETb MPEACTABUThH PE3YIbTAThI
obcnenoBanus (ayuTa), BKIIIOYAsi IOTOKU JAHHBIX, TOTCHIIUATbHBIC
KaHAJIbl YTEUYCK, POJIH MOJIb30BATEIICH, 0OBEKTHI 3AIUTHI U T.II.

4 | Pa3paboTKa MOJUTHK 0€30MACHOCTH B CHCTEMe

KOpHOpaTI/IBHOﬁ 3allIUThbI I/IH(l)OpMaIII/II/I OT BHYTPCHHHX YI'PO3
CHeI_[I/IaJ'II/ICT JOJDKCH 3HAaTh U IOHUMATb:

TexHonoruu paboThI ¢ TOMUTUKAMU HH()OPMAITMOHHON
0€30I1aCHOCTH;

Co3naHue HOBBIX MOJIUTUK, MOAU(UKALIUS CYIIECTBYIOLIHX;

OO6mme mpuHIUIBI TpU paboTe HHTEPHEHCOM CHCTEMBI 3aIUTHI
KOPIOpaTUBHON UH(pOpMAINH;

OOBeKTHI 3alIUThI, IEPCOHBI,

KiroueBble TeXHOIOTHH aHann3a Tpaduka;

Tunossle NPOTOKOJIBI M MOTOKM JAHHBIX B KOPIIOPATUBHOMU cpeie,
TaKUMH Kak:

KoprnopatuBHas noura (nmpotokoiasl SMTP, ESMTP, POP3, IMAP4)
BeO-I10YTa;

WHTepHeT-pecypcehl: caiThl, 6J10TH, GOPYMBI U T.JI. (ITPOTOKOJIBI
HTTP, HTTPS);

COLIMAJIbHBIE CEeTH;

unrepuet-meccermkepbl: OSCAR (ICQ), Telegram, Jabber, XMPP,
Mail.ru Arent, Google Talk, Skype, QIP;

HPUHTEPHL: NIedaTh (aioB Ha JJOKAJBHBIX U CETEBBIX MPUHTEPAx;
JF00bIe ChEeMHBIE HOCUTENN M YCTPONCTBA,

Oco3HaHue BaKHOCTH MTOJTHOTHI TOCTPOSHHSI MTOJIUTHK 0€301TacHOCTH
JUTS BBISIBIICHHS BCEX BO3MOKHBIX MHLUICHTOB U BBIABICHUS (DaKTOB
yTeueK;

Tumns! yrpo3 nHpopMaMOHHOH 0€301MacCHOCTH, TUIIBI MHIIU/ICHTOB,
TexHomnoruii aHanu3a Tpaduka npu padoTe NOIUTUKAMU
MH(OPMaLIMOHHON 06€30MaCHOCTH B CUCTEME KOPIOPATUBHOM
3alUThl UH()OpMAIIH;

OcHOBHBIE pa3zeiibl 1 0COOEHHOCTH padOThI HHTEpdEerica
yIIpaBJIEHUS] CUCTEMbI KOPIOPATUBHOM 3alIUTHI HH(OPMAIIUH;

20%
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*  AnroputM AeicTBul pH pa3paboTKe U UCIOIb30BAHUN TOJIUTUK
0€30I1aCHOCTH, OCHOBBIBASICh HA PA3JIMYHBIX TEXHOJIOTUAX aHAJIN3A
JTAHHBIX;

* TuUNOBBIE CUTHATYPBI, UCIIOIb3yEMbIE AJIS IeTEKTUPOBaHUs (ailiios,
UPKYJIUPYIOMIUX B CHCTEMAaX XpaHEHUs U NIepeayll KOPIIOPaTUBHON
nHpopmanuu;

*  Ponp pmibTpoB npu aHanM3e nepexBaueHHOro TpagukKa;
TexHuueckue orpaHMYCHUs MeXaHu3Ma (pUIbTPALIH, €0
PEeUMYIIECTBA U HEAOCTATKH;

* Paznensl cucteMbl KOpoOpaTUBHON 0€30I1aCHOCTH, KOTOpBIE
UCIIOJIB3YIOTCS 0(UIIepOM O€3011aCHOCTH B TOBCETHEBHOM paboTe;

*  Ocob6ennoctu 06padotkn HTTP-3ampocoB u mucem, OTIpaBisieMbIX
C IIOMOUIbIO BEO-CEPBUCOB;

* TexHonoruu aHaJiM3a KOPIOPATUBHOTO TpaduKa, UCIIOIb3yEeMbIE B
CHCTEME KOPIOPATUBHOM 3amuTe HHpopMaIum;

Crienuanuct J0KeH YMETh:

* Co3znarp B CHCTEME MaKCHUMAJIBHO TTOJIHBIA HA0Op TOJIUTUK
0€30I1aCHOCTH, IEPEKPHIBAIOIINN BCE BO3ZMOKHBIE KaHAJIbI ITepeJaun
JTAHHBIX ¥ BO3MOKHBIC UHIIM/ICHTHI,

* Pabora ¢ pa3zienom TeXHOJIOTUU CUCTEMbl KOPIOPATUBHOM 3aLUTHI:
KaTeropuu U TEPMUHBI, TEKCTOBbIE OOBEKTHI;

* Pabota ¢ coObITHSIMH, 3aITPOCH], 0OBEKTHI IEPEXBATa,
UCHTU(PUKALMS KOHTAKTOB B COOBITHH;

* Pabora co cBoiKaMu, BUIKETaMH, CBOJIKAMU;

* Pabota ¢ nepconamu;

* Pabora ¢ 00bEeKTaMu 3aIIUTHI;

* IIpoBecTu umMHTALIMIO TIpoOLIECcCa YTEUKN KOH(PHICHIIMATbHON
nH(pOpMallUU B CUCTEME;

* Co3znaTh HEMPOTUBOPEUMBHIE MTOJUTHKH, COOTBETCTBYIOIINE
HOPMAaTHUBHOM 0a3e U 3aKOHOJATEIbCTBY;

* 3aJ0KyMEHTHPOBAThH CO3JJaHHbIE MMOJUTHKHU UCIIOIb3Ys B
COOTBETCTBUH C TPEOOBAHUSIMH COBPEMEHHBIX CTaHAAPTOB B 00JIACTH
3alUThl HH(OPMALIUH.

* Pabora ¢ kaTteropusiMu 1 TepMUHAMU;

* Hcnonp3oBaHue perynspHBIX BEIpAKEHUH;

* Hcnonp3oBanne MOP(OIOTUIECKOTO TIOMCKA;

» Pabora c rpaguueckumMu oobeKTaMH;

* Pabora ¢ BeIrpy3kaMu 1 0a3 1aHHBIX;

* Pabora ¢ neyaTsIMu ¥ OJIaHKaAMH;

* Pabora c ¢aitnoBsIMu TUTIAMY;

*  DOddexTuBHO UCIOTB30BATH MEXAHU3MBI CO3/IaHUS (PUIBTPOB ISt
aHaJIN3a MepexBaYeHHOr0 TpadKa M BBISIBICHHBIX WHIIUCHTOB;

TexHoJIOrUM aHAIM3A U 3aIIUTHI CETEBOr0 Tpaguka

Crennanuct JOJKeH 3HaTh U TOHUMATh:
e OpraHu3alMOHHO-TEXHUYECKHUE U IIPABOBBIE OCHOBBI UCIIOJIb30BaHUs
3JIEKTPOHHOT'0 IOKYMEHTO000pOTa B MH(POPMALIMOHHBIX CUCTEMAX;
*  CTpyKTypy BUPTYyaJIbHOM 3ammuieHHon ceti. Haznauenue
BUPTYaIbHOH 3anuineHHon cetu. OcobeHHOCTH mocTpoeHus: VPN-
ceteil. OcHOBHBIE THIBI Kilaccupukauuii VPN-cereit
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TexHonornu MOCTPOCHUsI BUPTYaIbHBIX 3AIIUIEHHBIX CETEel Ha
OCHOBE IIPOrpPaMMHBIX U MPOTPaAaMMHO-ANNapaTHBIX PEIICHUH;
Kirouessie kommonenTsl VPN-certel;

Oco6ennoctu VPN-ceTn 1 MeXaHU3MBI UX YIIPABJICHUS,
CoBpeMeHHbIE KpUNTOrpapUIECKUe aarOpUTMBI.
Kpunronpogaiinepsl, kpunrorpadguueckue nHTepheiics u
OUOJINOTEKH,

ApXUTEKTYpa, OCHOBHbIE KOoMIIOHEeHTHI PKI nx ¢pyHnkuuu u
B3aUMOJICUCTBUE,

JKu3HEeHHBII UK KITIOYeH U CepTH(HUKATOB,

OnexTpoHHbIH ceprudukat kirouen D1I1. dopmuposanue,
MOJIMMCAaHUE U UCIIOJIb30BaHUE CEPTU(DUKATOB;

3ammTa BUI€0 U KOH(PEPEHIINN TPUIIOKEHUH,

Hasnauenue u ocHoBHbIE cuieHapuu npumeHeHus |DS-rexHonoruii;
Apxurektypy u ocooeHHocTy BHeApeHus |DS-rexnonorui;
PacnpoctpanéHHbIe BEKTOpa aTak M YI3BUMOCTH COBPEMEHHBIX
KOPITOPATHBHBIX HHPOPMAITHOHHBIX CUCTEM.

CHeL[I/IaJ'II/ICT AOJIKCH YMCTh:

OcymiecTBisITh pa3BEpThIBaHUE U aaMuUHUCTpUpoBanue VPN-ceTbio
(nobamienue, ynaieHue, 3MEHEHHE 00ObEKTOB CETH, HACTPOHKa
napameTpoB pabOThI, KOHTPOJIb PAOOTOCTIOCOOHOCTH U JP. ).
Oo6noBnenue 10, ycTaHOBIEHHOIO Ha y3J1aX 3alllMIIEHHON CETH.
PaGorate u ynocroBepsroniel U KiIro4eBoi nH(opMaluen.
DOopMHUPOBAHUE U YIIPABJICHUE KIOUYEBON CTPYKTYPOU CETH.
W3nanue u ynpasieHue cepTudukaTaMu 1mojib30BaTeneil.
Hacrpausats 3amuty cermentoB [P-cerelt, koopannanus paboTs
Y3JI0B 3aIIMIIEHHON ceTH. 3auThl Tpaduka, mepeaaBaeMoro no
OTKPBITHIM KaHaJIaM CBSI3H;

OcymiecTBIATh 3aUIUTY OKOHEUHBIX pabounx Mect; KoHTpob
MOJIb30BaTEIbCKUX MPUIIOKEHUH;

PeanuzoBbiBaTh MeXCETEBOE B3aMMOJIEHCTBHIE U TYHHEIUPOBAHUE;
Komnpomeranus pabouux mecr;

ObecneueHne MeXCeTEBOro YKPAHUPOBAHUS U KPUIITOrpaduyecKoi
3alUThl HHOPMALINH;

ITO st snekTpoHHOTO AOKYMEHTo0O0poTa B VPN-cucremax
3amura cucreM, 00eceurnBaloUIMX MOAJIEPKKY MPOIIECCOB
MH(OPMaLIMOHHOTO B3aUMOEHCTBHS

YcranaBiauBaTh U KOH(UTYpUpoBaTh coBpeMeHHbIe |DS-cucrembl
KOPIIOPaTUBHOI'O KJlacca B CETU MPEANPUSITHS,

BbINonHATE HACTPOHKY U POBEPKY pabOTOCHOCOOHOCTH;
[IpoBoUTH IeTeKTHPOBaHUE aTaK (IOTEHIUAIBHBIX YTOPO3) B
PYYHOM, aBTOMAaTU3UPOBAaHHOM M aBTOMATHYECKOM PEKUME;
[IpoBoUTH MpaBUIIbHYIO KJIACCU(DUKALINIO YPOBHS YTPO3bI
UHIIMJICHTA;

Hcnonp3oBath 6a3bl KOHTEHTHON (QUIbTPALIUY;

Hcnonp3oBaTh JONOIHUTENIBHBIE MOTYJIH aHAIN3A
UH(POPMALIMOHHBIX TOTOKOB, €CIH 3TO MPOAUKTOBAHO
0COOEHHOCTSIMHU YCIIOBUM BeIeHMs OU3HECa;
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6 ‘ TeXHO0JIOrUM areHTCKOro MOHMTOPHMHI A
CHGHI/IEUII/ICT JOJIXKCH 3HAaTh U ITIOHHUMATh:

@yYHKIUHA areHTCKOI0 MOHUTOPUHTIA;

OO011re HaCTPOWKH CUCTEMBI ar€HTCKOTO MOHUTOPHUHTA;
Coenunenne ¢ LDAP-cepBepoMm u cuaxpoHu3anus ¢ Active
Directory;

[ToMUTHKYM areHTCKOr0 MOHUTOPUHTA, OCOOCHHOCTH UX HACTPOHKH;
Oco0eHHOCTH HACTPOEK COOBITHI areHTCKOT0 MOHUTOPHHTA;
MexaHu3Mbl JUarHOCTUKH areHTa, MOAXO0Abl K 3aIUTe areHTa.

Crenuanuct 10JDKeH YMETh:

VYcraHoBKa M HACTPOHKa areHTCKOI0 MOHUTOPHUHTA;
Coznlanue MOJIUTHK 3aIIUTHI HA areHTax;

Pabota B KOHCONM YIIpaBJICHUS ar€HTOM;

OwibTparys CoObITHH;

Hactpoiika COBMECTHBIX COOBITHIT areHTCKOTO M CETEBOTO
MOHHUTOPHHTA;

Pabora ¢ HOocuTeNnsIMM U yCTpOHCTBAMU;

Pabota c daiinamu;

KonTposib npuiioxeHuii;

Ucknrouenue u3 coObITUI MepexBarta.

AHaJn3 BbISIBJIEHHBLIX MHIMAEHTOB. [loaroroska 0T4Y€TOB,

KJIaccu(pukanusi yrpo3 U HHIIUAEHTOB
CHeI_[I/IaJ'II/ICT JOJI’KCH 3HATh U ITIOHUMATh.

OcHOBHbIE IIPABOBbIE MTOHATUS U HOPMATUBHO-TIPABOBbIE
JIOKYMEHTBI, PETJIaMEHTUPYIOIINE OPTaHU3aLMI0 KOPIIOPAaTUBHOM
3allUThl OT BHYTPEHHUX YTPO3 B XO3SMCTBYIOIINX CyOBEKTaX;
WncTpymenTapuii, TEXHOIOTUH, UX 001aCTh IPUMEHEHUS U
OTpaHUYeHUs NpH POPMUPOBAHUH KOPIIOPATUBHOM 3aIUTHI OT
BHYTPEHHUX YTPO3;

TunoBoii nakeT HOpPMaTUBHBIX JOKYMEHTOB, HEOOXOAUMOTO ISt
Pa3BEPTHIBAHUS U HKCILTyaTal[MM CUCTEMbI KOPIIOPATUBHON 3aILIUTHI
B OpraHM3aluy;

Buibl TUIIOBBIX OTYETHBIX (POPM O BBISIBIEHHBIX YTpoO3ax U
MHIUCHTAX;

Tumns! yrpo3 nHpopMaMOHHOH 0€301MaCHOCTH, TOHUMATh UX
AKTYaJIbHOCTb U CTENIEHb YIPO3bI JUIsl KOHKPETHOM OPraHU3alny;
[Tornmats MoaXoab! K NPOBEACHUIO PACCIIEJOBAHNSI MHIIUEHTA
nH(pOpMaIMOHHOM 0€30MaCHOCTH, METOIUKHU OIICHKH YPOBHS YTIPO3;
Cuctemsl DLP u TpeGoBanus 1o MHPOPMALMOHHON OE30MaCHOCTH.
KareropupoBanue nnpopmanuu B PO.

IOpunnueckue Borpocs! ucnonbzoBanust DLP-cuctem: nuunas u
ceMeliHas TalHbl, TaliHa cBI3M; CrieluajJbHble TEXHUIECKUE
cpencrsa

Mepsl o obecriedeHuto puanieckoit 3naunmoctu DLP (Pre-DLP).

HpaKTI/IKy MpaBO IMPUMCHCHUS IIPU paCCICIOBAHUN UHIIUJACHTOB,

CBSI3aHHBIX C HAPYLICHUSAMHU peXMMa BHYTpPEeHHEH HH(OPMAIIMOHHON

6e3omnacHocTH (Post-DLP).

CHCI_[I/IEU'II/ICT HOJDKCH YMCTh:
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* PazpabarbiBaTh HOPMaTHBHO-IIPABOBBIC IOKYMEHTBI
XO3SHCTBYIOLIETO CyObEKTa 0 OPraHU3al[lK KOPIOPATHBHON
3alIUTHl OT BHYTPEHHHUX YTPO3 HH(GOPMAIIMOHHON 0€301MacHOCTH;

» IIpoBoauTh paccieaoBaHuUs MHIUICHTOB BHYTPEHHEH
UH(POPMALIMOHHOM G€30MaCHOCTH C COCTaBICHHEM HEOOXOAUMOM
COIPOBOJUTEIILHON JIOKYMEHTAIHH;

® COS[[aBaTB OTYETHI O BBHIABJICHHBIX HMHOUACHTAX, yrpo3ax U T.II.

* IlpeacraBisrs OTYETH PYKOBOJCTBY, 0OOCHOBBIBATH HOyYCHHBIC
pe3yJIbTaThl aHAIN3A.

| Beero | 100%

3. OHEHOYHASA CTPATEI'Us U TEXHUYECKHUE
OCOBEHHOCTH OLIEHKH

3.1. OCHOBHBIE TPEBOBAHUA

Crpaternss yCTaHABIMBACT MPHUHIUIBI W METOABI, KOTOPBIM JOJDKHBI
COOTBETCTBOBATh OIICHKA M HauKcieHue oamoB WSR.

DKcmepTHas OlleHKa JISKUT B ocHoBe copeBHOBaHuit WSR. ITlo a3Toit mpuunne
OHa SBJIICTCS MPEAMETOM MTOCTOSTHHOTO MPO(ECCHOHATIBHOTO COBEPIICHCTBOBAHUS H
THIATEILHOTO HccienoBaHus. HakomaeHHBI ONBIT B OIEHKE OyIeT OmpeAcisaTh
OymyIiee UCIoab30BaHNE M HAITPABJICHUE Pa3BUTHS OCHOBHBIX HHCTPYMEHTOB OIEHKH,
pUMEHsIEMbIX Ha copeBHOBaHUAX WSR: cxeMma BBICTaBIICHHS OIICHKH, KOHKYPCHOE
3amanue u nHpopmarmonHas cuctema yemnuonara (CIS).

Onenka Ha copeBHoBaHusix WSR momamaer B OAHY W3 JABYX KaTerOpHii:
U3MEpPEHUEe U cyjekckoe pemieHue. J[ns o0emx KaTreropwili OlEHKH HMCIOJIb30BAaHUE
TOYHBIX JTAJIOHOB /I CPaBHECHHsS, MO KOTOPHIM OIICHUBACTCS KaXIbI acIeKT,
SIBJISIETCSI CYIIICCTBEHHBIM JIJISI TAPAHTHH Ka4eCTBa.

Cxema BBICTABJIICHHS OIICHKH JIOJDKHA COOTBETCTBOBATH ITPOIICHTHBIM
nokazarenssiMm B WSSS. KoHkypcHoe 3aiaHue SBISIETCS CPEICTBOM OLICHKH JUIs
COPEBHOBAaHMS TI0 KOMIICTCHIIMH, M OHO TaKXXe IOJDKHO cooTBeTcTBOBaTh WSSS.
Nudopmarmonnas cucrema demnuonara (CIS) obecriedmBaeT CBOEBPEMEHHYIO U
TOYHYIO 3allUCh OIICHOK, UYTO CIIOCOOCTBYET HAJJISKAIICH OpraHu3aIuu

COPEBHOBAHUI.
I ———
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Cxema BBICTABIICHUS OLIEHKM B OOMIMX YepTax SBIACTCA OMPEICNISIONINUM
daktopom s mporecca paszpabotku KonkypcHoro 3amanus. B mpouecce
nanbHeien pa3padborku CxemMa BbICTaBIeHUS OLIEHKU U KOHKypCcHOE 3a1anne OynyT
pa3pabaThIBaThCS U Pa3BUBATHCA MOCPEACTBOM HUTEPATHBHOTO Tpoliecca ISl TOTO,
4YTOOBl COBMECTHO ONTHUMHU3UPOBATh B3auMMoOCBsi3uM B pamkax WSSS u Crparteruu
otieHkd. OHU MPEACTABISAIOTCA HA YTBEpXKIeHHEe MeHekepy KOMIIETEHIIMU BMECTE,
4TOOBI JEMOHCTPUPOBATH UX KauecTBO M cooTBeTcTBUE WSSS.
Jlis ToBBIIIEHUSI OOBEKTUBHOCTH U CHPABEIMBOCTH OLEHKA pPE3yJIhTaTOB

BBIIIOJTHCHUSA KOHKYPCHBIX SaﬂaHI/Iﬁ B KOMIICTCHIIMHM HCIIOJIB3YIOTCA TOJIBKO

00BEKTUBHBIE KPUTCPHUH OLICHKH.

4. CXEMA BBICTABJIEHUS OLNEHKHA

4.1. OBIIUE YKA3AHUSA

B nannom pasnene onuchiBaeTcs poib U MecTO CXeMbl BHICTABJICHUS OLICHKH,
IIPOIIECC BBICTABIICHUS SKCIIEPTOM OIEHKH KOHKYPCAHTY 3a BHIMIOJTHEHHE KOHKYPCHOTO
3aJaHus, a TAaK)Ke TMPOIEAYPHl M TPEOOBaHMUS K BHICTABICHUIO OI[CHKH.

CxeMa BBICTaBIICHUSI  OIEHKH  SIBISIETCS  OCHOBHBIM ~ HHCTPYMEHTOM
copeBHoBanunii WSR, ompenenssi coorBercTBHe OIeHKHM KOHKYypCHOTO 3afaHus U
WSSS. Ona npeana3nayeHa Jjisi pacrpeesieHus 0ajuioB M0 KaXA0My OILICHUBAEMOMY
aCIeKTY, KOTOPBIM MOXET OTHOCUTHCS TOJIBKO K ojiHOMY Moryto WSSS.

OTtpakast BecoBbie K03 duIineHThl, ykazanuble B WSSS Cxema BbICTaBICHUS
OIICHOK yCTaHaBJIMBaeT mapaMmeTrpbl paszpabotku KonkypcHoro 3amanusa. B
3aBUCUMOCTH OT TPUPOJLI HABBIKA W TPEOOBAHWI K €ro OICHHUBAHUIO MOXKET OBITH
MOJIE3HO M3HAuYaldbHO pa3padboraTh Cxemy BBICTABICHHS OIICHOK Oojiee eTallbHO,
YTOOBI OHA TIOCITYKIJIa PYKOBOJICTBOM K pa3zpadotke KonkypcHoro 3ananus. B npyrom
cinydyae pazpaborka KoHKypCHOro 3aaHusi J0JKHA OCHOBBIBATHCA Ha O0OOOIIEHHOM
Cxeme BbicTaBlieHus oreHkd. JlampHewmas paspabotka KoukypcHoOro 3amaHus
COIPOBOXAAETCS Pa3pabOTKON aCIIEKTOB OLIEHKH.
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B paspene 2.1 yka3aH MakCHUMalbHO JOMYCTUMBIA IPOLIEHT OTKJIOHEHUS,
Cxembl BbICTaBIIEHUS! OLIEHKM KOHKYpCHOro 3agaHusi OT JOJEBBIX COOTHOLIEHMIH,
npuBeneHHBIX B CrienuduKalnuy CTaH1apToB.

Cxema BbIcTaBiIeHUs OLICHKH U KOHKypcHOE 3aiaHne MOryT pa3paldaThiBaThCs
OJITHUM Y€JIOBEKOM, I'PYIIIOHN 3KCIEPTOB UM CTOPOHHUM pa3zpadboTunkoM. [logpoOHas
U OKoHUYaTenbHast Cxema BbICTaBlIeHUs OlleHKU U KoHKypCcHOe 3a/1aHne, TOKHBI ObITh
yTBEPkKAEHBI MeHeKepOM KOMIIETEHLIUU.

Kpome Toro, BceM akcniepTam npejaraercs npeacTaBisiTh CBOU MPEIOKEHUS
no paspabotrke Cxem BbIcTaBiieHUS OLIEHKHM M KOHKypcHBIX 3amaHuii Ha ¢opym
HKCIIEPTOB AJIs1 JAJIbHEHIIET0 UX pacCMOTPEHUsI MeHeKepoM KOMIIETEHIIUH.

Bo Bcex crmyuasix monHasi ¥ yTBepkaeHHas MeHemkepoM kommeTeHun Cxema
BBICTABJICHUSl OLICHKM JOJDKHA OBbITh BBEJEHAa B MH(POPMAIMOHHYIO CHUCTEMY
copeBHoBanuii (CIS) He MeHee yeM 3a JiBa JHS JI0 Hadalla COPEBHOBAHUM, C
UCIIOJIb30BAaHUEM  CTAHJAPTHOM  3JIeKTpoHHOW Tabmuubl CIS  wmm  gpyrux
COIJIACOBAaHHBIX CHOCOOOB. ['J1aBHBIN AKCHEPT SIBISIETCS OTBETCTBEHHBIM 3a JaHHBIN
nporecc.

4.2. KPUTEPUU OLNEHKHN

B nanHOM pasznene omnpenenaeHbl KPUTEPUM OLIEHKHM U KOJUYECTBO
BBICTaBJIsIEMbIX Oa/IoB (00BEKTHBHBIE). OOIIee KOIMYECTBO OaioB MO BCEM

KputepusiM orieHkH coctasisier 100.

B AaHHOM pa3aciyiC OIIKMCBIBACTCA POJIb U MCCTO CxeMmbl BBICTABIICHUS OILICHKU,
MpOoIeCC BBICTABJICHUA OKCIICPTOM OLICHKH KOHKYPCAHTY 3a BBIIIOJIHCHHUC KOHKYPCHOI'O

3a/IaHus, a TAKXKE MPOLEyphl U TPEOOBAHHUS K BHICTABJIICHUIO OI[CHKHU.

Pasnen Kpurepuii Ouenkn

O0nLeKTHBHAA Oowman

A Opranunzanus paboTsl U 5,00 5,00

yhpaBlieHHE
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B YcraHoBka, KOHQUTYPUPOBAHHE U 14,00 14,00
YCTpPAaHEHHE HEUCIIPABHOCTEN B
CHUCTEMaxX KOPIIOPATHBHOM 3aIUThI
OT BHYTPEHHHX YTPO3
C Uccnenopanue (ayaur) 10,00 10,00
OpraHu3aIMy C HENbI0 3aIIUTHI OT
BHYTPEHHHX YIPO3
D Pa3paboTrka moauTHK 20,00 20,00
0€30I1aCHOCTH B CHCTEME
KOPIOPAaTUBHOM 3alUThI
UHQOPMAIUK OT BHYTPEHHHUX
yrpo3
E TexHoornu aHaian3a v 3amiThl 27,00 27,00
ceTeBoro Tpaduka.
F TexHOJI0rnu areHTCKOro 14,00 14,00
MOHI/ITOpI/IHF a
G AHanu3 BBIABICHHBIX UHIIMICHTOB 8,00 8,00
HUroro = 100 100

OcHoBHbIe 3aroioBku CXeMbl BBICTaBJICHHUS OIEHKHU SIBISIOTCS KPUTEPHUSIMU
OLICHKH. B HEKOTOPBIX COPEBHOBAHMSX MO KOMIETCHIIMM KPUTEPUU OLIEHKH MOTYT
COBNaAaTh C 3arojoBkamu pasznenoB B WSSS; B npyrux OHH MOTYT MOJHOCTBIO
otnuyathes. Kak npaBuiio, ObIBa€T OT MSTH 0 JIEBSITH KPUTEPUEB OIEHKH, TTPU ITOM
KOJIMYECTBO KPUTEPUEB OILICHKH JODKHO OBITh HE MeHee Tpéx. HezaBucumo oT Toro,
COBMAJAIOT JIM OHU C 3arojioBkamu, Cxema BBICTABIICHUS OIEHKH JIOJDKHA OTPa’kKaTh
JI0JIEBbIE COOTHOIIEHMS, YkazaHHble B WSSS.

Kputepun oOLEHKH cO3[Mal0TCs JMIOM (TpYyHmoi Jui), pa3padaThIBaroIINM
CxeMy BBICTaBJICHUS OIICHKH, KOTOPOE MOKET MO CBOEMY YCMOTPEHHUIO OMpPEIEIsITh
KPUTEPUH, KOTOPBIE OHO COYTET HanOoJiee MOAXOMSIIIMMH JIsi OIICHKH BBITOJHEHUS

KonkypcHoro 3ananus.
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CBonHasi BeIOMOCTh OIIEHOK, reHepupyemass CIS, BkIIO4aeT mMNepeUYCHb
KPUTEPUEB OLICHKH.

KonudecTBo 6annoB, Ha3HAYaEMBIX 10 KaXJAOMY KPHUTEPHIO, PACCUUTHIBACTCS
CIS. DTo Oyzaet oO1as cymma 0asioB, MPUCYKICHHBIX MO KaXKJOMY aCIeKTy B paMKax
JTAHHOTO KPUTEPHSI OLICHKHU.

4.3. CYBKPUTEPUUA

Kaxxnpiii kputepuil OLICHKU pa3jiesisieTcs Ha OJUH WM 0ojiee CyOKpUTEpHEB.
Kaxapiit cyOkpuTepuii CTAHOBUTCS 3ar0J0BKOM CXEMBI BBICTABICHUS OLIEHOK.

B kaxaol BeIOMOCTH OILIEHOK (CYOKpUTEpHUEB) yKa3aH KOHKPETHBIN J€Hb, B
KOTOPBIN OHA OYyJIET 3aMOIHATHCS.

Kaxnast BemoMOoCTh O1ICHOK (CYOKPUTEPHUEB) CONECPIKUT OIIECHUBAEMBIE ACTIEKTHI,
MOJIeKAINE OLEHKE. /[ KaKI0ro BUAA OLEHKH UMEETCS CleluaibHas BEAOMOCTb
OLICHOK.

4.4, ACHHEKTHBI

Kaxnp1it acriekT moapoOHO OMUCHIBAET OJIUH U3 OIEHWBAEMBIX MMOKa3aTeNeH, a
TaKXe BO3MOKHbBIC OIEHKH WJIM MHCTPYKIIUU MO BHICTABJICHUIO OICHOK.

B BegoMocTH 011€HOK MOPOOHO MEePEUUCISIETCS KaXKIbIid aCTEeKT, 10 KOTOPOMY
BBICTABJISIETCS. OTMETKA, BMECTE C HA3HAYEHHBIM i €ro OIICHKU KOJUYECTBOM
OaJJIOB.

CymMa 0asuioB, MPUCYKIAEMbIX MO KaXXIOMYy aclekTy, JOJhKHa TOoIMajiaTh B
Jana3oH 0aJuToB, OMPEASICHHBIX I KakIoro pasaena komnereHimu B WSSS. Ona

Oynet oToOpaxaThcs B Tabnuile pacnpeneneHus 6amios CIS, B cienyromiem Gpopmare:

BAJLJIBI
CIHEHU®PUKALIUN

CTAHJIAPTOB

Kpurepnii

BEJIMYUHA

HToro 6a1j10B
3a pasjaen
WSSS
OTKJIOHEHHSA

<

==
<
==
=
=k
o

z s

Pa3zgennl
Cnenunduxa
110707
cTaHJapTAa
WS (WSSS)
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11 11 11 0
15 5 20 20 0
5 22 27 27 0
n 5 9 14 14 0
8 8 8 0
8 E
A o
g 2 5 14 11 20 27 14 8 100 100 0
S E
S Z

4.5. MHEHUE CYJEM (CYAEHCKAS OLIEHKA)
B xoMIieTeHIIuY UCTIONB3YIOTCS TOJIBKO 00ObEKTUBHBIE U3MEPUMbBIE KPUTEPUH.
IIpn npunATMM pemieHus wucnonb3yercs mkana 0-3. g 4erkoro u
MOCJIEA0BATEIBHOTO IPUMEHEHUS IIKAJIBI CYACHCKOE PEIICHUE I0KHO MPUHUMATHCS
C YYETOM:
® DOTAJIOHOB Ui CpPaBHEHUS (KpPUTEPHUEB) IJisi MOAPOOHOTO PYKOBOJCTBA IO
Ka)XXIOMY acleKTy
e mkaiel 0-3, rae:
* (: UCTIOJTHEHUE HE COOTBETCTBYET OTPACIEBOMY CTaHIAPTY;
* |: ucroiaHeHUe COOTBETCTBYET OTPACIEBOMY CTaHIAPTY;
* 2: HCIOJHEHUE COOTBETCTBYET OTPACIEBOMY CTaHJIAPTY U B
HEKOTOPBIX OTHOIIEHHUSIX MPEBOCXOAUT €r0;
" 3: UCIOJHEHUE MOJHOCTHIO MPEBOCXOJUT OTPACIECBOW CTaHAAPT H
OIICHUBAETCS KaK OTJIMYHOE
Kaxnapii acrekT OLEHHBAKOT TPHU DOKCIEPTA, KaXKIAbIA DSKCIEPT JTOJKEH
MIPOU3BECTHU OIIEHKY, MOCJIE Yer0 MPOUCXOIUT CPAaBHEHHUE BHICTABJICHHBIX OIICHOK. B
cllydae pacxOXKIEHHUS OLEHOK JKCIepToB Oosiee vemM Ha 1 Oamn, skcrnepram
HEOOXOJMMO BBIHECTH OIICHKY JAaHHOTO acleKTa Ha OOCYXJIEHHE W YyCTPaHUTh

pacxoJieHue.
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4.6. UIBSMEPUMASI OIEHKA
OrneHka KaXIOTo acleKTa OCYIIeCTBISETCS Tpems 3Kcnepramu. Eciu He
yKa3aHo WHOE, OYJeT MPUCYKICHA TOJbKO MaKCHMAaJIbHAs OIIEHKA WJIM HOJIb OAJIIOB.
Ecin B pamkax Kakoro-nubo acrekra BO3MOXKHO TIPUCYKICHUE OIICHOK HIKE
MaKCUMaJbHOU, 3TO oOmHChIBaeTCs B (CXeMe OIEHKM C yKa3aHHeM H3MEPHUMBIX
napamMeTpoB, IEPEUNCICHUEM JOMTYCTUMBIX OTKJIOHEHUN OT ATAJIOHA M BBICTABIISIEMBIX
IIPU ATOM OAJLJIOB.
4.7. ACITOJIb30OBAHUE U3MEPUMbBIX U CYJJEHCKHX OIIEHOK
OkoHYaTeNbHOE MOHUMAHUE MO M3MEPUMBIM M CYJIEHCKHM OIIEHKaM OyJeT
JIOCTYITHO, Kor/ia yTBepkaeHa Cxema orieHku U KonkypcHoe 3ananue. [IpuBenennas

Ta0NHIAa COJNEPKUT MPUOIUZUTEIBHYI0 MH(MOPMALMIO M CIYXKUT JUIsl pa3paboTKu

OuenouHol cxembl 1 KOHKYpCHOrO 3aaHusl.

PacnpedeneHue Cydelickoli u Ob6vekmusHOli OUeHOK o
Kpumepuam KoHkypcHo20 3a0aHuA no coomsemcmayrowieli
KomnemeHuyuu.

HN3mepumast

Opraﬂmaunﬂ paﬁoTI)I U yIIpaBJCHUE

YcranoBka, KOHGUTypUPOBaHUE U YCTPaHeHHE
HEHCIIPABHOCTEH B CHCTEMAaX KOPNOPATHBHOM 14 14
3aIIUTHI OT BHYTPEHHUX YIPo3

HccnenoBanue (ayaurT) OpraHu3anuyu ¢ HEIbIO
3aIIUTHI OT BHYTPEHHUX YIPo3

Pa3paboTka moJMTHK 0€30IACHOCTH B CHCTEeMe
KOPNOPAaTHBHOM 3amuThl HHGOpMAOMH OT 20 20
BHYTPEHHHX yIpo3

TexHoJiorMH aHAAM3a M 3aLIUTHI CETEBOIO

27 27
Tpajuka.
F TexH0JI0rMU areHTCKOro MOHUTOPUHIA 14 14
G AHAJIN3 BBIABJEHHBLIX HHIIMIEHTOB 8 8
HEOTD 100 100
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4.8. CHEHUOUKALIUA OHEHKU KOMIIETEHLHHUH

Onenka KonkypcHoro 3amaHusi OyneT OCHOBBIBATBCA Ha CIEAYIOIINX
KpUTEPUSIX (MOTYIISIX):

A. Opranuzanusi pabOThI U yIIpaBJICHHUE

Meronuka TPOBEPKUA 3aKITIOYACTCS B COOTBETCTBUHU IOBEICHUS yYaCTHHKA
TpeOOBAHUSM, MPEIBIBICHHBIM KOHKYPCHBIM 3a/IaHUEM.

B. YcranoBka, KoHGUTYpUpPOBAHHUE U YCTPAHEHHE HEUCITPABHOCTEN B CUCTEMAX
KOPIOPATUBHOM 3aIIUTHI OT BHYTPEHHUX yTPO3

B xone mpoBepku mociaeaoBaTesibHO CpaBHUBAETCS (HaKT YCTAHOBKHU CHUCTEM U
OTJIEIBHBIX MOAYJEH COrJIacHO KOHKYPCHOMY 33JaHUI0, MPOBEPSIETCS KOPPEKTHOCTh
X QYHKIIMOHUPOBAHMUSI.

C. Uccnenoanue (ayauT) OpraHU3alldH C IEIbI0 3alTUThI OT BHYTPEHHHUX YIPO3
[IpoBepke TOMIEKHUT KOMIUIEKT JOKYMEHTOB, pa3paOOTaHHBIA yYaCTHUKOM, Ha
COOTBETCTBHE 33JJaHHOMY 3TAJIOHY. JlomycTHMbIE OTKJIIOHEHUS OT STaJOHA YKa3aHbI B
3aJIaHUU.

D. Pa3zpaboTka MOIUTHK OE30MACHOCTH B CHCTEME KOPHOPATUBHOW 3alUTHI
uH(OpPMAITUU OT BHYTPEHHUX YTPO3.

[Ipouienypa npoBEpKH 3aKIH0YAETCS B OCIE0BATENBHON OLIEHKE COOTBETCTBUS
pe3yibTaTOB BBHITIOJIHEHUSI CETEBBIX TIOJWUTUK, CO3AAHHBIX U TMPUMEHEHHBIX
YY9aCTHHKOM, B CHCTEMax 3alllUThl OT BHYTpeHHHX yrpo3 Ub. IlonuTtuku mOIHKHBI
0TpaboTaTh KOPPEKTHO (C YU4ETOM TpeOOBaHUH 3aaHUS B YACTHU BBHICTABIICHUS YPOBHS
yIpo3bl, TPUOPUTETA W T.M.) BBIABUB BCE MHITUACHTHI O€30MACHOCTH, 0€3 JIOKHBIX
cpabatbiBaHUi. 32 OIMOKHU (JIOKHBIE cpabaThIBaHUs, MIPOIYCKH MHIIMICHTOB U T.I1.)
Oam MakCUMaJbHBIM MOXET ObITh CHUXEH. [Ipomenmypa cHUXEHUS IOJKHA OBITH
OlMMCaHa B KOMMECHTApUAX K acleKkTaM. [eXHWYECKH, MpoIeaypa MPOBEPKH TIO
KpUTEPHUIO F MOXXET OCYIIeCTBIATHCS OJHOBPEMEHHO C TPOIETYypOH MPOBEPKH IO
kpureputo D.

E. TexHosnoruu ananvsa v 3alllUThl CETEBOTO Tpaduka.
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[Ipouenypa mpoBepkH 3aKkiOvaeT B IOCJIEIOBATENbHON OIeHKe (hakTa
YCHEIIHOTO MCMHOJIb30BaHUS YYaCTHUKOM pa3indHbIX TexHoioruit VPN-cuctem s
3amuThl ceTeBoro Tpaduka w/mmm IDS-cucrem nns BeIsBICHHS (hakTa aTakd Ha
KOpPIOpaTUBHbIE UH(POPMAIIMOHHBIE CUCTEMbI, YMEHHS MPUMEHUTb 3TH TEXHOJIOTHH
JUISL TOCTHXKEHUsl 1eneil 3ammThl. [IpoBepka 3akioyaeTcss B IMOCIEI0BATEIbHOM
OLIGHKE pe3yJabTaTOB pPabOThl KOHKYPCAHTOB MO pPAa3BEPTHIBAHUIO, HACTPOWKE U
MPUMEHEHUSI COOTBETCTBYIOIINX CUCTEM.

F. TexHOJIOrMM areHTCKOr0O MOHUTOPHHTA.

IIpouenypa npOBEPKH 3aKIFOYAETCS B IOCIEA0BATEIBHON OLIEHKE COOTBETCTBUS
pe3yJbTaTOB BBINOJHEHUSI Aar€HTCKUX TIOJHUTHK, CO3JaHHBIX W MNPUMEHEHHBIX
YYaCTHUKOM, B CUCTEMAxX 3alIUThl OT BHyTpeHHUX yrpo3 Mb. IloauTuku noimKHBI
0TpaboTaTh KOPPEKTHO (C YU4ETOM TpeOOBaHM 3aaHUs B UaCTU BBICTABJICHUS YPOBHS
yIpO3bl, MPUOPUTETA U T.M.) BBIIBUB BCE MHIMACHTHI 0€30MAaCHOCTU, 0€3 JIOKHBIX
cpabaTbhIBaHUM.

G. AHaliu3 BBISIBJICHHBIX UHITUICHTOB

[IpoBepke MNOANEKHUT (HAKT COOTBETCTBUSA CO3JAHHBIX B paMKax 3aJaHus
OTUYETOB U IOKYMEHTOB KOHKYPCHOMY 3aJaHUIO.

Jlig ycKopeHHs MpoIeayphbl MIPOBEPKU BO BCEX KPUTEpUSX (Te MPUMEHHUMO)
PEKOMEHTyeTCs 00513aTh YHaCTHUKOB JI€JIaTh CHUMKHU 3KpaHa (T.H. «CKPUHILIOTBD» ) WU
TOYKU OCTAHOBKHM BUPTYaJbHBIX MalIuH (T.H. «CHAMIIOTHDY), B KIIOYEBBIX ATamax

BBIITOJIHCHU S pa60T51 H IIPOBOAUTH ITPOBCPKY IO HUM.

4.9. PETJIAMEHT OHEHKH

I'maBubIit skcnept u  3amectuTens [MaBHOro skcmepra OOCYXKIAIOT U
pacrpenensitoT JKCIEepTOB IO TPyIIaM (COCTaB IPYIIbl HE MEHEE TPEX YEIIOBEK) JUIst
BBICTaBJICHUSI OIleHOK. Kaxpas rpymma 1o/pkHa BKJIHOYATh B c€0Sl KaK MUHUMYM
OJIHOTO OIBITHOTO DJKCIepTa. OKCIEPT HE OIEHMBAET YydyacTHUKA U3 CBOECH

OpTraHU3AI1H.
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Ha BpPCMA OLICHKH YYaCTHHUKA, €I'0 SKCIICPT-KOMIIATPUOT MOKUAACT ITOMCIICHHC
U HE MPUCYTCTBYET IIPU TPOIECCE OLEHKH «CBOEr0» YYaCTHHKA, YTOOBI MCKIIOYHTH

BJIMSTHUC HA JPYTHUX 9KCIICPTOB.

S. KOHKYPCHOE 3AJJAHHUE

5.1. OCHOBHBIE TPEBOBAHUSA

Pazpensr 2, 3 u 4 pernameHTUpylOT pa3pabotky KoHKypcHOro 3amaHusl.
PekoMenmanmu naHHOTO pa3ziena Jar0T JOMOJHUTENBHBIE DPAa3bsICHEHUS TI0
coaepxkanuto K3.

[IponomxurensHocTh KOHKYypCcHOTO 3aiaHus HE JOJDKHA ObITh MeHee 15 u
0onee 22 4acos.

Bo3pacTHOlf 11eH3 y4YacTHHUKOB MJisi BbINOJNHEHUS KOHKypcHOro 3amaHus
pernamentupyercs  PernmamentoB — Yemmnuonatra — (otpacneBoit  DigitalSkills,
KoprnopatuBHbIM Hi-tech, pernoHanbHblil, MEKBY30BCKUN).

Bue 3aBucuMocTH oT KosnuecTBa Moaynen, K3 1omKHO BKIHOYATh OLIEHKY 10
Kaxaomy u3 pazaenoB WSSS.

KonkypcHoe 3aaHue He T0KHO BBIXOIUTH 3a npenenbl WSSS.

OueHka 3HAHUM YYacTHHKA JOJDKHA IPOBOJMTBHCS HUCKIIOYUTEIBHO 4Yepes
paKTHUeCKoe BhIMONHEeHnEe KOHKYypCHOTO 3a/1aHus.

[Ipu BemonHeHuu KOHKYpCHOTO 3a/JaHusl HE OIICHUBAETCS 3HAHHE TMPABUI H
Hopm WSR.

5.2. CTPYKTYPA KOHKYPCHOI'O 3AJAHUA

KonkypcHoe 3a1anue coepxuT 6 Moays:
1. VcraHoBka, KOHGUTYpHpOBAHHME U YCTPAHEHHE HEUCIIPaBHOCTEH B
CHCTEME KOPIOPATUBHOM 3alIUTHI OT BHYTPEHHUX yTPO3.
2. UccnenoBanue (ayauT) OpraHu3alyy C LEJIbI0 3allUThl OT BHYTPEHHUX
yIpo3.
3. PazpaboTka moauTuk 0€30MacHOCTH B CHCTEME KOPIOPATUBHOM 3alllUThI

uH(OpMAIMU OT BHYTPEHHUX YIPO3.
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4. TexHoyoruu 3anIUTHI U aHAIHM3a TpaduKa.
5. TeXHOJIOTHH areHTCKOro MOHHUTOPHHTA.

6. AHaJM3 BBIIBJICHHBIX MHIIUIECHTOB.

5.3. TPEBOBAHMUS K PASPABOTKE KOHKYPCHOI'O 3AJIAHUA
OO01mue TpeGOBaHUA:

e MonayJbHOCTB;

e JIOJDKHO COINPOBOXKIATHCSA CIIEIUATBLHBIM OJJAHKOM CYJ/ICHCTBA,
OTpaXkaroImeM OOITHEe KPUTEPHUH OIEHKH W KOJIMYECTBO HAOpaHHBIX
0aJJIoB B MPOLIECCE COPEBHOBAHUIA;

e Hanuume Ha KOHKypCE BCeX HEOOXOIUMBIX MaTEPUAIIOB ISl PaOOTHI
AKCTIEPTOB;

e Hamwume COOTBETCTBYIOIIEH JOKyMEHTAlMM U  IMOJIPOOHBIX
WHCTPYKIIMH IS  HOBOTO M TEXHOJOTHYECKH  CJIOXKHOTO

O60py,ZIOBaHI/ISI " IIPOIrpaMMHOI 0 066CHC‘1€HH§I;

KoHkypcHoe 3a1aHie COCTOUT U3 CJAEAYIOIINX MOTYJIeii:

Bpems
BbI/IeJIs1
Mon
Ha3Banue moxyns eMoe Ha
yab
MOAYJIb,
yac
YcranoBka, KOHPUTYPHPOBaHNeE W yCTPaHeHUe
1. HeMCIPaBHOCTE B cHCTeMe KOPIMOPATHBHOI 3alIUTHI OT 3

BHYTPEHHHUX Yrpo3

e Koudurypamus cereBoii UHQpacTpyKTYphl: HACTPOUKA XOCT-
MAIlUHBI, CETEBOI0 OKPYKEHUS, BUPTYaJIbHBIX MAIlIVH, U T.IL.;

e  VYCTaHOBKA U HACTPOWKA CUCTEMBI KOPIIOPATUBHOM 3alIUTHI OT
BHYTPEHHHX yIpo3;

e (CaMOCTOATENBHBIA OUCK U YCTPAaHEHUE HEUCIIPABHOCTEN MTPH
pa3BEPTHIBAHUY U HACTPOMKE;

e VYCTaHOBKAa M HACTPOHKA areHTCKOTO MOHUTOPHHTA;
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e [IpoBeaena cunxponuzaius ¢ LDAP-cepeepom, paznen
TIEPCOHBI 3aIMIOJTHEH KOPPEKTHO;

e 3amyCTHUTH CHCTEMY KOPIIOPATHBHOM 3aIIUTHI OT BHYTPEHHHUX
yrpo3, MpoBepUTh paboTocnocobHocTh. [IpoBecTn UMUTALIHIO

npoliecca yTeuky KOHPHASHINAILHONH HH()OpMAIIK B CUCTEME;

Hccaenopanue (ayauT) OPraHU3alMy € HEJbI0 3AIUUTHI OT

BHYTPEHHHUX YIpo3

e  CaMOCTOSTENBHO U3YUUTh CTPYKTYPY OpraHU3alK Ha
OCHOBAHUH TOJyYEHHBIX MaTEPUATIOB («MOJEITH
OpraHu3alun»), IPOBECTU 00CIEI0BAHNE KOPIIOPATHBHBIX
WHQOPMAITMOHHBIX CHCTEM,;

e Ompenenutb 00bEKTHI 3aIIUTHI;

e [lepeyeHb CyOBEKTOB/TIEPCOH CHOPMYIUPOBAH BEPHO, POJIU
N0JIb30BaTeNel, IpaBa 10CTyNa;

e  OmpenenuTh KaHaJIbl IEpeauy JaHHBIX U MOTEHIHAIBHBIX
yTeyeK;

e  Tunsl IMPKYIMPYIOIMX JAHHBIX ONPEAETICHBI BEPHO

e  BrisBUTH NOTOKH NEpeadn JaHHBIX U BOBMOYKHBIC KaHAbI
YTEeUKH HHPOPMALTUH;

e 3anonHUTH MA0JIOH MOJENH YTPO3;

e [loaroToBuTh OTYET O pe3yNbTaTax ayAuTa, BKIIOYAS MMOTOKH
JaHHBIX, HOTCHIHAIbHBIE KaHAJBl YTEUEK, YPOBHH PHUCKOB POJIU
NoJIb30BaTeNel, 00bEKTHI 3AIUTHI (C IPUBSI3KOM K HOPMAaTHUBHOM
0aze ¥ MeTOAMKAM  OLEHKM  MOCJIEACTBUI), pPOJISIMH
MIOJIB30BATEJIEH U T.II.

e  OmnpenenuTs NepedyeHb HOPMATUBHBIX akTOB PO,
3aJIeliCTBOBaHHBIX B paMKaX MOJIEITU YTPO3;

e Pazpaborare mepedeHb, ONMCAaHUE M IIAOJIOHBI HOPMATHBHO-
NPaBOBBIX  JOKYMEHTOB  OpraHM3aldd 10  JIETaIbHOMY
NPUMEHEHUIO KOPIOPAaTHBHOM 3aIllIMTBl OT BHYTPEHHUX YIPO3

MHPOPMAaIMOHHOH 0€30MaCHOCTH;

Pa3pa60TKa MOJIUTHK 0€30MAaCHOCTH B CHCTEMeE

3. KOPMOPATUBHOM 3aIMTHI MHGOPMAMK OT BHYTPEHHHUX 3

yrpo3
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L Paspa60TaTL HOBBIE W/WIIH MOHI/I(bI/IHI/IpOBaTB CYLICCTBYIOIIUC
IIOJIUTUKHA 6C3OHaCHOCTI/I, IEPEKPHIBAIOIINE KaHAJIBI II€PEaAaAYN
JaHHBIX U BO3SMOKHBIC MHIIUACHTHI COIIACHO KOHKYPCHOTO

3a1aHus;

e PazpaboraTh wim/u MOAUPHUITUPOBATE OOBEKTHI 3AIIUTHI,

KaTeTOPHUH, TEXHOJIOTHH 3anuThl B DLP-cucTeme u 1.11.

e lcnonw3oBaTh Pa3JIMYHbIC TEXHOJIOTHUHU 3allIUThI: neaneﬁ,

0J1aHKOB, rpaduuecKkux 00BEKTOB, 0a3 JaHHBIX U T.II.

e 3aHECTH NOJUTHKU WH(MOpPMAITMOHHOMH O6e3omacHocTr B DLP-

CHUCTEMY

e  MoaudunupoBars MOJIUTHKU Oe30macHOCTH B cucteme IWTM B
COOTBETCTBHE C TIOJy4acMbIMHU Ha IPAKTHKE JTaHHBIMHU

nepexsara.

e [IpuMEeHUTH MONUTUKHU AJIST KOHTPOJS TpaduKa, BHISIBICHHS
1/nnn OJIOKWPOBaHUS MHIUACHTOB 0€30MTaCHOCTH, CO3aBaEMbIX
BHeIHUM ['eHepaTtopoM yrpo3. MakCUMU3HPOBATh YHUCIIO

BBISIBJICHHBIX HHIIMJCHTOB 0e30MmacHOCTH.

e Pabora c uaTepdeiicom ynpaBieHUs] CHCTEMbI KOPIIOPATUBHON

3alIUTHI HHPOPMAITHIH;

4, TexHO0JI0TMH aHAJIU3A U 3alIIMTHI CETeBOro Tpaduka 5

e Pa3pépThIBaHME, HACTPOWKA U IIPOBEPKA PaOOTOCIOCOOHOCTH

VPN-ceTr Ha CyIIeCTBYIOIIEH U BEIYUCIUTEEHOM

UHPaCTPYKType.

e Pa3BépThIBaHHE, HACTPOWKA U MTPOBEPKA PaOOTOCIIOCOOHOCTH

IDS-cucrembl Ha CYIIECTBYIONICH U BEIYUCIUTEIHHOM

UHpaCTPYKType.

e VPN. Pabora ¢ y3namu 1 noap30BaTesAMU.

e VPN. Komnpomeranus y3ioB, KIIOUYEH, TOJIb30BaTENICH.

Boccranoenenne cBs3u. OOHOBJICHUE KITIOYEBON HHPOPMAITUH.

e VPN. MexceTeBoe B3aMMOICHCTBIE U TYHHEINPOBAHHEIE.

e VPN. IleHTpanu3oBaHHbIE MOJIUTUKA OE30MACHOCTH. 3allnUTa

pabounx MecT.

e |DS. BrigBieHnue 0oJblIe 4acTy MHIUAEHTOB O€30IaCHOCTH 3a
OTpaHHYEHHOE BPEeMs /WK C YIETOM HEOXKHUIAHHO

MCHAIOMIUXCA YCJ'IOBI/II;’I
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e IDS. Pa3zpaboraTh ¥ IPUMEHUTH MOJIUTHUKH, UCIIOIB3YIOIINE
pasTUYIHBIC TEXHOJOTHN aHam3a Tpadduka
5 TexHOJ0rMH areHTCKOro MOHMTOPUHTA 2
e [IpogeMoHCTpUPOBATh 3HAHHE MEXAaHU3MOB pabOTHI ar€HTCKOT'O
MOHHMTOPUHTA
e Pa3paboTarh M NPUMEHUTH MMOJTUTHKHA areHTCKOr0 MOHUTOPHHTA
JUTSL pPabOTHI C HOCUTEISIMH U YCTPOHCTBAMU
e Pa3paboTarh U IPUMEHUTH MOJUTHKU areHTCKOTO MOHUTOPUHTA
Ut paboThI ¢ (aitnamu
e Pabora ¢ UCKITIOYCHUSAMH U3 TIepexBaTa
6 AHa/JIN3 BbIABJICHHLIX HHIIUICHTOB 2
e [loaroroBka OTYETOB O HAPYIICHUSIX;
o [IpuMeHeHHEe MEXaHU3MOB CO3/IaHus (PUITBTPOB JIJIs aHATTH3a
MepeXBaYCHHOTO TparKa U BBISBICHHBIX UHIIUCHTOB;
e [IpoBeneHue Kiaccu(UKANMIO YPOBHS YIPO3 HHIIUACHTOR;
Orenka yiiepoa;
e lcnonb3oBaHUE JOMOTHUTEIBHBIX MOJYJIA aHATH3a
UHQOPMAITMOHHBIX TTOTOKOB, €CITH 3TO MPOJIUKTOBAHO
0COOCHHOCTSIMHU YCIIOBHI BeJICHUsI OM3HECa;
e Pa3paboTka 1uiaH 1o JanpHEHIIeMy paccie0BaHHIo
BBISIBJICHHBIX MHIIUJICHTOB U HpOTHBOﬂeﬁCTBHIO HapyHoIuTeIIsIM C
OTIOpO¥ HAa HOPMATHUBHYIO 0a3y;
Hro 18
ro 4acoB

TpeOoBaHus K KOHKYPCHOI IIOIIAJKeE:!

HNHdpacTpyKkTypa KOMIIETEHIIMH [T0JIpa3yMeBaeT pa3BEPTHIBAHUE U UCIIOIb30BaHUE
noiaHo(yHKIMOHaIbHON DLP-crcTeMBbl 3alUThI OT BHYTPEHHUX YTPO3 WH(GOPMAIIMOHHOM
0€30I1aCHOCTH Ha 3apaHee pa3BEPHYTOU ceTeBOM HHPPACTPYKTYype.

* Ha xaxnoro yyacTHuUKa:
* Crom, cTyn Ha KOJIECUKax, HacToNbHas dammna, 2 UTP posetku, 4 pozetku 220B
* 1 pabouas crannus (ITK ms padotst ¢ DLP, IDS, VPN)

* CPU ue amxe Intel Core i5 (c mognepxkoii Buptyanusaiun), RAM 16Gb,
HDD 500I'6 SATA (ocuoBHoi auck), SDD 200 I'6aiiT (11t BUPTYaIbHBIX
MaIIMH).
+ T10: VMWare Workstation, wniu VMWare Player, unu Oracle VB
|
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*  Windows 10
* 2 cereBbIX HHTEpEiica,
* 1 HOYTOYK (U1l MMUTALUK JCHCTBHIA 37I0YMBIIIJICHHUKA U TIPOBEPKH MOJHUTHK)
* CPU ue amxe Intel Core Duo, RAM 4 Gb, HDD 100 I'6aiit
*  Windows 10
* AnmapaTHbI UK TPOrPAMMHBIA MapIIPYTU3ATOD;
« 1IO:

* IW Education Lab (B coctae IWTM (BupryansHas mamiraa popmara
kickstart), IWDM Server (muctubytus), CYBJI Postgres\CYB/] Oracle
(mucTpuOyTUB), (haiiIbl TUIICH3U)

* InfoTeCS VPN;
* InfoTeCS IDS.
* Ha Bcex y4acTHUKOB:
* CereBas HHPpPACTPYKTYpa, Kax bl y9acTHHUK B oTAeabHOM VLAN
* 1 nomenHsIit cepsep, Jomen Windows 2016

* CPU nue umxe Intel Core i5 (¢ mognepsxkoit Bupryanusaiun), RAM 16GDh,
HDD 500I'6 SATA (ocuoBnoii quck), SDD 100 I'6aiiT (Ui BUpPTyaIbHBIX
MaIlIMH).

* 1 pa0Gouas cTaHIMs reHepaluy BpeJOHOCHOT0 Tpaduka (KoHpUrypanus
HKBUBAJIEHTa pab0YnM CTAHIUSIM YYaCTHUKOB, CM. BBIIIIE)

* 2 pe3epBHBIX paboOYMX CTaHLIMH, 2 PE3EPBHBIX HOYTOYKa (KOH(UTYypaIHs
HKBHMBAJIEHTa pabOYMM CTAaHLUSAM YYaCTHUKOB, CM. BBIIIIE)

*  CnernuanusupoBantoe [10 ns nmpoBeaeHust COpeBHOBAaHUH (TIPEAOCTaBISETCS
WHyCTpUATIBLHBIM MapTHEPOM KoMIleTeHIInH): ['eHepatop BpeaoHocHOTo Tpadduka.

° I[OCTYH B JIOKAJIbHYIO C€Th U I/IHTepHeT CO BCCX KOMIIBIOTCPOB

5.4. PABPABOTKA KOHKYPCHOI'O 3AJJAHUA

KonkypcHoe 3amanue paspabaThiBaeTCsi IO 0Opasmam, TpeICTaBICHHBIM

Menemkepom komnerennuu Ha ¢dopyme WSR  (http://forum.worldskills.ru).

[IpencraBnennsie oOpa3iibl KOHKypCHOTO 3a1aHus JOKHBI MEHSATHCS OJIMH Pa3 B TOJI.
5.4.1. KTO PABPABATBIBAET KOHKYPCHOE 3AJJAHUE/MOYJIN
OO0mMM pyKOBOJICTBOM U yTBepxkaeHHEM KOHKYpCHOTO 3a/laHusi 3aHUMAeTCs

Menemxep kommerennuu. K ydactuio B paspaborke KoHKypcHOTo 3agaHusi MOTYT

MIPUBJIEKATHCS:
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o Ceprudunuponannsie sxkcneptsl WSR;

o CroponHue pa3paboTunku, 00JaJalOIIME OIMBITOM PadOTHI B 00JIaCTH

nH(OpPMAIMOHHONW 0€30MacHOCTU HE MEHee 2-X JieT (Ha TO3UIMHU, CBSI3aHHOU C
pa3paboOTKOW W/WIM TPUMEHEHUEM CPEJICTB 3alIUThl MH(POPMAIMH). YUHUTHIBACTCS
HaJIMYME AaKTyaJIbHBIX OTPACJIEBBIX CEPTU(UKATOB, CBUICTEIBCTB O MOBBIIICHUU
KBaJu(dUKaIKM (3a ociearue 3 roaa) T.10.;

o DKCnepThl, MPUHUMABIINE y4acTHE B OpraHU3AlUM WM MOOEK]1aBIlne
(IuyHO WM B KadecTBa PYKOBOJUTENS/IKCIEPTA-KOMIIATPUOTA KOMAHJIbI) B
npoQUIBHBIX ~ COPEBHOBaHUS B  00JacTH  KuOepOe30macHOCTH  (Harpumep,
HAIMOHAJIBHBIX copeBHOBaHUAX CTF, BCepOCCHIICKUX ONMMITHAIaX U T.I1.);

o JlurimoMupoBaHHbIE CIICHUAIUCTHI (C BBICIIIMM 00pa30oBaHUEM) B 001aCTH
nH(pOopMaIMOHHOM 0€301aCHOCTH;

B mpouecce moarotoBkM K KaxaoMy copeBHOBaHUIO npu BHeceHun 30 %
n3MeHeHni K KOHKypcHOMY 3a/IaHHIO y4aCTBYIOT:

o ['maBHBIN 3KCEPT;

o CepTuduuupoBaHHBIN SKCIIEPT 10 KOMIETEHIUH (B CIIydae MPUCYTCTBUS
Ha COPEBHOBAHUM);

o DKCnepThl NMPUHUMAIOIINAE YYacTHE B OIEHKE (MpU HEOOXOIUMOCTH
MIPUBJICUCHUS TIIABHBIM 3KCIIEPTOM).

Buecennnie 30 % u3menenust B KoHkypcHbIe 3a/1aHusl B 0053aTEILHOM MOPSIJIKE
corjlacyrorcsi ¢ MeHeKepoM KOMIIETEHIUH.

Briie 0603HauenHbIe moau npu BHeceHuu 30 % usmenenuii k KonkypcHomy
3aJIaHAI0  JOJOKHBI ~ PYKOBOJACTBOBATHCS ~ MPUHIMIIAMU  OOBEKTUBHOCTH U
oecnipuctpacTHOocTH. 3MEHEHUsT HE MOJDKHBI BIMSATH HAa CIIOKHOCTH 3a/IaHusl, HE
JIOJIKHBI OTHOCUTBCS K MHBIM PO ECCUOHAIBHBIM 00J1acTsIM, HE onucaHHbIM B WSSS,
a Taxke ucKirouyarh Jroobsle O0oku WSSS. Takke BHECEHHBIE U3MEHEHHUS NOJDKHBI
OBITh  WCIIOMHUMBI ~ MPHU  TOMOIINM  YTBEPXKIAECHHOTO  JUIA  COPEBHOBAaHUU

NudpactpykrypHOTO NHCTA.
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5.4.2. KAK PABPABATBIBAETCSA KOHKYPCHOE 3AJIAHUE

KoHkypcHbIe 3a/laHus K KaKJIOMY YEMIIMOHATY pa3padaThIBalOTCS HAa OCHOBE

equHoro KonkypcHoro 3amanusi, yTBepkAEHHOTO MeEHEMKEpOM KOMIETEHIHH H

pa3Men€HHoro Ha popyMe IKCIEPTOB. 3aJaHusl MOTYT pa3padaThIBaThCS KaK B 1IEJIOM

Tak U 1o MoayisiM. OCHOBHBIM MHCTPYMEHTOM pa3paboTku KoHkypcHOro 3amaHus

aByAeTCs (OpPyM SKCIEPTOB.

5.4.3. KOT'JA PASPABATBIBAETCSA KOHKYPCHOE 3AJIAHUE

KOHKprHoe 3aJaHuc p3.3pa6aTI>IBaeTC$I COIJIaCHO IIPCACTABIICHHOMY HMIKC

l"pa(I)I/IKy, onpecaCILIrOIIEMY CPOKHU TTOATOTOBKHU JOKYMCHTAIWUHW UL KaXJI0TO BHUIA

YCMIIMOHATOB.

BpemenHbie
pPaMKH
IIIa0JioH
KounkypcHoro
3a]aHusA

YT1Bep:xaeHue

I'naBHoroO
JKCIepTa
4YeMIIMOHATA,
OTBETCTBEHHO
ro 3a
pa3padoTKy
K3
Iyoankanus
K3 (ecam
NMPUMEHUMO)
BHecenue u
COrJIACOBaHME
c

JlokaibHbIN OT100poYHBIH HanmnonajbHbII

YyeMIHOHAT YeMIHOHAT YeMIHOHAT

bepércs B ucxomuom | bepércss B umcxomHom | PazpabatbiBaeTcs Ha

BUAe Cc  Qopyma | BUIe C dbopyma | OCHOBE  TPEIBITYIIETO

AKCIIEPTOB 3aJlaHUE | DKCTIEPTOB 3a/IaHUE | YEMIIUOHATA C Y4YETOM

NpEeAbIIYIIETO MPEbLIYIIETO BCETO OIbITA IMTPOBEICHUSA

HanmonanpHOTrO HamuonansHOrO COpPEBHOBaHUU o

yeMIMOHaTa YyeMITMOHATa KOMIICTCHITUH u
OTpacjeBbIX CTaHIAPTOB
3. 6  MecsleB 0
YyeMITMOHATa

32 2 wMecama mgo|3a 3 wMecsama go|3a 4 Mecdia 10

yeMIIMOHaTa yeMITMOHaTa yeMITMOHaTa

3a 1 wMecanm 10 |3a 1 Mecdany 10 | 3a 1 MeCHI] hi (o)

yeMIIMOHaTa yeMITMOHATa YyeMITMOHATa

B nens C-2 B nens C-2 B nens C-2
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Menemxepom
KOMIIETeHIIUH
30%
H3MeHeHU B
K3

BHecenue B nenr C+1 B neurn C+1 B neur C+1

NpeNI0KeHui
Ha Popym
JIKCIEPTOB O
MO/IEPHHU3AIH
u K3, KO,
nJ1, TO, I13,
oT

5.5 YTBEPXKJIEHUE KOHKYPCHOI'O 3AJJAHUA

['maBHpIl SkcmepT u MeHemKep KOMIIETEHIIMM NPUHUMAIKOT PELICHHE O
BBINIOJTHUMOCTH BCEX MOJYJIEH U IpU HEOOXOIUMOCTH JOJIKHBI JJOKa3aTh PEAIbHOCTD
€r0 BBINIOJHEHUs. BO BHUMaHue NIPUHUMAIOTCS BPEMS U MaTEPHUAIIBI.

KonkypcHoe 3amaHue MOXKET ObITh YTBEPKIEHO B JIIO0OW yHOOHOHN s

MeHnemkepa KoMIeTeHIuu Ghopme.

5.6. CBOMCTBA OBOPYJIOBAHUWS U UHCTPYKIIUA
MPOU3BOJAUTEJIA

Eciu gns  BeImonmHEHWS 3afaHMsl YYAaCTHUKY KOHKypca HEOOXOIMMO
03HAKOMHTBCS C MHCTPYKLUHUSAMHU 110 IPUMEHEHHUIO KaKoro-1ub0o 000pya0BaHUs WU C
MHCTPYKLIMSMHU MMPOU3BOJUTEIS, OH MOJIYYaeT UX 3apaHee Mo pemeHnto Menemxkepa
KoMneTeHMu u ' maBHoro skcnepra. [Ipn HeoOXoaumMocTH, BO BpeMsi 03HaKOMJICHHSI

TexHUYecKun SKCIepT OPraHu3yeT JEMOHCTPALIMIO HA MECTE.
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6. YIIPABJIEHUE KOMIETEHIHMEN U OBILIEHUE

6.1 JUCKYCCHUOHHBI ®OPYM
Bce mnpenkoHkypcHble OOCYXJEHHUS TMPOXOASAT Ha ocobom ¢opyme

(http://forum.worldskills.ru). Pemenus 1O pa3BUTHIO KOMIICTCHIIMH  JOJKHBI

NPUHUMATHCS TOJBKO MOCJE MPeIBAPUTENBHOTO 00Cyx)aeHus Ha dopyme. Takxke Ha
dbopyMe TOKHO MTPOUCXOIUTh HHPOPMHUPOBAHUE O BCEX BAKHBIX COOBITHIX B PaMKe
KoMneTeHuu. MoiepatopoM JaHHOTO Gopyma SBISIOTCS MeXayHapOJHBINA SKCIEPT
u (wn) Menepkep KoMIeTeHIuu (Wi JKCIepT, Ha3HAYEHHBIN UMH).
6.2. HTHOOPMALUA JJAA YHACTHUKOB YEMITMOHATA
WNudopmanus A5 KOHKYPCAHTOB IMTyOJIHUKYETCSI B COOTBETCTBHHU C PETJIaMEHTOM
IPOBOAUMOro yemnuoHata. Mupopmanys MoXeT BKIIIOUATh!
e TexHUYeCKOE OMHCAHUE;
e KoHKypCHBbIE 3a/1aHUS;
e (O000OmEHHas BEIOMOCTh OIICHKHU,
e UMHdpacTpyKTypHBIH JHCT;
e MucTpyKius o oxpaHe Tpy/Ja U TEXHUKE 0€30MacHOCTH;
e JlonosHuTeNbHAsA HH(OPMALIKSL.
6.3. APXVB KOHKYPCHBIX 3ATIAHUM
KonkypcHble 3aaHus TOCTYIHBI 1o aapecy http://forum.worldskills.ru.
6.4. YIIPABJIEHUE KOMIETEHIIMEH

OOmiee ympaBiaeHUE KOMIIETEHLMEW OCYIIECTBIAEeTCS MexXayHapoJHbIM
DKCIEPTOM U MeHEeKEPOM KOMIIETEHIIUH ¢ BO3MOKHBIM IIPUBJICYEHUEM DKCIIEPTHOTO
c0o00IIIeCTBA.

YnpasineHne  KOMIETCHIMEW B paMKaxX  KOHKPETHOrO  YE€MIIMOHATa
OCYILECTBIISIETCA [ 7IaBHBIM JKCIIEPTOM 110 KOMIIETEHLMM B COOTBETCTBUU C

PETIAaMCHTOM YEMITMOHATA.
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7. TPEBOBAHUSA OXPAHbBI TPYJAA U TEXHUKHA
BE3OITACHOCTH

7.1 TPEBOBAHUSA OXPAHBI TPYJIA U TEXHUKHU
BE3OITACHOCTHU HA YEMIIMOHATE

CM. JOKyMEHTalMi0 MO TEXHUKE O€30lacHOCTH M OXpaHe Tpyjla
IIPEIOCTAaBICHHBIE OPIKOMUTETOM YEMIIMOHATA.

Haxozsce Ha yyacTke nmpoBeeHust paboT, BCE YH4aCTHUKH 0053aHbI COOIIOIATh

npaBuia TEXHUKHU O0€30MMaCHOCTH P padOTe Ha KOMITBIOTEPE.

7.2 CHEIIU®UYHBIE TPEBOBAHUSA OXPAHBI TPYJIA, TEXHUKHU
BE3OIACHOCTHU U OKPYXKAIOIEN CPEJbl KOMIETEHIUU

B xomneTeHIMu OTCYTCTBYIOT crielu(UUHbIe TPEOOBAHUSI.

8. MATEPHUAJIbBI U OBOPYJIOBAHHUE

8.1. AHOPACTPYKTYPHBIN JINCT

NHdpacTpyKTypHBIii JIUCT BKJIOYAaET B ce0S BCHO HHPPACTPYKTYpY,
00OpyIOBaHUE M PACXOJHbBIE MaTe€pHalbl, KOTOPblE HEOOXOIUMBI ISl BBIITOJHEHUS
Konkypcuoro 3aganusi. MHQpacTpyKTypHBIH JIMCT 0O0s3aH COJEPKATh MPUMED
JAHHOTO OOOPYIOBaHUS MU €ro 4YETKME W TOHSATHBIE XapaKTEPUCTUKH B CiIydyae
BO3MOXKHOCTH NPUOOPETEHUS aHAJIOTOB.

IIpu pazpadbotke MHppacTpykTypHOro Jncra Jjsi KOHKPETHOTO YeMIIMOHAaTa
HEO0OXOAMMO PYKOBOJACTBOBaThCA MH(pPacCTpyKTYypHBIM JTUCTOM, pa3MEIIEHHBIM Ha
dopyme  oskcrepTroB  MeHemxkepoM — kommeTreHUuuu. Bce  u3MeHeHus B
NHudpacTpyKTypHOM JIHCTE NOKHBI COTJIACOBBIBATHCS ¢ MeHeKepoM KOMITETEHIIMH
B 00513aTCIIHHOM TIOPSIJIKE.

Ha xaxaom KOHKypce TEXHUYECKHMH SKCHEpPT JOJDKEH NPOBOAUTH YYET

AJeMEHTOB MH(PpacTpykTyphl. CIIUCOK HE JOJDKEH BKJIIOYATh 3JIEMEHTHI, KOTOPHIE
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MOMMPOCUIIM BKIIFOUUTH B HCTO 3KCIICPTHI MJIW KOHKYPCAHTHI, 4@ TAKIKC 3aIlIpCHICHHLIC
JJICMCHTHI.
[To mToram copeBHOBaHUS, B CIydae HEOOXOAMMOCTH, TEXHUIECKUH IKCIIEPT U

['maBHBIM OKCIICPT OOJDKHBI HdaTb PCKOMCHIOAIINH OpFKOMI/ITGTy YCMIIMOHAaTa H

Menemxepy KoMIIETeHIIMU 0 u3MeHeHusX B UHpacTpykTypHOM JHcTe.

8.2. MATEPUAJIbIL, OBOPYAIOBAHUE U UHCTPYMEHTHI B
HHCTPYMEHTAJIBHOM SINUKE (TYJBOKC, TOOLBOX)

B xomneTeHIMu He 3a7€iCTBOBAHO 000pYI0BaHHE/MaTEpHUAIIbl YHaCTHUKOB.
TyJIOOKC, MHCTPYMEHTAJBHBIN SIIUK, OTCYTCTBYET.

VYyacTHUKaM pa3penieHo UCIoIb30BaTh OEPYyIIH.

8.3. MATEPUAJIbBI U OBOPYJIOBAHUE, SAIIPELLIEHHBIE HA
IJIOINAAKE

Pa3pemiensr maTepuaisl 1 000pyI0BaHHE, TIEPEUUCICHHBIE B TyHKTE 8.2.

Ayano-HayIIHUKA K UCIIOJIb30BAHUIO 3aIIPEIICHBI.

Hcnonb3oBaHre COTOBBIX TEIE(POHOB HA BPEMsI BHITIOJIHEHUS 3a/IaHUS Ha
IJIOIIA/IKE 3aMPEILIEHO.

8.4. IPEJJIATAEMASI CXEMA KOHKYPCHOM IIJIOIIA IKA

Cxema KOHKYPCHOH IIOMIAKH (CM. ULIHOCMPAayuio).
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9. OCOBBIE IPABUJIA BO3PACTHOM I'PYIIIBI 14-16 JIET

BpeMmst Ha BBITIOIHEHM S 3aJaHUS HE JOJDKHBI TPEBBIIIATH 4 4ACOB B JIEHb.

[Ipu paspabotke KonkypcHoro 3amanuss u CXeMbl OIIEHKH HEOOXOAMMO
YUUTHIBaTh CHELU(PHUKY M OTPAaHUYEHUS] NPUMEHSIEMON TEXHUKH O€30MaCHOCTU U
OXpaHbl TpyJa JJIsi JaHHOW BO3pacTHOM Tpymimbl. Tak ke HEOOXOJAMMO YYUTHIBATH
aHTPONOMETPUUYECKUE, TCUXO(PU3UOIOTMYECKUE U TCUXOJIOTMUECKHEe OCOOEHHOCTU
JAHHOM Bo3pacTHOW rpymmsl. Tem campiM KoHkypcHOe 3amanue u CxeMa OLEHKH
MOJKET 3aTparuBaTh He Bce Oioku M monsi WSSS B 3aBucMMOCTH OT crielupuKu

KOMIICTCHIINH.
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