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«KopnoparuBHasi 3a1iUTa OT BHYTPEHHHUX
yrpo3 MHGOPMAIIHOHHOM 0€30IACHOCTH

KonkypcHoe 3a1anue BKiItoyaeT B ce0sl CIICAYIONINE Pa3/IeIibl:

1. ®opmsbl yyacTus B KOHKypce

2. 3anaHue /Ui KOHKypca

3. Mopynu 3aanusi 1 HEOOXO0IUMOE BpeMs
4. Kpurepuu oueHKH

KomnnuecTBo 4acoB Ha BHIIOIHEHHE 3agannst: 184,
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1. ®OPMbI YYHACTHUA B KOHKYPCE
NuauBuayanbHbIl KOHKYPC.
2. SAJAHME JJIs1 KOHKYPCA

ConepkaHneM KOHKYPCHOTO 3aJaHus SIBJISIOTCS IPUMEHEHHE Ha MPAKTUKE CUCTEM
KOPIOPATUBHOM 3aIIUTHl OT BHYTPEHHUX YIpo3. YYACTHUKU COPEBHOBAHUM MOJTYyYAIOT
OTHMCAHWEe MOJICIIM OPTaHU3AINH, BKJIIOYas ONMMCaHUE €€ OpraHUu3aIllMOHHON CTPYKTYPHI,
nH(pOpManuK, MUPKYJIUPYIOMCH BHYTPH MepuUMeTpa 0€30MacHOCTH, HWHPOPMATMOHHON
MH(PPACTPYKTYpPHI, KAHAJIOB CBSI3U, BUJOB TpauKa, CIIMCKOB MOJIb30BaTECH.

KoHkypcHoe  3agaHue  WMEET  HECKOJIbKO  MOJYJIeH,  BBIMOJHSAEMbBIX
MOCJIeI0BATENBHO.

KoHkypc BKIIIOYaeT HCCleI0BaHNE OPTaHU3AINH C IEJIBIO 3aIUTHl OT BHYTPEHHUX
yIpO3, HACTPONKY M MPOBEPKY CICIHAITM3UPOBAHHOTO MPOTPAMMHOTO OOECICUEHUS,
pa3paboOTKy W TPUMEHEHHE TNOJUTUK HHOOPMAIMOHHONW O0€30MacCHOCTH, KOHTPOJb
WH(POPMAIMOHHBIX TOTOKOB, aHAJIU3 BBISIBJICHHBIX WHITUCHTOB U IMOJATOTOBKY OTYETOB.

OkoHUaTeNbHbIE aCHEKThl KPUTEPUEB OIEHKH YTOYHSIOTCS UJICHAMH >KIOpPH.
OneHka MPOU3BOAMUTCS KaK B OTHOIIEHUM DPAOOTHI MOJYJIEH, Tak U B OTHOIICHUHU
MpoIiecca BBHITIOJHEHHUS! KOHKYPCHOM pa®oThl. Eciu yyacTHUK KOHKypca HE BBIMOJIHSET
TpeOOBaHUS TEXHUKH 0€30MaCHOCTH, KOH(MIUKTEH, HE BJIaJICET TEXHUKAMH yIpaBICHUS
CTPECCOM M pa3perieHus KOHQIMKTHBIX CUTYalWi, MOJBEpraeT OMAaCHOCTH ceOs WU
JIPYTUX KOHKYPCAHTOB, TAKOW YYACTHHK MOXKET OBITh OTCTpaHEH OT KOHKYpCa.

Bpewms u neranm KOHKYpPCHOTO 3aJlaHUs B 3aBUCUMOCTH OT KOHKYPCHBIX YCIOBUH
MOTYT OBITh U3MEHEHBI WICHAMH JKIOPH.

KonkypcHOoe 3amaHue JOJDKHO BBIMOJHATHCS TMOMOIYJbHO. OIleHKa Takxke
MPOUCXOTUT OT MOJYJSI K MOJTYJIIO.

Ecam yyacTHMK 3aKkOHYMJI BBIMIOJHEHHWE MOJIYJS JOCPOYHO, OH JIOJDKEH
pacmucaThCsl B BEJOMOCTH BPEMEHH HAIPOTHB COOTBETCTBYIONICH MH(POPMAITMOHHOM
3amucH « Y4acTHUK Ne  3aKOHYMJI BBITIOJTHEHUE MOIYJIS _ ».
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3. MOJAYJIA 3AJAHUSA U HEOBXO/IUMOE BPEMSI
Mopynu u Bpemsi cBelieHbI B Tabuiie 1
Tabmura 1.
B
No PaGouee peA
HanmenoBanne monyns Ha
/1 BpeMs
3a1aHue
Monyns 1: YcranoBka, KOHQUTypUpOBaHHUE U
1 | ycTpaHeHHe HEUCIIPABHOCTEHN B CHCTEME C110.00-14.00 | 3 4aca

KOpl’IOpaTI/IBHOI?I 3alllUThI OT BHYTPCHHHUX YI'PO3

2 |Monyns 2: UccaenoBanue (ayauT) opraHu3aiiiy ¢

IEJIBIO 3alIUTHI OT BHYTPEHHHUX YTPO3. C115.00-18.00 | 3 gaca

3 |Mogyns 3: PazpaboTka mOJUTHK 0€301TaCHOCTH B

CUCTEME KOPIIOPATUBHOMU 3aIATHI UH Malluu OT
pHop oM 34l (popma OT | 15001300 | 3 yaca

BHYTPEHHHX yIpO3

4 |Monayinb 4: TeXHOIOTUY 3aIUTHI U aHAJIA3a

CETEBOTO Tpaduka C2 14.00-17.00 | 5 gacosB

5 |Moaysb 5: TexHOI0rUM areHTCKOro MoHUTOpuHra | €3 10.00-11.00 5
Jaca

C3 11.30-12.30

6 |Monynb 5: AHanu3 BBISBJICHHBIX MHITUICHTOB

C3 13.30-15.30 2 4yaca

Hroro 18 yacoB

Moayasb 1: YcraHoBka, KOHGUTypUpPOBaHNeE U YCTPAHEHHE HEUCIIPABHOCTE B
cHCTeMe KOPIOPATUBHOM 3alIUTHI OT BHYTPEHHUX YIPO3

Y4YacTHUK JOJDKEH:

- [IpoBectu koH(pUTrypalHIO CETEBOM HHPPACTPYKTYPHI: HACTPOUTH XOCT-MAaIlIUHY,
CETEBOE OKPYKEHNE, BUPTYaJbHbIC MAILLIMHBI, U T.I1.;
- YCTaHOBUTPH U HACTPOUTH CUCTEMY KOPIOPATUBHOM 3aIIUTHI OT BHYTPEHHUX YTPO3;
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- 3aIyCTUTh CHCTEMY, TPOBEPUTH (DYHKITMOHATIEHOCTh M COOTBETCTBHE HACTPOCK
IIEJICBOI CETEBOM MHPPACTPYKTYpE

- [IpoBecTn umuTAaIMIO TIpOIECCa YTEUKH KOHPUACHIHAIBHON HH(OPMAITIHU B
CUCTEME;

- YcrpanuTh po0sieMbl TP MOSBICHUH;

- [IponeMoHCTpHpPOBATH pabOTOCTIOCOOHOCTH CHCTEMBI

- [loaroToBUTH OTYET MO OIEHKE PAOOTOCTIOCOOHOCTH CHCTEMBI,

Moayas 2: HcciaegoBanue (ayauT) OPraHM3alMd ¢ LeJdbI 3alIUTHI OT
BHYTPEHHUX yIPo3.

Y4acTHUK NOJKEH NMPOBECTH OOCIENOBAaHUE U aHAINU3 CTPYKTYPhl OpraHu3aluu
(xak rIaBHOrO OOBEKTA 3aIIMTHI) HA OCHOBAHUM MPECTABICHHBIX MaTEPUAJIOB U CTEH/A,
e€  BBIYMCIIUTEIBHO-CETEBOW HMHQPACTPYKTYphl, ONPEACIUTh TMOTOKM JIAHHBIX,
MOTEHIMAIbHBIE YTPO3bl U KaHAJIbI yTEUYEK.

VYyacTHUKY HEOOXOAMMO CO3/aTh MAKET JOKYMEHTAIINH, BKIFOUAOIITUN

- CIIMCOK MOTEHIUAJIbHBIX BHYTPEHHUX YTPO3 (COrIacHO BBIJAHHOTO I1a0JI0HA)

- CIIUCOK BO3MOXKHBIX KAHAJIOB CBSI3U JUIsl aHAIM3a (COrJIacHO BbIJAHHOTO 11a0JI0HA)

- MPOEKT MOJIOKEHHUS O 3aluTe MHPOPMAlMU OT BHYTPEHHHUX YIpo3 (COIIAcHO
BBIJIJAHHOTO 111a0JI0HA)

- CIIUCOK POJIEU MOJIB30BATENICH U TOTEHIMAIBHBIX HAPYIIUTEIICH

- CIIMCOK U3MEHEHUH B CYIIECTBYIOIINE BHYTPEHHNE HOPMATUBHBIX JTOKYMEHTHI
(moN0KEeHUs, MPUKA3BI U T.II.) OPraHu3auuu 11 3PPEKTUBHOTO U 3aKOHHOTO
MCIIOJIb30BAHUSI COBPEMEHHBIX CUCTEM 3aLUTHI.

Y4YacTHUK FOTOBUT OTYET, CYMMHUPYIOIIUNA UTOTH UCCIEN0BAaHUA opranu3anuu. [1o
OKOHYAHHUM TPOBEPKU YYACTHUK CTABUT MOJAMUCH B OTYETE W COOOIIAET O TOTOBHOCTHU
JKCTIepTaM. JKCHepT (QUKCUpyeT Bpems TOTOBHOCTHM B oTuére. [IpoBepky otTuéta
MPOBOJIUT HA3HAYEHHAS TPYIINa SKCIEPTOB.

Monynb 2 cYUTaeTCs BBITIOJHEHHBIM TMPH YCIOBHH ITOAITUCAHHOTO OTYETa, YCTHOTO
JOKJIaJ]a yYacTHUKA 00 OKOHYaHUHU PadoT.

Moayab 3: PazpadoTka noJMTHK 0€30MaCHOCTH B CHCTEMe KOPIOPATHBHOM
3alUThI ”HPOPMALIMH OT BHYTPEHHUX YIrpPo3.

Lenps yyacTHUKa — pa3paboTaTh MOIUTUKHA UHPOPMALIMOHHON O€30MaCHOCTH, UCTIOJIb3YS
MHCTPYMEHTApUN aBTOMATU3UPOBAHHOW cucTteMbl [IWTM 6 1 ycnenmHo ux npuMeHUTh s
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BBISIBJICHUSI /WM OJIOKUPOBAHUS MHIIUIEHTOB 0€30MacHOCTH. J{J151 cO31aHusl MHLIUCHTOB
u apyrux coosituii B IWTM uncnonb3yercst crenuanbHOe MPOrpaMMHOE O0eCTrieueHue —
cnenuanbHelil ['eHepaTop Tpaduka U MHIMIEHTOB.

VYyacTHUKY HEOOXOIUMO:

- PazpaboraTs HOBBIC W/HI MOAUDUITUPOBATH CYIIECTBYIOITUE TTOJTUTHKH
0€30MacHOCTH, NIEPEKPHIBAIOIINE KAHAIIBI TIEPEIau JaHHBIX U BO3MOKHbBIC UHIIUICHTHI
COTJIACHO KOHKYPCHOTO 33/I1aHHS;

- 3aHeCTH NMOJIMTUKY HH(pOpMalIMOHHOM Oe3omacHocTr B DLP-cuctemy;

- Pazpaborate nin/u MmoauuipoBaTth 0ObEKTHI 3alUTHI, KATETOPUH, TEXHOJIOTUU
3amuTel B DLP-cucreme u 1.11.;

- [IpyMeHUTh MOTUTUKY JIsl KOHTPOJIS Tpaduka, BRISIBICHUS W/ WK OJIOKUPOBAHUS
MHIIMJICHTOB 0€30M1aCHOCTH, CO3/1aBaeMbIX BHEITHUM [ eHepaTtopom Tpaduka u
MHIUJICHTOB. MaKCUMU3UPOBATh YUCIIO BBISBICHHBIX UHIIMACHTOB O€30MIaCHOCTH;

- [IpogemMoHCTpUpOBaTH BJIaJICHUE TEXHOJOTUSIMU U YMEHUE paboTaTh ¢
uHTepdencoM ynpapieHUs CUCTEMbI KOpIopaTUBHOM 3anuThl uHGopmanuu IWTM.

VY4acTHUKY HEOOXOAMMO MPUMEHUTH MOTUTUKHA HH(POPMALIMOHHON 0€30MMaCHOCTH B
cucteme |IWTM, aBTOMaTHYE€CKH BBINOJIHUTH MOUCK HHIMACHTOB HH(OPMAIMOHHOU
0€30MacHOCTH, BHECEHHBIX YJIEHAMH KIOpU (C UCIOJIb30BaHMEM cTeHaa u ['eHeparopa
Tpaduka U MHUUAEHTOB). [OMUTHKKM MOXHO MOAUQPUIMPOBATH, C LIEJBIO BBISBICHUS
MaKCHMaJIbHOTO YMCia MHIMIECHTOB U yreuek. HeobxonuMo ucnosap30BaTh BeCh HaOOp
TEXHOJIOTMH ITOMCKA U BBISBICHUS YSI3BUMOCTEN, JOCTYIIHBIM B CUCTEME KOPIIOPATUBHOU
3auThl. ITOroBbIi BapuaHT MOJUTHK JA0JKEH ObITh 3a()UKCUPOBAaHBI B OTUETE.

B 4ucia0 MHIKUIEHTOB MOTYT BXOJUTh, HAIIPUMED:

. nepefadya NEpPCOHAJIBHBIX JAaHHBIX COTPYJHUKOB W KOHTPAreHTOB IIO
AIEKTPOHHOM IOYTE;

. nepefadya 0as3bl KIMEHTOB OPraHU3allid B AapXUBE C HCIOJIb30BAHUEM
(halIOBBIX TPOTOKOJIOB;

. HELIEH3YpHas JEKCHKa COTPYIHUKOB B MEPENHUCKE C KOHTPAr€HTaMU;

. nepeaada nH(opmaIuu, COCTaBISIONICH KOMMEPUECKYIO TAHY U Jp.

3amaHue BBINIOJHICTCS C TMOMOIIBI Tporpammuoro obecrmeuenus DLP (Data Leaks
Prevention) IWTM 6.

[IpuMepHbIi anropyuT™M BBIMIOJHEHUS HA TpuMepe nHKIeHToB U noautuk PCI DSS:

1. 3anycrute cucremy IWTM,
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2. O3HaKOMHUTBCS CO CTPYKTYPOH BUPTYaJIbHOM CpeIbl, UCTIONb3yEeMOM ISt
BBIIIOJIHEHHS JTAOOPATOPHOIO MPaKTUKYMa (3 BUPTyalbHbIE MAILIMHBL: CEPBEP
IWTM 6; cepsep IWDM; pabouas cranuus «Hapymmrensy),

3. IlpoBepuTh PyHKIIMOHATBHOCTh U COOTBETCTBUE HACTPOEK LIEIEBON CETEBOU

UHQGPaACTPYKType
4. V3yuuTth npeaocTaBisieMble MaTEPHAIIbI, UCIIOIb3YEMbIC MIPU CO3IAHUH MOJTUTUKU
Wb B cucteme IWTM 6: konnenuus noautuku b PCI DSS;
5. B xoncomu IWTM 6 co3gath 0OBEKTHI 3amMThl M NOJUTUKY Kb, ncnonb3ys
TEXHOJOTUHU aHaan3a, 00o3HaueHHbIe B momTuke PCI DSS.
6. IIpoBecTr MpPOBEPKY areHTa, yCTAHOBJICHHOTO HA paboueli CTAHIINH «HAPYIITUTEIIbY,
Ha NpeaAMET COeTUHEHUS ¢ cepBepoM DM.
7. B xonconmu DM mnpoBectu npoBepky coeauHeHusi cepsepa IWTM 6 ¢ cepsepom
IWDM, a Takxe akTyaiabHOCTb nocieaHel Bepcun koHpurypamuu IWTM 6.
8. IlpoBecTn MMHUTAITHIO TIPOIIECcCa YTEUKH KOH(DHUICHIINATEHON HH(POPMAIIHH:
a. Bpyunyio c paboueii ctanuuu «Hapymmurenby
b. ABromarmuecku ¢ ['eHepaTopa HHIIUICHTOB
9. B xoncomu IWTM 6 w/mwm [WDM aBTOMatudeckyd MOJYYUTh HH(POPMALHIO O
dakTe yTeuku KOHpUACHIMANbHOW uHGopManuu. WHIKMAEHT JOJDKEH  ObITh
ABTOMATHUYECKHA BBIABIEH M MOMEYEH KaK YA3BHUMOCTb COOTBETCTBYIOIIETO YpPOBHS
COTJIACHO 3a/IaHusl.

Monyanb 4: TexH0JIOTHM AaHAJIU3A U 3AIHUTHI CeTEBOI0 Tpaduka.
Y4acTHHUK BBINOJHAET CIEAYIOLIME ACHUCTBHUS C HCHOJb30BaHMeM VPN-cucrem
koprioparuBHOro kiacca (Virtual Private Network):

. Pa3zBépThiBanme, HaCcCTpoiika U mpoBepka padotocnocodbnoctn VPN-cetn Ha
CYIIIECTBYIOIIEH U BHIYMCIUTEILHON HHPPACTPYKTYPE.

. AJIMUHUCTPUPOBAHUE y3JIOB U MOJIb30BaTENECH.

. BpinonHenne  KoMIIpoMeTauuMu  y3JI0B,  KIKOYEH,  MOJIb30BATEJICH.
BoccranoBnenue cBsa3u. OOHOBIEHUE KITFOUEBOM MH(MOpMAIUH.

. Opranuzanuio MeXCETEBOIO B3aUMOICVCTBYS U TYHHEIIMPOBAHHUS.

. BHenpenue UEHTpalIM30BaHHBIX MOJIUTHK Oe3omacHocTu. (OOecnieyeHue

3aIUTHI pA0OYHNX MECT.

Y4acTHUK BBITIOJHSET CIEAYIONIME NEHCTBUsS C ucmoyib3oBaHueM |DS-cuctem
KOPIOPATUBHOIO KJIAcCa:

. Pa3BépThiBaHMe, HACTpoOiiKa U nMpoBepka padorocrnocodHoctu IDS-cucremsr
Ha CYIIECTBYIOIICH U BEIYUCIUTEIHHON HHPACTPYKTYPE.

. BrisiBnenve 0obleil 4acTH MHIUJEHTOB O€30MacHOCTH 3a OTPAHUYCHHOE
BpEMs W/UITU C YU4ETOM HEOKUJAHHO MEHSIOITUXCS YCIIOBHH.
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. Pa3paboTka u mpruMeHEeHHEe Pa3TUYHbIX MEXaHU3MOB M TEXHOJIOTHH aHaln3a
Tpaduka.
. JleTekTHpoBaHHUE aTaK U yrpo3, MPOBEICHUE PACCIICIOBAaHMS HHIIUCHTA

VPN u IDS cucteMbl MOTYT IPUMEHSTHCS B paMKaX OJTHOT'O MOAYJISI KAK COBMECTHO,
0 OT/IEITHLHOCTH WJIA TIOOAMHOYKE.

Mopyasb S: Ilonck u npegoTBpameHne HHIUACHTOB. TexXHOJI0rMN aHAIM3A
ceTeBOro Tpaguka B cucreMe KOPNOPATUBHOM 3alIUTHI HHPOPMALMHU OT
BHYTPEHHHUX yIPo3

Y4acTHUKY HEOOXOIUMO TPUMEHUTH MOJUTUKH HHPOPMAITHOHHON 6€3011acCHOCTH
B cucteme IWTM/IWDM, aBTOMaTH4eCKH BBITOIHUTE IOUCK HHIIAIEHTOB
nH(pOpMaIIMOHHOM 0€301aCHOCTH, BHECEHHBIX YJIEHAMM JKIOPH (C UCTI0JIb30BAHUEM
creaa u ['eneparopa Tpaduka 1 UHIIMACHTOB) .

. [IpomeMoHCTpUPOBATh 3HAHUE MEXAHIU3MOB PAOOTHI Aar€HTCKOTO
MOHHUTOPHWHTA;

. Pa3zpaboTaTh 1 NpUMEHHUTH MOJUTUKUA ar€HTCKOTO MOHUTOPHUHTA JIJIsi PaOOTHI
C HOCUTEIISIMU U yCTPONCTBAMU;

. Pa3zpaboTaTh 1 NpUMEHHUTH MOJUTUKUA ar€HTCKOTO MOHUTOPUHTA JIJIsi PaOOTHI
c ¢ainamu;

. PaboTa ¢ HCKITFOUCHUSAMU U3 TIepeXBaTa;

Monyanb 6: AHAJIN3 BbISIBJICHHBIX HHIIU/ICHTOB

3ajada ygyacTHHUKA — UCIIOJI30BaTh aHAMUTHYCCKHK (yHKIHOHAI cucteMbl IWTM6 mis
CO3/IaHUsI OTUETOB O HAWICHHBIX MHIIMICHTAX W aHaJIW3a MOJIYYCHHBIX TaHHBIX.

Y4YacTHUK JOJDKEH:

. [IpuMeHuTh MexaHU3MbI CO37aHus (GUIBLTPOB JIJISl aHAIM3a IEPEXBAUYECHHOTO
TpadrKa 1 BbISIBICHHBIX UHI[UCHTOB;

. [ToaroToBUTH AETAIM3UPOBAHHBIE OTYETHI O HAPYIICHUSX;

. [IpoBecTu KIaccU(pUKALUIO YPOBHS YIPO3bl HHIIUJICHTA;

. Hcnonp30BaTh AOMOJHUTENBHBIX MOAYJIH aHAIN3a HHPOPMAIIMOHHBIX
MOTOKOB, €CJIM 3TO MPOJAUKTOBAHO OCOOCHHOCTSIMH MOJENIM OPTaHU3AlMU U YCIOBUSIMU
eé OusHeca;

. Pa3paboTaTh m1aH 1o AajbHENIIEMY paccieOBaHUIO BbISIBIIEHHBIX

MHIIMJICHTOB U IPOTUBOICHUCTBUIO HAPYIIUTEIISM C OIIOPOI Ha HOPMATUBHYIO 0a3y;
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B JaHHOM pasAacic OIPCACICHBI KPUTCPHUHU OLCHKH W KOJIMYCCTBO HAYHCIIACMBIX

0aioB (00beKTUBHBIC) TabauIa 2. OO0Iee KOJTUYeCTBO 0aIOB 3ajaHUs/MOYJIS 110 BCEM

KpUTEPUSM o1leHKHU cocTasisieT 100.

Ta0muma 2.

Paznea

Kpurepuii

Ouenku

MHueHue
cyaeu

Oo0beKkTUBHAA

Oo01mas

Opranu3zaiust padoThl U
yIpaBJiieHUE

5,00

5,00

YcraHoBka,
KOH(QUTYpUpOBaHUE U
yCTpaHEHue
HEHUCIIPABHOCTEM B
CUCTEME KOPIIOPATUBHOU
3aIUTHI OT BHYTPEHHUX

yrpo3

14,00

14,00

Uccnenosanue (ayaur)
OpraHu3aliy C UEIbI0
3aIUTHI OT BHYTPEHHUX

yrpo3

5,00

6,00

11,00

Pa3paboTka moinuTuk
0€30MacHOCTH B CUCTEME
KOPIOPATUBHOM 3alIUTHI
uH(pOopMaIuu OT
BHYTPEHHHX yTPO3

20,00

20,00

TexHonornuu a”Haiuza u
3aIUATHI CETEBOTO
Tpaduka

27,00

27,00
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F TexXHOJIOrNH ar€HTCKOTO
MOHHUTOPHUHTA 14,00 14,00
G AHann3 BHISBIIEHHBIX
WHIIUIEHTOB 8,00 8,00
Htoro = 100 100

Cy0bexTuBHbBIC OLeHKH - He npumenunmo.
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