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1. BBEAEHUE

1.1. HA3BBAHUE ¥ OIUCAHUE MTPO®ECCHUOHAJIBHON
KOMIIETEHIIMHN

1.1.1 Ha3Banue mpodeccnoHanIbHOM KOMIETEHIINH:

«KopnopatuBHasi 3ammra OT BHYTPEHHHX Yrpo3 HHGOPMalMOHHON
0e30MacHOCT.

1.1.2 Onwucanue npodeccuoHaNbHON KOMIIETEHIINH.

B Hamm gHM ogHMM K3 HauboJee aKTyalbHBIX BOIPOCOB 3alllUThI
KOPIOpaTUBHON MHpOpMalMK — obecriedeHre 6e30MacHOCTH OT BHYTPEHHUX yTeUeK
0 TeXHWYECKUM KaHajmaMm cBs3u. OpHa W3 TJaBHBIX YIPO3 KOPHOpaTHUBHOU
MH(POPMALIMOHHON 0€30IaCHOCTU — HENPaBOMEPHBIMHU JEHCTBUSMHU COTPYIHHUKOB
(T.H. WHcalfepoB), NPUBOAAIIME K TMOTepe KOH(PUACHUUATHHBIX JaHHBIX,
COBEpIIeHHbIE KaK LeJeHaNpPaBIeHHO, TaK U M3-3a XaJaTHOCTH, HEBHUMATEJIbHOCTU
WJIM He3HaHUs dJIeMEHTapHbIX MpaBuUil 0e30MacHOCTU npeAnpusatus. MiMmeHHo «Ha ux
COBECTH» OOJIBLIMHCTBO TPOMKHUX Kpak JaHHBIX, 3a(DUKCHPOBAHHBIX 10 BCEMY MUPY B
nocneaHue roasl. [ IpuunHoi yTeuek Takyke MOTYT ObITh A€HCTBUS TOCTOPOHHUX JIMLL,
HAXOSIIUXCSl HA TEPPUTOPUH MPEANPUSATUS U UMEIOIIUX JOCTYN K BBIUNCIUTEIHHO-
ceTeBoil MHppacTpyKType (KIMEeHTbI, MOCTABUIMKKA U T.M.). YTEUKH HH(OpMALNU
MOTYT MOPOAUTH LIeNbIH psJ Ipobdem:

1. YTeuka nepcoHadbHBIX JaHHBIX. MOXeT MoBjedb 3a cO00I Kak CaHKIUU CO
CTOPOHBI KOHTPOJUPYIOLINX OPraHOB, TaK U OTTOK KJIMEHTOB, CBSI3aHHBIN ¢ yTpaToi
JOBepusl K KOMITaHUU.

2. VTedka KOMMEpYECKOW TaWHBI W HOy-Xay. YTedka HHPOpMamuu o0
WHBECTUIIMOHHBIX IUIaHAaX, MapKEeTHHIOBBIX IporpamMmax, WHHOBALUAX, JaHHbBIX
KIIMEHTCKOM 0a3bl CIIOCOOHA MPUBECTH K CPBIBY BKHBIX U MPUOBLITLHBIX MPOESKTOB.

3. VYreuka cuyxeOHoil mnepenucku. CmykeOHas Tiepenucka MOXeT aTh

KOHKYpPE€HTaM MHOTI'O I/IH(l)OpMaL[I/II/I O CUTyallr B KOMIIaHHWH.
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4. YTeuku B mpeccy. MoryT nosieys 3a coOOM pasrialleHrne KOMMepYecKou
TaliHbI OpraHU3alu.

5. Yrteuka uHpOpMamuu o cucreMe Oe3omacHOCTH. OTKpbIBAeT MIMPOKHUE
BO3MOYXHOCTH 7151 I€SITEIbHOCTH KPUMUHAIBHBIX CTPYKTYP.

6. YTeuka cBeJIeHUI, COCTABIISIFOLIMX FOCYJaPCTBEHHYIO TallHy U T.J.

Heo6xoamumMocTh 3auThl OT BHYTPEHHUX U BHEIIHUX yTPo3 WH()OPMAIMOHHOM
0e30macHOCTH He TOJIbKO JJOKa3aHa Ha MpakTHKe, HO M YHNOMSIHYyTa B KIIIOUEBBIX
MeXAYHApOAHBIX CTaHAApTaX MO OpraHU3alMd U MEHEIKMEHTY WH(OpMalnoOHHON
6e3onacHoctu (Harpumep, B ISO/IEC 27001).

TexHomornM KOPHopaTUBHOM 3alUTHI OT BHYTPEHHUX YTpo3 MHPOPMAIIMOHHON
Oe3onmacHocTH, oTHocsmmecs K kmaccy Data Leak Prevention (DLP) mo3Bossitor
BBISIBJISITH M MPEJOTBpAIllaTh yTeUYKM KOHPUACHIMAIbHOW HHOpManuu u
NEePCOHANBHBIX JaHHBIX, 3aIMIIATh KOMIAHUM OT MOIIEHHHWYEeCTBa, BOPOBCTBA U
KOppYMINH, JeTeKTUPOBATh HEMpaBOMEpPHbIe NEWUCTBUS COTPYIHUKOB U HEIEIeBOe
MCIIOJIb30BaHUE KOPIOPATUBHBIX pecypcoB. CHCTeMbl KOPIIOPAaTUBHOM O6e30macHOCTH
MO3BOJISIOT OJHO3HAYHO BBISIBISTH WHUUACHTHI M JAIOT BECh HEOOXOAWMBIN HabOp
WHCTPYMEHTOB JJi TIPOBEJIeHUs] BHYTPEHHHUX pacclieJOBaHUN U JayibHeiien
MPaBOBOM 3aIIUTHI KOPIIOPATUBHBIX HHTEPECOB.

Crenuanuctel MO KOPHMOPATUBHOM  0€30MacHOCTH  JTOJMKHBI  00JanaTh
TEOPETUYECKUMH 3HAHUSIMU TI0 0O0ecleyeHHI0 KOPIMOpPAaTUBHOM 3allUThl  OT
BHYTPEHHHX YTPO3, IOHUMATh ACTIEKThI IPUMEHEHHS] HOPMAaTUBHO-TIPABOBOM 0a3bl JIsI
KJ1accu(UKaAIMU U pacciieIoBaHMs UHIIUJIEHTOB, B COBEPIIEHCTBE BIaIeTh CUCTEMaMU
Y TEXHOJIOTUSIMU JJISl JOCTUKEHUS 1eJIeil 3aUThl.

Heotbemiiemoit yacTeio paboT 1o oGecreueHno KOPIopaTUBHOM 0€30MacHOCTH
OT BHYTPEHHUX YyTeueK SBISETCS IMpOBeJAeHHEe BCEro KOMIUIeKCa TEeXHUUECKUX
MEpOTIPUSTHIA TI0 aHAIIN3Y MTOTOKOB JIAHHBIX, KaK [MUPKYIUPYIOIINX BHYTPH ITEPUMETPa
3aIuIaeMoil HHPOPMAIIMOHHOW CHUCTEMBI, TaK W TepeceKaromux ero. s 3Toro
CMEIUAUCThl JODKHBI yMETh IPOBOJWTH BeChb IUKI paboT IO YCTaHOBKE,

pa3BEPTHIBAHUIO, HACTpOiiKe, ucmonb3oBaHuio DLP-cuctem, Bkitouas pa3paboTKy
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MOJINTUK WH(OPMAIMOHHOW 0e30MacHOCTH, KIACCU(UKAIIUI0 OOBEKTOB 3alllUTHI,
MpUMEHEHUEe TEeXHOJOrud (UIbTpALMK Pa3IMYHBIX BUJIOB Tpaduka, (GUIbTpPALUIO
NepexBaueHHOTO Tpaduka i TIOWCKAa HAWJGHHBIX WHIUJCHTOB, BbIIAUY
paspelieHus/3anpelleHus Ha J0CTaBKy Oonpe/eleHHbIX JaHHbIX, aHaIU3 COJIePKUMOro
NepexBaueHHOro TpaduKa ¢ LeJbl0 BbISBICHUS HApyLIEHUH KOPIOPaTUBHOM
MOJINTUKY 0€30MMacHOCTH, AMATHOCTUKY pabOTOCIIOCOOHOCTH, | T.II.

BaxnubiM HampaBineHueMm oOecriedeHUs: 0O€30MacHOCTH  KOPHOpPaTUBHOMN
uHQoOpMaIMu — peaju3anys [PO3PAdHOTO  JIOCTYNMa K  TEepPUTOPUATHLHO-
pacmnpeiesieHHbIM HH(OPMAIIMOHHBIM pecypcaM KOMITaHUH Yepe3 CeTH CBSI3H O0IIero
nonb3oBaHusi, B ToM uucie HWMuHtepHer. [[ns 3amuTel nepenaBaeMbIX JaHHBIX
WCIIOJIB3yeTCsl TeXHOJOTMH BHpTyanbHOU dacTHOW cetw (Virtual Private Network,
VPN) u MexceTeBOro 3KpaHupOBaHMUs, BKIIFOYAS:

e 3amuTy UH$oOpMaINK, epeaBaeMoi Mo KaHalaM CBSI3H;

® 3alUTy CETU B LEJIOM, €€ CEerMEHTOB OT HEeCAaHKUHWOHWPOBAHHOIO
JOCTYTa, KaK U3 BHEIIHUX, TaK U U3 BHYTPEHHUX CeTel;

e KOHTpONb Tpaduka Mexnay yznamu VPN-ceTu, BKIrOYas (UIbBTpaIUIO
Tpaduka,

® CMOJIb30BaHHE B KayecTBE TPAHCIIOPTHOM cpedpl Nepedauyd AaHHBIX
KaHaJlbl ceTeil CBsI3U 0011ero Mojab30BaHus;

® BO3MOXHOCTbh MOJAEPHU3ALNH, MOAYJBHOTO HapaiuBanus VPN-cety;

e [IeHTpalnu30BaHHOE ynpasieHue VPN-ceTbo.

Jlns mpenoTBpalieHuss 1 MUHUMU3AIUU [TOCIECTBUM aTak Ha KOPIOPATUBHYIO
UHOPACTPYKTYPY U OOBEKTHI 3aIIUTHI, HEOOXOIUMO WX CBOEBPEMEHHOE BBISIBIIEHUE U
MpaBUIIbHAS KiIaccH(UKAIUS ¢ WUCIIOb30BaHWeM TexHonoruid kimacca IDS (Intrusion
Detection System).

IToMrMO TmepedrCclIeHHOro, CIelHATUCT IO KOPIMOpaTUBHOW 0e30MacHOCTH
JIOJDKeH yMeTh MOJTOTOBUTH OTYETHI O HAWJIEHHBIX MHIUEHTAX (C OLIEHKOW ypOBHS
yIrpO3bl 1 HOPMATHUBHON OILIEHKON) MEHEDKMEHTY OpraHHU3alli, KOTOPYIO 3alllUIIaET,

a TaK)ke MPaBWJIBHO OLIEHUTH YIPO3bl U PUCKU MHPOPMAITMOHHOMN 0€30MacHOCTH.
.
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1.2. BA’/KHOCTb U 3BHAYEHHUE HACTOAIIEI'O IOKYMEHTA

JIOKyMEHT cOoIepXUT WH(DOPMAIMIO O CTaHIAPTax, KOTOPbIE MPEIbsBISIOTCS
YYaCTHUKAM [IJI1 BO3MOXKHOCTH YYacTHsl B COPEBHOBAaHUSX, a TaKXKe MPUHIIUIIHI,
METOJIbI M TPOILEIypbl, KOTOpbIe peryiaupyroT copeBHoBaHus. [lpm stom WSR
npu3HaéT aBropckoe npaBo WorldSkills International (WSI). WSR takke npuszHaér
npaBa MHTEJUIEKTyaTbHOM coOCcTBeHHOCTH W SI B OTHOIIIEHNY TTPUHITUIIOB, METOJIOB U
NPOLEAYP OLEHKH.

Kaxnprit aKcriepT v y9acTHHUK JAODKEH 3HATh M IOHUMATH JJaHHOe TexHudeckoe

OImMCaHucC.

1.3. ACCOIIMUPOBAHHBIE JOKYMEHTbDI

ITockonpky nanHoe TexHHWUeckoe OmMUCaHWE COACPIKUT JHIIh WH(HOPMAIIHIO,
OTHOCAIIYIOCS K COOTBETCTBYIOIEH MNpO(GecCHOHANbHONW KOMIETeHIMH, €ero

HE0OXO0IMMO UCIOIB30BaTh COBMECTHO CO CIAEAYIOUIMMU IOKYMEHTaMU:

o WSR, pernaMeHT poBeAeHNs YEMIIMOHATA;

. WSR, onnaiin-pecypcsl, ykazaHHble B JaHHOM JIOKYMEHTE.

. WSR, nonutrka 1 HOpMaTUBHbIE TTOJIOXKEHHS

o WNHeTpykuus 1o oxpaHe TpyJda M TeXHUKe Oe30MacHOCTU IO
KOMITETeHLIUH

Copyright © Coro3 «Bopiackuimic Poceusi» (Ha3BaHUE KOMIIETCHLMN) 6
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2. CIELHHU®UKALMSA CTAHAAPTA WORLDSKILLS (WSSS)

2.1. OBIIME CBEJEHUS O CIEINU®UKALIUA CTAHIAPTOB
WORLDSKILLS (WSSS)

WSSS onpenensier 3HaHne, NIOHUMaHUE U KOHKPETHbIE KOMIIETEHLIUH, KOTOPbIE
JexaT B OCHOBE JIyYIIHX MEXIYHApOJHBIX TMPAKTUK TEXHUYECKOTO U
npodeccMoHaNbHOIO YPOBHS BbINIOJNIHEHUs] paboTbl. OHa [OMKHA OTpakaTb
KOJUIEKTUBHOE 00Ilee TMOHMMaHWe TOTO, YTO COOTBETCTBYIOINAs pabouas
CNeNUaJIbHOCTh WK Mpodeccus MpeiCTaBseT JJisl MPOMBIIIIJIEHHOCTH U Ou3Heca.

Llenpto copeBHOBaHUS MO KOMIETEHIIMH SIBISIETCS JAEMOHCTpAaLUsl JIyYIIHX
MEKIYHApPOAHBIX MPAKTUK, Kak onucaHo B WSSS u B Toil cTeneHu, B KOTOpOH OHU
MOTYT OBITh peann3oBaHbl. Takum obOpazom, WSSS sBisieTcs pyKOBOACTBOM IO
HEOOXOIMMOMY OOYUYEHUIO U MOATOTOBKE /71l COPEBHOBAHMI MO KOMITETEHIUH.

B copeBHOBaHMSIX 10 KOMIIETEHIIMM TIpOBepKa 3HAHUW W TOHUMaHUS
OCYLIECTBJISIETCS. TOCPEICTBOM OLEHKHU BBIMOJHEHUS! MPAKTUYECKOW paboThI.
OTaenpHBIX TEOPETHUECKUX TECTOB Ha 3HAHHE U MOHMMaHHe He MPeyCMOTPEHO.

WSSS paznenena Ha yeTkue pas3ziesibl ¢ HOMepaMu U 3aroJIoBKamH.

Kaxxmomy paszeny Ha3HaueH MPOIEHT OTHOCHTEIHHOW BaKHOCTH B paMKax
WSSS. Cymma Bcex mpoiieHTOB OTHOCUTENbHOM BaxkHOCTU cocTaisieT 100.

B cxeme BbicTaBieHHsI OLIEHOK M KOHKYPCHOM 33/IaHUH OLIEHUBAIOTCS TOJIBKO T€
KOMIMeTeHIMU, KoTopble u3noxkeHbl B WSSS. Onu nomxHbel oTpaxkarb WSSS
HACTOJIbKO BCECTOPOHHE, HACKOJBKO JOIMYCKalOT OTpaHWYEHHUS COPEBHOBAHUS IO
KOMITETEHLIMH.

Cxema BBICTAaBICHUS OLIGHOK W KOHKypCHOe 3aZaHue OyIyT OTpakaTh
pacmpeneneHrde OLEHOK B pamkax WSSS B MakcuMaibHO BO3MOXHOM CTereHHU.
JlomyckatoTcst KonebaHus B npenaeniax 5% Mpu YCIOBUH, UTO OHU HE UCKA3ST BECOBBIE
K03 GUIIMEHTHI, 3adaHHble yeinoBuamMu WSSS.

Pasznen Baxunoctn
(%)

Oprannzanus padoThbl U YnpaBJieHHe 5%
.
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Crienanmict J0JKeH 3HATh U IIOHAMATh!

* Ilomumanme  npuHIMIOB  pabOTBl  CHENHAIUCTa IO
rH(pOpPMAIIMOHHON O€30MaCHOCTH U UX MIPUMEHEHHUE;

* 3HaHWe MPUHIIMIIOB U MOJIOKEHHUI 0e301acHoi paboThl B 00IIIEM
Y TI0 OTHOIICHHIO K KOPIIOPATUBHOM cpejie;

* PersaMeHTHpYyIOIIIHE JOKYMEHTBHI B 00JacTd O€30MacHOCTH
MH(OPMAIIMOHHBIX CUCTEM;

* PernmameHTHpyOmUE TOKYMEHTHI B OOJACTH OXpaHBI Tpyna H
0€30IaCHOCTH KHU3HE I TEITLHOCTH;

* BaxHocTh Opranuzanuu Tpyaa B COOTBETCTBUU C METOIUKAMH;

*  MeTo/bl B TEXHOJIOTHH UCCIICOBAHUS;

* BaxsHocTh ympaBieHHS COOCTBEHHBIM INPO(ecCHOHATEHBIM
pa3BUTHEM;

*  Cxopocth m3MeHnenus: UT-cdeprr u o01actn nHOOPMAITHOHHOM
0€30MacHOCTH, a TAKXKe BAKHOCTh COOTBETCTBUS COBPEMEHHOMY
YPOBHIO.

* BaxzocTh yMeHHS ciymarh coOecelHHKa Kak  dYacTu
3¢ deKTUBHON KOMMYHUKAIINH;

* Poym u TpeGoBanus Koiuter u Hamboiee F(PHEKTUBHBIE METOIbI
KOMMYHUKAITUH;

*  BaxHOCTH OCTPOCHHUSI U MTOAICPIKAHUS TIPOTYKTHBHBIX pab0Inx
OTHOIIEHHH C KOJUIETaMU M YIIPaBJISIFOIIAMH;

* CnocoObl pa3pelieHdss HENOHWMaHUS ¥ KOH(IUKTYIOIIHX
TpeOOBaHMIA;

* Meronbl ympaBieHHS CTPECCOM W THEBOM IS pa3pelieHus
CJIOXKHBIX CUTYAIIHA.

Crnenuanuct JOJKEH YMETh:
* TlogmepxuBath Oe30MACHYIO, aKKYPATHYIO U 3P PEKTUBHYIO
pabouyio 30HY;
* Hcnosb3oBaTh Bce 000pyI0BaHUE U ITPOTpaMMHOE O0ecriedeHne
0€30IacHO ¥ B COOTBETCTBUH C HHCTPYKIIMSIMU TIPOU3BOTUTEIIS;
* CregoBath IpeIMUCaHUSIM B 00JIACTH OXPaHBI TPyJa U 0€30MacHOCTH
KH3HEICSTeITHHOCTH;
*  PerysspHo maHUpOBaTh CBOIO pabOTy M KOPPEKTHPOBATH IIAHBI B
COOTBETCTBUH C U3MEHSFOIIUMUCS IPHOPUTETAMU;
* TlonnepxuBath pabodee MECTO B JOJDKHOM COCTOSIHUW H TTOPSIZIKE.
*  JIeMOHCTPHPOBATH Pa3BUTHIC CIIOCOOHOCTH CIIYIIATh U 3a]1aBaTh
BOTIPOCHI JIst 60JIee TIIyOOKOTO TIOHUMAHUS CJIOKHBIX CUTYAIUH;
* BricTtpauBarh 3¢ pekTHBHOE THCEMEHHOE U YCTHOE OOIIEHUE;
[ToHUMATh U3MEHSIONIHECS TPEOOBAHKS U ATalITHPOBATHCS K HHM;

YcranoBka, KOHGUIypHpOBaHHE H YCTPAHEHHE
HEHUCIPABHOCTEH B cHCTEME CHCTEM KOPIMOPATHUBHOM 3alIMThI

OT BHYTPEHHHX YIpo3
Crienanmict JODKeH 3HAaTh U IIOHUMATH!
* (CereBoe OKpYKEHHE;
* (CereBble MPOTOKOJIBI,
* 3HATh METOJIbI BEISBIICHUS M TOCTPOSHUS ITyTEH JIBIKCHHUS
vH(pOpMAaIUY B OpraHU3aII;

Copyright © Coro3 «Bopiackuiuic Poceusi» (Ha3BaHUe KOMIIETECHLMN) 8
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[Toaxonp! K MOCTPOEHUIO CETH U KaK CETEBbIE YCTPOHCTBA MOTYT
OBITH HACTPOCHHI JIJIS 3PPEKTUBHOTO B3aUMO/ICHCTBHS,

Tunbl ceTeBBIX YCTPOUCTB;

Pa3nooOpa3ue onepanoHHbIX CUCTEM, UX BO3MOKHOCTH C TOUKH
3peHus UCTIOJIH30BaHUS TOJIH30BATENISIMU U AJIs Pa3BEPTHIBAHUS
KOMITOHEHT CHUCTEM 3alllUThl OT BHYTPEHHUX YIPO3;

[Iponecc BbIOOpa MOIXOIAIIMX APAaiBEPOB U TPOrPAMMHOTO
oOecrnedeHus Uil pa3HbIX THIOB alllapaTHBIX CPEJICTB U
OIIEPAIIMOHHBIX CUCTEM;

BaxknocTh cieioBaHus HHCTPYKIUSAM U IIOCIEICTBUS, IICHY
NpeHeOPEIKEHUS UMH;

Mepbl Ipe0CcTOPOKHOCTH, PEKOMEHTyeMbIe K TPUHSITHIO Tepet
yctanoBkoi 110 mim 0OHOBIEHHEM CUCTEMBIL;

Oranbl yCTaHOBKH CUCTEMBI KOPIIOPATUBHON 3alIUTHI OT BHYTPEHHUX
YTpos;

3HaTh OTJINYMSI PA3JIMUYHBIX BEPCUM CHCTEM KOPIIOPATUBHOM 3aIUThI
OT BHYTPEHHUX YIpO3;

3nath Kakue CYB]I mogmaepkuBaroTCsl CHCTEMOIH;

3HaTh Ha3HAYeHHE Pa3IMUHbIX KOMIOHEHT BEPCHUI CUCTEM
KOPHOPaTHUBHOMU 3aIIUTHI OT BHYTPEHHUX yTPO3;

3HaTh TEXHOJIOTMH IIPOTPAaMMHOM U allliapaTHON BUPTyaJIn3allliu;
3HaTh 0COOEHHOCTH padOTHl OCHOBHBIX THIIEPBU30POB (MOHHUTOPOB
BUPTYyaJIbHBIX MalllMH), TakuX Kak VirtualBox, VM Ware
Workstation;

[ensr TOKyMEHTHPOBAHHUSI IPOIIECCOB OOHOBIICHUS U YCTAHOBKH.
BaxxHOCTB CITOKOWHOTO U CPOKYCHPOBAHHOTO MOIX0/1a K PEIICHUIO
poOJIEMBI;

3naunmocth cuctem UT-6e30macHOCTH U 3aBUCUMOCTh
TIOJIB30BATENIEW M OPraHU3aluil OT WX JIOCTYITHOCTH;

[TonmynspHbIe anmapaTHble ¥ MPOTPAMMHBIE OIITHOKH;

3HaTh pa3elbl CUCTEMBI KOPIIOPATHBHON 0€30MacHOCTH, KOTOPBIE
OOBIYHO HUCIIONB3YeT CUCTEMHBIN aJIMUHUACTPATOD;
AHaTUTHYeCKU U JUArHOCTUYECKUH MOIXObI K PEIICHHIO
po0eM;

['panuiel coOCTBEHHBIX 3HAHWHN, HABBIKOB U IOJTHOMOYHIA;
Curyanuu, TpeOyrolye BMEIaTeIbCTBa CIIYKOBI MOAIEPIKKH;
CrangapTHOE BpeMs peleHus] HarnOoJiee MOMyJIIPHBIX TpodIieM.

Crenmanuct JT0JDKEH YMETh:

HuTepnpeTHpoBaTh MOJIB30BATEIBCKHIE 3aITPOCHI M TPEOOBAHUS C
TOYKHU 3PEHUS KOPIIOPATUBHBIX TPeOOBAHMUI;

[TpuMeHsTh Bee TUIIBI KOH(GUTYpanuii, IpOrpaMMHBIE U aliapaTHbie
OOHOBJICHHSI HA BCE THIIBI CETEBBIX YCTPOUCTB, KOTOPBIE MOTYT OBITh
B CETEBOM OKPY)KCHHH;

HactpauBath ceTeBbIe yCTPOUCTRA;

AJIMUHHACTPUPOBAHUE aBTOMATU3NPOBAHHBIX TEXHUYECKUE CPEJICTBA
yIpaBlIeHUs ¥ KOHTPOJIS HHpOopManuu U HHHOPMAITHOHHBIX
MTOTOKOB;

HaBbIkH CHCTEMHOTO aIMUHUCTPUPOBAHHUS B ONICPAIIMOHHBIX
cuctemax Windows Server u Linux Red Hat Enterprise Linux;
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VYcTaHOBKa CepBEPHON YaCTU CUCTEMbl KOPIIOPATUBHOM 3aIIUTHI OT
BHYTPEHHUX yTPO3;

Ycranoska CYB/] paznuunoro Buja;

YcTraHoBKa areHTCKOM 4acTH CUCTEMbBI KOPITOPATUBHOM 3aIUTHI OT
BHYTPEHHUX YTPO3;

3amycK roCcTeBhIX BUPTYaJIbHBIX MAIIUH M IIPaKTHYEeCKas paboTa ¢
HUMU C UCIIOJIb30BaHHUEM COBPEMEHHBIX TMIIEPBU30POB;

Hactpoiika oTie1bHBIX KOMIIOHEHT CUCTEMBI KOPIOPATUBHOU
3alUThl OT BHYTPEHHUX YTPO3 U CUCTEMBI B LIEJIOM;

Hcnosnp30BaTh JOMOJIHUTENIBHBIE YTUIUTHI €CJIM 3TO HE0OXO0UMO;
YMeTh npoBepsITh paboTOCIIOCOOHOCTH CUCTEMBI U BBISIBIISATH
HEUCIPABHOCTH, YCTPAHATh IPOOJIEMBI U IPOBOJUTH KOHTPOJIbHBIE
MIPOBEPKH;

[ToaxonuTk K mpobsieMe ¢ HeOOXOAUMBIM YPOBHEM YBEPEHHOCTH JIJISI
YCIIOKOEHHSI TI0JIb30BATEIS B CIIydae HEOOXOIUMOCTH;

YMeTb CKOHQUTYPHPOBATH CUCTEMY, YTOOBI OHA TIOTydalla TeHEBbIC
KOIIUU;

PerynspHo nmpoBepsiTh pe3yabTaThl COOCTBEHHOH paboTHI BO
n30exanne mpoodIeM Ha MOCIICTYIONTUX dTalax;

JleMOHCTpHUpOBATh YBEPEHHOCTh U YIOPCTBO B PEIIEHUH MTPOOIIEM;
BricTpo y3HaBaTh U MOHUMATH CYyTh HEUCIIPABHOCTEH U pa3pelarhb
UX B XOJI€ CAMOCTOSTEIILHON yIpaBlIsieMOl paboThI, TOYHO
OIUCHIBATH MPOOJIEMY U JOKYMEHTHUPOBAThH €& pelIeHue;
TimarenbHO pacciaeoBaTh U aHATU3UPOBATh CIOXKHbIE,
KOMIUJIEKCHBIE CUTYalluU U MPOOIeMbl, IPUMEHSITh METOUKH OUCKA
HEHUCIIPaBHOCTEH;

Bri6upats 1 npuauMaTh nuarsoctupytomiee [10 u mHCTpyMeHThI
JUISL TIOMCKA HEUCIIPABHOCTEM;

3 \ O0ciienoBanue o0bekTa HHGOPMATH3ALMHU
CHGHH&HI/ICT JOJDKCH 3HaTh U IOHUMATh:

TunoBble OpraHu3allMOHHO-IITATHEIE CTPYKTYPbl OpraHU3aIuii
Pa3IMYHBIX cdep AeATeIbHOCTH U pa3Mepa;

TunoBoit HabOp 0OBEKTOB 3AMUTHI, TPUOPHUTETHI JOCTYIIA K
nH(pOpMaIINHU, TUIIOBBIE POJIH MOJIb30BaTENCH;

Kanane! nepeiaun JaHHBIX: ONpe/ieNICHNE U BUIBL;

[Tomxoap! 1 METO BT 0OCIeToBaHHs 00BEKTa HH(OPMATH3AINH JIJIS
MOCIIEAYIOLIEN 3alUThI;

CereBble yCTpOICTBa, KOTOPBIE MOTYT OBITh HCIIOJIH30BaHbI KaK
WCTOYHUKU COOBITHH JUISI aHAIIN3A;

®dopMupoBaHue mpoiieccoB u npoueayp ayaura Ub.
OO0cne0BaHe KOPIIOPATHBHBIX HH()OPMAIIHOHHBIX CHCTEM.
CocTtostHEE KOPITOPATHBHON HH()OPMAITHH.

WHCTpYMEHTHI M TEXHOJIOTUH 0OecieYeHus] KOPIOPATUBHOM 3aIUThI
OT BHYTPEHHUX yTPO3.

Kputepun 3¢ dekTHBHOCTH MPpOEKTa 1Mo 00ecIeYeHUIo
KOPIIOPAaTHBHOM 3aIIUTHI OT BHYTPEHHUX YIPO3.

[IpensiTcTBUS peanu3aiiu MPoeKTOB MO 0O0eCTIeUEeHUIO
KOPIIOPAaTHBHOM 3aIUTHI OT BHYTPEHHUX YIPO3.

| 1%
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Crnenuanict 10JDKEH YMETh:

[IpoBoauTh 06CIe0BaHNE KOPIIOPATUBHBIX HH()OPMAIIMOHHBIX
CUCTEM.

CamocTosATeNbHO H3YYHTh CTPYKTYPY OpraHH3aliy Ha OCHOBAaHHH
MOJIy4eHHBIX MaTepUajoB;

OnpenenuTb 0OBEKTHI 3aIUTHI, POJIU T0JIb30BaTEIICH, ITpaBa
JOCTYTIA;

BEISIBUTH TOTOKY TIepeiavun JAHHBIX ¥ BO3MOJKHBIE KAHAJIBI YTEUKH
nH(pOpMAIIHH;

CoznaTh 00BEKTHI 3alUTHL U MOMUTUKY Wb, Nconb3ys TexHoI0ruu
aHaJM3a B CHCTEME KOPIIOPATHBHOM 3aIUThI;

Ha ocHOBaHMM COOCTBEHHOTO aHAIN3a, YMETh CBSI3aTh TPEOOBAHHUS
HOPMAaTUBHO# 0a3bl, CTPYKTYPY OpraHU3aIlNH, BEISIBJICHHBIE YTPO3HI,
OOBEKTHI, PO OE30MaCHOCTH JUISI TOCTPOSHHSI aKTyaTbHBIX MOTUTHK
0E30IMaCHOCTH;

3a0KyMEHTHPOBATh H YMETh TPE/ICTABUTH PE3YIIbTATHI
oOcrenoBaHus (ayauTa), BKIIOYAs MOTOKHU JTaHHBIX, TOTEHI[UAIbHbBIE
KaHaJIbI YTEUEK, POJTH MOJIb30BaTelNeil, 00BeKThI 3aIIUTHI U T.11.

4 | PazpaboTka noJIMTHK 0€30MACHOCTH B CHCTEMe

KOPNOPATHBHOM 3alIUTHI HH(POPMALIUH OT BHYTPEHHHUX YIrpo3
CroenuaincT TOJDKEH 3HATh U ITIOHUMATh:

Texnonoruu paboThI C MOTUTUKAMH HH(POPMAITMOHHOM
0E30IMaCHOCTH;

Co31aHne HOBBIX MOJIMTHK, MOAM(HUKAIINS CYIIECTBYIOIINX;

OO01mye NpUHIUIEI TPH paboTe MHTep(HEercoOM CUCTEMBI 3aIUTHI
KOpHOpaTHBHOU WH(GOPMAITUH;

OOBEKTHI 3aITUTHI, IEPCOHBL;

KitoueBble TeXHOIOTHY aHam3a Tpaduka;

Tunoble MPOTOKOJIBI M IOTOKH JIaHHBIX B KOPIIOPATUBHOI cpejie,
TaKMMH KaK:

KoprnoparuBHas moura (mporokoist SMTP, ESMTP, POP3, IMAP4)
BeO-I10YTa;

WHTepHET-pecypehl: caiThl, 0J10TH, GOPYMBI U T.J. (TIPOTOKOJIBI
HTTP, HTTPS);

COILIMAJIbHBIE CETH;

naTepHeT-MecceHKepbl: OSCAR (ICQ), Telegram, Jabber, XMPP,
Mail.ru Arent, Google Talk, Skype, QIP;

MIPUHTEPHI: TIeYaTh (aisIoB Ha JIOKATEHBIX H CETEBBIX IPUHTEPAX;
JTFOOBIE CheMHBIE HOCUTENN U YCTPONCTBRA;

Oco3HaH#e BAXXHOCTH MOJHOTHI TOCTPOSHUS MOJUTHK 0€30MMacCHOCTH
JUTSL BBISIBIICHHSI BCEX BO3MOJKHBIX HHITUICHTOB U BBISIBIICHHS (DaKTOB
yTeueK;

Twurb! yrpo3 nHGOPMATMOHHOMN 0€301TacCHOCTH, THUITHI HHIIAICHTOB,
Texnonornii aHamm3a Tpaduka npu padoTe NOTUTHKAMHA
nH(OpPMAMOHHON 6E30MaCHOCTH B CUCTEME KOPIOPATHBHOM
3aIUThI HTHPOPMAITUH;

OcHOBHBIE pa3ziebl U 0COOCHHOCTH paboThI HHTEpdeiica
YIIPaBJICHUS] CHCTEMBI KOPIOPATHBHOM 3alTUTHI HH()OPMAIIHH;

20%
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*  AnropuT™ AeHCTBUil IIpH pa3pabOTKe U MCIIOIH30BAHUH OIUTHK
0€30IacHOCTH, OCHOBBIBASICH Ha PA3IMYHBIX TEXHOJIOTHIX aHAIN3A
JTAHHBIX;

* TunoBble cUTHATYPHI, UCTIOJIB3yEMBIE JUIS AETCKTUPOBAHUS (aiiioB,
UPKYJTUPYIOUIMX B CUCTEMaX XPaHEHUs U Iiepeladud KOPIIOpaTHBHOU
nH(pOpMaIIHH;

*  Poip GuIBTPOB IpU aHAIN3E MIEPEXBAYCHHOTO Tpaduka;
Texandeckne orpaHuYeHNS MEXaHW3Ma (pUIBTpaIH, ero
NPEUMYIIECTBA U HETOCTATKH;

* Pasnensl cucTeMbl KOPIOPATUBHOM 0€3011aCHOCTH, KOTOPBIE
UCTIONIB3YIOTCS OQHIIepoM Oe30acHOCTH B IOBCETHEBHOI paboTe;

*  Ocobennoctu o6pabotku HTTP-3anpocoB u nucem, oTripaBiisieMbIxX
C TIOMOIIIBIO BEO-CEPBUCOB;

* TexHonmorun aHanu3a KOPIOPATHBHOTO TpaduKa, HCIOIb3YEMbIC B
CHCTeMe KOPIIOPATHBHOM 3aIuTe HH(pOopMaIuy;

Crenuanmuct T0JDKEH YMETh:

* Co3narh B CHCTEME MAaKCUMAJIBHO TTOJIHBIN HA0OP TIOJTUTHK
0€30MacHOCTH, TIEPEKPHIBAIOIINN BCE BO3MOKHBIE KaHAITHI ITepeIadn
JTAHHBIX ¥ BO3MOJKHBIC UHIIH/ICHTHI;

* Pabota ¢ pa3zienomM TeXHOJIOTHH CHCTEMBI KOPIOPATHBHOM 3aIlATHI:
KaTeropuu U TEPMUHBI, TEKCTOBBIE OOBEKTHI,

* Pabota ¢ coOBITHSIMHU, 3aIIPOCHL, 0OBEKTHI IIEpexBara,
UICHTUDUKAIHS KOHTAKTOB B COOBITHH;

* Pabota co cBo/IKaMu, BHJIKETaMH, CBOJIKAMU;

* Pabota ¢ mepconamu;

e PaboTa ¢ 00beKTaMH 3alUTEL;

* IIpoBecTn UMHTAIIUIO TIpoIIecca YTEUKH KOH(PHICHITNATHHOM
nH(pOpPMAIIUU B CHCTEME;

* Co3narh HEMPOTUBOPEUHBEIC MTOJTUTHKH, COOTBETCTBYIOIINE
HOPMATHUBHO#M 0a3e W 3aKOHOIATEIbCTBRY;

*  3aJ0KyMEHTHPOBAThH CO3JIAaHHBIE MTOJUTHKH HCIIOIB3YS B
COOTBETCTBHUH C TPEOOBAaHUSIMH COBPEMEHHBIX CTaHAAPTOB B 00JIACTH
3aIUThl HHPOPMAIIHH.

* Pabota ¢ xaTeropusiMu u TEpMHUHAMU;

* Hcnosp3oBaHue perysiipHBIX BRIPAKCHUH;

* Vcnonb3oBaHre MOP(OIOrHUECKOTO MTOUCKA;

* Pabota ¢ rpapuyecKUMU OOBEKTaAMH;

* Pabora ¢ BeITpy3KaMu 1 0a3 JaHHBIX;

* Pabora ¢ nmeuarssmMu 1 OJJaHKAMH;

* Pabora ¢ paitIoBEIMH THIIAMHU;

* D¢ eKTUBHO UCTIOIH30BATh MEXaHU3MBI CO3JIaHUS (PUIIBTPOB JIJIS
aHaJTN3a MepeXBaYeHHOT0 Tpa(uKa U BBISBICHHBIX HHIIUJICHTOR;

S \ TexHOJI0rHN AaHAJIN3A U 3aIHUTHI CeTeBOro Tpaduka
Crenanuct J0JKeH 3HaTh U TOHUMATh!
*  OpraHm3annoHHO-TEXHUYECKUE U MTPABOBBIC OCHOBBI HCIOJIH30BAHUS
AIIEKTPOHHOTO IOKYMEHTO00O0pOTa B MH(POPMAIIMOHHBIX CHCTEMAX;
*  CTpyKTypy BUPTyaJIbHOU 3alMINEHHON ceTH. Haznauenue
BHPTYaIbHOM 3armuineHHoi cetu. Ocodennoctu noctpoenus VPN-
cereii. OcHoBHBIE TUTIBI KIaccuukanuii VPN-cereit

| 27%
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TexHonoruu NOCTPOEeHUs BUPTYaIbHBIX 3aIUIIEHHBIX ceTel Ha
OCHOBE IIPOI'PaMMHBIX U IIPOTrpaMMHO-AIIapaTHIX PEeIIeHU;
KiroueBble kommmoHeHTEl VPN-ceTel;

Ocobennoctu VPN-ceTn 1 MeXaHU3MBI X YIIPABJICHHUS;
CoBpeMeHHbIe KpUNTOrpadudecKue arOPUTMBI.
Kpunronpogaitnepsl, Kpuntorpadpuyeckue HHTepHEHCh 1
OMOJINOTEKH;

Apxwurektypa, ocHoBHbIe koMrnoHeHThI PKI ux ¢pynkimm u
B3aMMOJICHCTBHE;

JKu3HeHHbI! UK KITIOUeH 1 cepTH(UKATOB;

DOnexTpoHHbIii ceprudurat kmouet D11, dopmuposanue,
MOJINMCaHNe U UCTIOJIh30BaHUE CePTU(UKATOB;

3ammra BUe0 U KOHPepeHINH TpUIoKeHuH;

Ha3nauenue n ocHOBHBIE clieHapu# TpuMeHeHus IDS-Texnonornii;
ApXUTEKTYpy U ocoOeHHOCTH BHeApeHus [DS-texnomoruni;
PacnipocTpanénnbie BEKTOpa aTak U ysI3BUMOCTH COBPEMEHHBIX
KOPHOPATHUBHBIX HHPOPMAIIMOHHBIX CHCTEM.

Crnenuanuct T0JDKEH YMETh:

OcyiecTBIATh pa3BEPThIBAHNE U aIMUHUCTpHpoBaHue VPN-ceThio
(mob6asnenue, yaaneHue, n3MeHEHHEe 0ObEKTOB CETH, HACTPOHKa
rapamMeTpoB paboThl, KOHTPOJIb PabOTOCIIOCOOHOCTH H JIp. ).
Oo6noenenue [10, ycTraHOBICHHOTO Ha y371aX 3allUIIIEHHON CeTH.
Pabotats 1 yjocToBepsIOIIel U KIF0YeBOM HH(OpMaIue.
®dopmupoBaHue U yIpaBlieHUE KIFOYEBOW CTPYKTYpOil ceTu.
W3nanue n ynpasieHue cepTuduKaTaMu 1MoJIb30BaTelNe.
Hacrtpausats 3amuty cermenToB [P-ceteit, koopanHaius paboThl
Y3JI0B 3aIUIICHHON ceTH. 3amuThl Tpadrka, epe1aBaeMoro 1o
OTKPBITHIM KaHaJlaM CBSI3H;

OcymIecTBIIATH 3alUTY OKOHEUHBIX pabounx mecT; KoHTposs
0JIb30BATEIbCKUX MPUIIOKEHUH;

Peann3oBBIBaTE MEXKCETEBOE B3aMMOICHCTBHE U TYHHEIMPOBAHUE;
Kommpomerarus pabouux mecT;

ObecneueHre MeXCETEBOTO SKPAHUPOBAHUS U KPHIITOTpadudecKoit
3aIUThl UHPOPMAITUH;

ITO s anexTpoHHOTO JOKyMeHTOoOOOpoTa B VPN-cuctemax
3amura cucteM, 00eCTIeUHBAIOIIUX TTOIIEPIKKY MTPOIIECCOB
MH(OPMAIIMOHHOTO B3aMMOICHCTBHSI

VYcTaHaBmBaTh U KOHQUTYPHPOBATE cCOBpeMeHHbIe IDS-crcTeMbl
KOPHOPATHBHOTO KJIacca B CETU MPEIITPHUITHSI;

BrIMoTHATE HACTPOUKY U TPOBEPKY pabOTOCIIOCOOHOCTH,
[IpoBOIMTH IeTEKTHpPOBAaHKE aTaK (MIOTEHIIUAIBLHBIX YTOPO3) B
PYYHOM, aBTOMATU3UPOBAHHOM U aBTOMATUYECKOM PEXHIME;
[TpoBOIUTE MPaBUIIEHYIO KIIACCH(DUKAIIUIO YPOBHS YTPO3BI
VHIUICHTA;

Hcnonp3oBark 6a36 KOHTEHTHOH (hUIbTpanuu;

Ncnonb30Bath JOMOIHUTENBHBIE MOYJIH aHATN3a
WH(POPMAIMOHHBIX TIOTOKOB, €CJTH 3TO MPOJIUKTOBAHO
O0COOEHHOCTSIMU YCIIOBUW BeJleHUs OU3HEca;
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6 | TeXHOIOrHH AT€HTCKOr0 MOHHTOPHHIA | 14%

CHCHI/IaJ'II/ICT JOJI’KCH 3HAaTh U IOHUMATh:

OyHKIUY areHTCKOI0 MOHUTOPUHIA;

OO1111e HaCTPOWKH CUCTEMBI aT€HTCKOTO MOHUTOPHUHTA;
Coenunenue ¢ LDAP-cepBepoM u cuaxponusanus ¢ Active
Directory;

[TomUTUKKM areHTCKOr0 MOHUTOPUHTIA, OCOOEHHOCTU UX HACTPOHKU;
Oco0eHHOCTH HAaCTPOCK COOBITUI areHTCKOTO MOHUTOPUHTA;
MexaHu3Mbl AUarHOCTUKK areHTa, OAX0bl K 3aIlUTe areHTa.

Crnenuanict 10JDKEH YMETh:

YcTaHoBKa ¥ HACTPOHKa areHTCKOT0 MOHUTOPHHTA;
Co31aHue MONATHK 3alIATHI HA areHTax;

PaboTa B KOHCOJIH yIIpaBJICHUS] areHTOM;

OunbTpanys cOObITHH;

Hactpoiika coBMeCTHBIX COOBITHI areHTCKOTO U CETEBOTO
MOHHTOPHHTA;

Pabora ¢ HOCUTENSIME U yCTPOWCTBAMU;

Pabora ¢ daitmamu;

KoHTposb npuioxeHuii;

Vckimouenne U3 coObITUH epexBara.

7 | AHaJIM3 BBISIBJIEHHBIX HHIHAeHTOB. [loagroroska oryeros,

KJIaccu(pukaums yrpo3 1 HHIUMACHTOB
CrenuaanucT J0KEH 3HATh U TIOHUMATD:

OCHOBHBIE MPABOBBIE MOHSATUS U HOPMATUBHO-TIPABOBbHIE
JIOKYMEHTBI, PETJIAMEHTUPYIOITNE OpTraHU3AIMIO KOPIIOPATUBHON
3aIUTHI OT BHYTPEHHUX YTPO3 B XO3SHMCTBYIOIINX CYOBEKTaX;
WNHcTpymeHTapwii, TEXHOJIOTHH, UX 00JIACTh TPUMEHEHUS 1
orpaHuuYeHus Ipu (GOPMUPOBAHUH KOPIIOPATHBHOM 3alTUTHI OT
BHYTPEHHUX YTPO3;

TumnoBoit makeT HOPMATHBHBIX JJOKYMEHTOB, HEOOXOIUMOTO JLIIsI
pa3BEPTHIBAHUS U SKCIUTyaTallMd CUCTEMBI KOPIOPATUBHOM 3aIIATHI
B OpraHM3aIuy;

Buibl TUIIOBBIX OTYETHBIX (POPM O BBISIBIIEHHBIX YTPO3ax
MHITUACHTAX

Tuns! yrpo3 nHGOPMAITHOHHOM OE30ITaCHOCTH, TTOHAMATh UX
aKTyaJlbHOCTh M CTETIEHb YI'PO3bI JUIsl KOHKPETHOW OpraHu3aluu;
[TornMaTh MOXOIBI K TIPOBEICHUIO pacciieIOBaHUS WHITAIEHTA
nH(OpPMAMOHHON 6E30MaCHOCTH, METOJIUKH OIIEHKH YPOBHS yTPO3;
Cucremsl DLP u TpeGoBanus 110 HHPOPMAITHOHHON 0€3011aCHOCTH.
KareropupoBanue uapopmaruu B PO.

IOpunnueckue Bompock! ucnoias3oBanus DLP-cuctem: muunas u
ceMcliHas TalHEL, TaiiHa cBI3M; ClleualbHbIC TEXHHUICCKUE
cpelncTBa

Mepsl o obecnievenuto puaudeckoit 3naanmocta DLP (Pre-DLP).

[IpakTuky npaBo NpUMEHEHUS MPU pacciael0BaHUN UHIIUJIEHTOB,

CBSI3aHHBIX C HAPYIICHUSIMH peXKUMa BHYTpEeHHEH WH(GOPMAITHOHHOMH

6e3omacunoctu (Post-DLP).

Crenuanmct T0JDKeH YMETh:
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* PaszpabaTpiBaTh HOPMATUBHO-IIPABOBBIE JOKYMEHThI
XO03UCTBYIOIIET0 CYOBEKTa [0 OpraHU3alNKA KOPIIOPATHBHOMN
3aIUTHI OT BHYTPEHHUX YTP03 HHPOPMAIMOHHOM 0€30MacHOCTH;

* IIpoBoauTh pacciieoOBaHNs HHIUICHTOB BHYTPEHHEN
UH(POPMAIIMOHHOM 0€30MacHOCTH ¢ COCTaBIEHUEM HEOOXO0IUMO
COIIPOBOJUTEIBHONU TOKYMEHTAINH;

* CoznaBarb OTYETHI O BBISIBJICHHBIX MHIUJIEHTAX, YIPO3ax U T.II.

* IlpeacraBnsiTh OTYETHI PYKOBOJICTBY, 0OOCHOBBIBATH [TOJIyUE€HHBIE
pe3yJbTaThl aHAIN3A.

Bceero 100%

3. OHEHOYHASA CTPATEI'MA U TEXHUYECKHUE
OCOBEHHOCTHU OLEHKH

3.1. OCHOBHBIE TPEBOBAHUASA

Crparerust ycTaHaBIMBaeT NPUHLUIBI M METOABl, KOTOPBIM JOJKHBI
COOTBETCTBOBATh OLIEHKAa 1 HauucieHue 6amios WSR.

DKcnepTHasi OLeHKa JIeXKUT B ocHOBe copeBHoBaHMT WSR. Ilo aToil npuuune
OHa SIBJISIETCS MIPEIMETOM MOCTOSIHHOTO MPO(ecCHOHABHOTO COBEPIIEHCTBOBAHUS U
TLIaTeJIbHOrO HccienoBaHus. HakomjeHHBI ONBIT B OLEHKe OyAeT ompenensTh
Oyaylee NCTIOIB30BaHUE U HATIPABIEHUE Pa3BUTHUSI OCHOBHBIX HHCTPYMEHTOB OLICHKH,
IpUMEeHseMbIX Ha copeBHOBaHMsIX WSR: cxema BbICTaBIeHUs OLIEHKH, KOHKYPCHOE
3a/laHue U nH(popmanroHHas cucteMma yemnuonata (CIS).

Ouenka Ha copeBHOBaHusIx WSR monagaeT B oAHY M3 ABYX KaTeropwuii:
u3MepeHue U cyjneiickoe peuieHue. s obenx KaTeropuil OLEHKHM HCIOJIb30BaHUE
TOYHBIX 3TAJIOHOB JJisi CPaBHEHHMs, MO KOTOPHIM OLIEHUBAETCA KaXIbld acCIeKT,
SIBJISIETCS CYLIIECTBEHHBIM JJIsl TapaHTUH KauecTBa.

Cxema BbICTaBJICHUS OLEHKM [JOJDKHA COOTBETCTBOBAaTh IPOLIEHTHBIM
nokazarensiMm B WSSS. KonkypcHoe 3amgaHue sBISIETCS CpPEIACTBOM OLEHKHU JUIsSt
COpPEBHOBAHMS IO KOMIIETEHLIMH, U OHO TaKXe JOJKHO cooTBeTcTBOBaTh WSSS.
Nudopmanronnas cuctema uemnuoHaTa (CIS) obecrmeurBaeT CBOEBpEMEHHYIO H
TOYHYIO 3alUCh OLIEHOK, 4YTO CIOCOOCTBYeT HaJJlexallled OpraHu3aluu

COPEBHOBAHHIA.
_____________________________________________________________________________________________________________|
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CxeMa BBICTaBJIEHHSI OLEHKM B OOIIMX 4YepTax SBIAETCS OINpeAeISIoLIIM
daktopom st mpoiecca paspaborku KonkypcHoro 3amanus. B mpouecce
nanbHei1e pazpaborku Cxema BbicTaBieHUs olleHKH 1 KoHKypcHoe 3aganue Oy 1yt
pa3pabaThiBaThCsl U Pa3BUBATLCS MOCPEACTBOM MTEPATUBHOrO Mpolecca sl TOro,
YTOObl COBMECTHO ONTUMHU3MPOBATh B3aMMOCBs3M B pamkax WSSS u Crparterun
ouleHKU. OHU NpPeCTaBIsAIOTCS HAa yTBepxKAeHHe MeHemKepy KOMIIETeHLIMH BMECTe,
YTOOBI IEMOHCTPUPOBATH UX KauyecTBO U cooTBeTcTBHEe WSSS.

JIyisi TIOBBITIIEHWS] OOBEKTUBHOCTA MW CIPABEIJIUBOCTH OIIEHKH Pe3yJIbTaTOB
BBITIOJIHEHNUS KOHKYPCHBIX 3aJaHMil B KOMIIETEHUMHW HCIOJIb3YIOTCS TOJBKO

0O0BEKTHBHbBIE KpUTCPHUH OLICHKH.

4. CXEMA BBICTABJIEHUSA OLHEHKHA

4.1. OBIIIME YKA3AHUA

B nanHOM pa3nesne onucbiBaeTcsi posib 1 MecTO CXeMbl BBICTABIICHUS OLIEHKH,
MPOLECC BBICTABIIEHUS SKCIIEPTOM OLIEHKM KOHKYPCAHTY 3a BBIIMIOJTHEHHE KOHKYPCHOTO
3a/laHus, a TaK)Ke IPOLEeAypbl U TpeOOBaHMs K BHICTABICHUIO OIICHKH.

Cxema BBICTaBJIEHMsSI OLEHKM  SIBJISIETCS. OCHOBHBIM  HMHCTPYMEHTOM
copeBHoBaHnit WSR, omnpenensisi coorBercTBue oneHkd KoHKypcHOro 3agaHus u
WSSS. Ona npennaznaueHna 11 pacnpe/esieHns 6aIoB M0 KaKJJOMYy OLlEHUBaeMOMY
acreKTy, KOTOPbII MOKeT OTHOCUTBCS TOJIBKO K oHOMY Moayimo WSSS.

Otpaxkast BecoBbie K03 uIneHThl, ykazanuble B WSSS Cxema BbICTaBICHUS
OIICHOK yCTaHaBlMBaeT mnapameTpbl pa3zpaborku KonkypcHoro 3ananus. B
3aBUCHMOCTH OT MPHUPOJBI HaBbIKa U TPEOOBAHUU K €ro OLIEHWBAaHUIO MOXET OBITh
MOJIE3HO M3HAuYaJbHO pa3zpaborarb CXeMmy BBICTABJIEHHUS OLEHOK Oojiee NeTajbHO,
YTOOBI OHA MOCITY’KUJIa PYKOBOJICTBOM K pa3pabotke KonkypcHoro 3ananus. B npyrom
ciydae pazpabotka KoHKypcHOTo 3amaHusl JOJMKHA OCHOBBIBATHCS Ha OOOOIIEHHOM
Cxeme BbIcTaBieHUsl ouleHKU. JlanpHeiimmas pa3pabotka KoHkypcHoro 3amanus
COMPOBOXKIaeTCs pa3padOTKOM acleKTOB OLICHKHU.

Copyright © Coro3 «Bopiackuimic Poceusi» (Ha3BaHUE KOMIIETCHLMN) 16
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B paspmene 2.1 ykazaH MaxkCHMaJIBHO JOITyCTUMBINA IIPOLEHT OTKJIOHEHMS,
Cxembl BbICTaBJeHUs OlLleHKM KOHKypcHOTO 3amaHusi OT JOJIEBBIX COOTHOIICHUH,
npuBeAeHHBIX B CienuuKanum CTaHapToOB.

Cxema BbICTaBJeHUs OlleHKH M KOHKypCcHOe 3aiaHue MOTYT pa3pabdaThiBaThCs
OJIHUM YeJIOBEKOM, I'PYIION SKCIIEPTOB WJIK CTOPOHHUM pa3zpabdoTtuukoM. [lonpobHas
1 oKoHYaTesbHast CxeMa BeICTaBIeHHs OlleHKH U KOHKypCcHOe 3a/1aHne, TOJDKHBI ObITh
yTBEPXkKJAeHbl MeHeKepoM KOMITeTCHITUH.

Kpome Toro, Bcem akcrmiepTam npeaiiaraetcsi IpeiCTaBIsITh CBOU TPEIJIOKESHUS
no paspabotke Cxem BbICTaBieHHUs OleHKM W KOHKYpCHBIX 3agaHuii Ha (opym
AKCIEPTOB JJIsI NaJIbHEHUIIIeTo UX pacCMOTpeHUsT MeHe»KepoM KOMITeTeHITUH.

Bo Bcex cnmydasx monHast 1 yTBepKaeHHas MeHemkepoM kommeTeHImu Cxema
BBICTABJICHUS! OLICHKHA JOJDKHA OBITh BBeJeHA B HWH(DOPMAIIMOHHYIO CHCTEMY
copeBHoBanuii (CIS) He MeHee ueM 3a JABa JHA JO Hayajla COPEBHOBaHWH, C
UCIIOJIb30BAaHUEM  CTAHJIAPTHOM  3yeKTpoHHOM Tabmuubl CIS  wim  gpyrux
COTJIACOBaHHBIX CIOCOOOB. [ TTaBHBIN DKCIEPT SABJSIETCS OTBETCTBEHHBIM 3a JAHHBIM
npotiecc.

4.2. KPUTEPUU OLIEHKH

B nmanHOM pazgene ompejeneHbl KPUTEPUH OLECHKA W KOJUYECTBO
BBICTABIISIEMBIX 0aioB (00BbeKTHUBHEIE). OO0Iee KOMMYEeCTBO OAIOB IO BCEM

KpUTepusM olieHkHu coctasisiet 100.

B JaHHOM pa3acii€ OIIUChIBACTCA POJIb U MECTO CxeMbl BBICTaBIICHUS OLICHKH,
MpouecC BbICTABJICHUA SKCIIEPTOM OLICHKHN KOHKYPCAaHTY 3a BBIITIOJIHEHNE KOHKYPCHOI'O

3a/IaHus, a TAKKE MMPOUCAYPhI U Tpe60BaHI/I$I K BBICTAaBJICHUIO OLICHKH.

Pasznen KpunTepuit Ouenkn
Oo0bexTHBHAS Oo6mas
A Opranuzanust paboThl U 5,00 5,00
yTnpaBJieHue
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B VYcraHoBka, KOHQUTypUpOBaHUE U 14,00 14,00
YCTpaHeHUe HeUCHpaBHOCTEN B
cucTeMax KOpHopaTUBHOM 3allUThl

OT BHYTPEHHMX yrpo3

C Hccenenosanue (ayaur) 10,00 10,00

OopraHusanuu € UEJbIO 3allUThl OT

BHYTPEHHHX Yrpo3

D PazpaboTka momuTHk 20,00 20,00
0e30IMMacHOCTH B CUCTEME
KOpPNOPaTUBHOM 3aLIUThI

MH(OpPMAaLMK OT BHYTPEHHHUX

yrpo3

E TexHoJIOrMM aHaIM3a 1 3al{UThl 27,00 27,00

ceTeBoro Tpaduka.

F TexHom0rnM areHTCKOro 14,00 14,00

MOHUTOpPHUHIa

G AHaIN3 BBIABJICHHBIX UHIMICHTOB 8,00 8,00

Hroro = 100 100

OcHoBHBIe 3arojoBKM CXeMbl BBICTABJICHHUS OIICHKHU SBISIOTCS KPUTECPUSIMHU
OIIeHKU. B HEKOTOPBIX COPEBHOBAHUSX MO KOMIMETSHITUN KPUTEPHUH OIEHKH MOTYT
COBMaJaTh C 3arojoBkamMu pasneioB B WSSS; B JIpyrux OHM MOTYT IOJHOCTBIO
otnnyaThes. Kak mpaBuiio, ObIBaeT OT MATH 10 JEBATH KPUTEPUEB OLIEHKH, ITPH STOM
KOJIMYEeCTBO KPUTEPHEB OIEHKH JIOJDKHO OBITh He MeHee Tpéx. HezaBucumo ot Toro,
COBITAJIAIOT JIM OHM C 3arojioBkaMu, Cxema BBICTABIICHHS OIICHKH JIOJDKHA OTPaKaTh
JI0JIeBble COOTHOIIIEHUS, yKa3aHHble B WSSS.

Kputepun orneHkn co3maroTcss JUIOM (TPYNIONW JIKIT), pa3pabaThIBAIOIINM
CxeMy BBICTaBJICHHUS OLIEHKH, KOTOPOE MOXET 0 CBOEMY YCMOTPEHHIO OINpeAesTh
KPUTEPHUH, KOTOPhIE OHO COYTET HanboJjee MOIXOISIIAMU TSI OIIEHKH BBITIOJTHEHUS

KonkypcHoro 3ananus.
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CBomnHasi BelloMOCTh OIleHOK, reHepupyemass CIS, BkiouaeT mnepeyeHb
KpUTEpHUEB OLICHKHU.

KonnyecTBo 6aimmoB, Ha3Ha4YaeMbIX MO KaXIOMY KPUTEPHUIO, PACCUUTHIBACTCS
CIS. Oto 6ynet ob1ias cymma 6asioB, IPUCYKASHHBIX 10 KAKJIOMY acleKTy B paMKax
JAHHOTO KPUTEPHUsI OLIEHKHU.

4.3. CYBKPUTEPUUN

Kaxnpiii kputepuii olleHKH pa3zesiseTcs Ha OJWH Wih Oojiee CyOKpUTepHUeB.
Kaxxnprit cyOkputepuii cTaHOBUTCS 3arofloBKOM CXeMbl BHICTABJICHUS OTICHOK.

B xaxmoii Be1OMOCTH OLIEHOK (CyOKpUTepHeB) yKa3aH KOHKPETHbBIH JeHb, B
KOTOPbIN OHA Oy/IeT 3amoHSAThCS.

Kaxnast BetoMOCTh OIIeHOK (CYOKpUTEPHEB) COJAEPKUT OTICHNBAEMBIE aCTICKThI,
nojjiexarire oneHke. Jlis Kaxxaoro Buaa OLEHKU UMEEeTCs ClieluaibHasi BEJJOMOCTh
OIIEHOK.

4.4. ACIIEKTHBI

Kaxnpiii acriekT noapoOHO onuchiBaeT OJIMH U3 OLIEHUBAEMBbIX MOKa3areseil, a
TaK)ke BO3MOJKHBIE OIIEHKH WJIM UHCTPYKITUHU TI0 BHICTABIICHUIO OIIEHOK.

B BegomocTy o11eHOK NOIPOOHO MepeUrcsieTcsl KaK/bIi acleKT, 0 KOTOPOMY
BBICTABJISIETCS. OTMETKa, BMECTe C Ha3HAYeHHBIM JJisi €ro OLEHKH KOJUYECTBOM
OaJoB.

CymmMma 6amioB, MPUCYKJAEMbIX MO KaXJIOMYy aclekTy, JOJDKHa TornajaaTh B
Jana3oH 0aJIOB, ONPEICICHHBIX IS KaK10Tro pasjena komneteHuyu B WSSS. Ona

Oynet oTobpaxaThcs B Tabule pacnpenenenus 6annos CIS, B cinenytoiem ¢popmare:

Kpurepunii

HToro 6a110B
3a pa3gen
WSSS
BAJLJIBI
CHEIMOUKALIAN
CTAHJIAPTOB
WORLDSKILLS HA
KAJKIBII PA3JIEJ
BEJIMUNHA
OTKJIOHEHUS

Pa3zaenn:

[~ ~
z 5
= =&
TEsS2
SEES
7]
= o
o ©°B
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11 11 11 0
15 5 20 20 0
5 22 27 27 0
5 9 14 14 0
8 8 8 0
)
5 14 | 11 20 27 | 14 8 100 100 0

Hroro

2 g
= =
S:
S g

4.5. MHEHME CYJAEM (CYAEHCKAS OIIEHKA)
B xommeTeHIIMY NCTIONB3YIOTCS TOTBKO OObEKTUBHEIE H3MEPUMbIE KPUTEPHU.
Ilpn npuHsTMM pewmeHus wucnoaedyercs wmkana 0-3. g derkoro u
MOCJIeI0BaTEIbHOTO MTPUMEHEHUS IIIKAJIBI CyIeHCKOe pellieHue T0KHO MPUHUMAThCS
C y4eTOM:
® DJTAJOHOB JJIs CpaBHEHWS (KpUTEpHWeB) ISl MOAPOOHOTO0 PYKOBOJCTBA TIO
KKJIOMY acIeKTy
e mkaisl 0-3, rue:
® (: UCMIOJTHEHHE HEe COOTBETCTBYET OTPACIeBOMY CTaHAAPTY;
® |: UCIOJTHEHHUE COOTBETCTBYET OTPACIEBOMY CTaHIAPTY;
= 2! UCMOJHEHHUE COOTBETCTBYET OTPACIeBOMY CTaHIAPTY U B
HEKOTOPBIX OTHOLIEHUSIX MPEBOCXOAUT €ro;
" 3. WCMOJHEHHE TIOJHOCTBIO TMPEBOCXOAMT OTPACICBOM CTaHIApT H
OIIEHUBAETCS KaK OTJIIMYHOE
Kax el acrekT OIeHMBAIOT TPH OKCIEpTa, KaXAblM JKCMepT HOJKEH
MPOU3BECTHU OIIEHKY, MOCJe Yero MPOUCXOJUT CpaBHEHHE BHICTABICHHBIX OIEHOK. B
clydae pacxOXXIeHHUs OIIEHOK OJKCIIepTOB Ooiee dYem Ha | Oami, sKcmepram
HEOOXOJIMMO BBIHECTH OLIGHKY ITaHHOTO acliekTa Ha OOCYXKIeHHWEe W YCTPaHUTh

pacxoxXKaceHue.
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4.6. UIBMEPUMAS OLHEHKA

OneHka KaxXJOro acrnekTa OCYILIeCTBIseTcs Tpemsl skcnepramu. Ecnu He
yKa3zaHo MHOe, OyZleT MpHCYyKIeHa TOJIBKO MaKCMMasbHasi OLIEHKa WJIM HOJb 0ajioB.
Ecnmu B pamkax Kakoro-nmuOo acrmeKkTa BO3MOXKHO MPUCYXKICHHWE OLICHOK HUXKe
MaKCHUMaJbHOW, 3TO omnucbiBaeTcsi B (CXeMe OLEHKH C yKa3aHWeM H3MEepHUMBbIX
napaMeTpoB, IePEeUNCISHUEM JIOMYCTUMBIX OTKJIOHEHUH OT 3TalOHA U BBICTABIISIEMbIX
IIpy 3TOM OaljIoB.

4.7. UCIIOJIb30BAHUE U3MEPUMBIX U CYJIEHCKNX OIIEHOK

OxoHuarenbHOE MOHHMMAaHWE MO HU3MEPUMBIM U CYJIEHCKHM OIlleHKam Oyner
JOCTYINHO, Korza yTBepxkJaeHa Cxema onenku u KonkypcHoe 3ananue. [IpuBenennas
TabIWIa CONEPKUT MPHUOIU3UTENBbHYI0 WH(OPMALUI0O W CIYKUT Ui pa3paboTKu

OuenouHoilt cxeMbl 1 KOHKYpCHOTO 3aaHus.

PacnpedeneHue Cydelickoli u O6vekmugHoU OyeHOK rno
Kpumepusam KoHKypcHo20 3a0aHuUs no coomeemcmeytoweli
KomnemeHyuu.

Muenue
cyaeu
Opramnaunﬂ paﬁon )4 | praBJIeHI/Ie 5

HN3mepumasi

YcranoBka, KOHpUIypHpoBaHHe U YCTPaHEHHe
HEHUCIIPABHOCTEH B cHCTeMaX KOPIOPATHBHOMH 14 14
3aIUTHI OT BHYTPEHHHUX YIpo3

HccaenoBanue (ayauT) OpraHu3anuy ¢ Hejablo
3alUTHI OT BHYTPEHHHUX YIPo3

Pa3paboTka mouTUK 0€30MACHOCTH B cHCTEMe
KOPNOPATHUBHOII 3amuThl HHOpMANUN OT 20 20
BHYTPEHHHX yYIpo3

TexHosoruu aHajau3a W 3alIUTHI CETEBOIO

27 27
Tpaduka.
TexH0JI0rHH areHTCKOro MOHHTOPHHIA 14 14
G AHAaJN3 BBIABJIEHHLIX HHIUICHTOB 8 8
L 100 100
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4.8. CIEHU®UKALIUA OHEHKN KOMIIETEHLHHUN

Ouenka KonkypcHoro 3amaHusi OyJeT OCHOBBIBATHCSI Ha  CJEAYIOLIUX
KpUTEepUsIX (MOJYJISIX):

A. Opranuzanus paboThl U yIpaBjieHHe

MeTonvka TpPOBEpPKU 3aKIIOYaeTCs B COOTBETCTBUU IOBEJEHUS y4acTHHKA
TpeOOBaHUSIM, MPEIbSIBICHHBIM KOHKYPCHBIM 3a/IaHUEM.

B. YcTtanoBka, KOHGUTYpHUpOBaHUE U yCTpaHEHHE HEMCIIPaBHOCTEH B crcTEMax
KOPIOPAaTHUBHOM 3alllMThl OT BHYTPEHHUX yTrpo3

B xone mpoBepku mocieaoBaTellbHO CpaBHUBAeTCs (akT YCTAHOBKHU CUCTEM U
OTZEJBHBIX MOJYJIEH COTJacHO KOHKYPCHOMY 3aJaHUIO, MPOBEPSETCS KOPPEKTHOCTh
X QYHKIIMOHUPOBAHMSI.

C. UccnenoBanue (ay1UT) OpraHU3alUMHU C LI€JIbIO 3aIUTHI OT BHYTPEHHUX YIPO3
[IpoBepke MOANEKUT KOMIUIEKT JTOKyMEHTOB, pa3pa0OTaHHBIM yYacCTHUKOM, Ha
COOTBETCTBHE 3a/laHHOMY 3TaJIOHY. J[OMycTHMBbIe OTKJIIOHEHUS OT TAJOHA YKa3aHbI B
3aJlaHUM.

D. Pa3paborka moiuTuk O€30MacCHOCTH B CUCTEME KOPIOPATHUBHOM 3alllATHI
MH(OpPMAIUU OT BHYTPEHHUX YIPO3.

ITponenypa mpoBepKH 3aKiIr0YaeTCs B OCIEJ0BAaTEIbHON OLIEHKE COOTBETCTBUS
pe3yJibTaTOB BBIMIOJIHEHUSI CETEBBIX TIOJUTUK, CO3JaHHBIX W MPUMEHEHHBIX
Y4aCTHUKOM, B CHUCTeMaX 3alluThl OT BHyTpeHHuX yrpo3 Ub. Iloautuku mAOmKHBI
0TpaboTaTh KOPPEKTHO (¢ yu&ToM TpeOOoBaHUH 3aJJaHuUs B YACTH BBICTABIICHUS YPOBHSI
yIrpo3bl, MPUOPUTETA U T.N.) BBIIBUB BCe MHIUACHTHI O€30MACHOCTH, 0€3 JOXKHBIX
cpabaTpiBaHuil. 3a OMMOKY (JTOKHBIE cpabaTbIBaHUSs, MPOIYCKA WHIIMACHTOB H T.II.)
Oayim MakCcUMAalbHBIM MOXeT ObITh cHUXeH. [Ipouenypa cCHUXEHUS HOKHA OBITH
ormrcaHa B KOMMEHTapHsiX K acleKTaMm. [eXHHYecKH, Mpoledypa MpPOBEPKH IO
KpuTeprio F MOXeT ocymecTBISTHCS OJHOBPEMEHHO C MPOIENypOil TMPOBEPKHU IO
Kkputeputo D.

E. TexHnomoruu ananvsa ¥ 3aliThl CETEBOTO TpaduKa.
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[Ipouenypa mnpoBepkH 3akiio4aeT B TOCIEIOBAaTENbHON OlleHKe (hakTa
YCHEIIHOr0 MCMOJb30BaHMsl YYaCTHUKOM pPa3iIuYHbIX TexHosnoruid VPN-cuctem s
3amuThl ceTteBoro tpaduka w/minu IDS-cuctem mns BeisBIeHWS (akTa aTakk Ha
KOpIHOpaTUBHbIE UH(POPMALIMOHHbIE CUCTEMbl, YMEHUS MPUMEHUTb 3TH TEXHOJIOTMU
JUIsl ToCTHKeHUs: ueneil 3aumThl. [IpoBepka 3akiroyaeTcss B MOCienOBaTeIbHOM
OLICHKE pe3yJbTaTOB paboThl KOHKYpPCAaHTOB IO pa3BEPTHIBAHUIO, HACTPOWKE U
MPUMEHEHUSI COOTBETCTBYIOIIUX CUCTEM.

F. TexHonorun areHTCKOro MOHUTOPHUHTA.

[Tporenypa mpoBepku 3aKII0YAETCS B TOCJISI0BATEIHLHOM OLIEHKE COOTBETCTBUS
pe3yibTaTOB BBIMOJHEHUS! AreHTCKUX T[OJUTUK, CO3JAaHHBIX W MNPUMEHEHHBIX
y4aCTHUKOM, B CHUCTeMaX 3allluThl OT BHyTpeHHuX yrpo3 Ub. Iloautuku mOmKHBI
0TpaboTaTh KOPPEKTHO (¢ yu€TOM TpeOoBaHUH 3aJaHuUs B UYaCTH BBHICTABIIECHHUS YPOBHS
yTpo3bl, MPUOPHUTETA U T.I.) BBISIBUB BCE MHIMIEHTHI 0€30MacHOCTH, 0e3 JIOXKHBIX
cpabaThIBaHU.

G. AHanu3 BBISBIEHHBIX UHIIUJEHTOB

[IpoBepke mOMIEKUT (PaKT COOTBETCTBUS CO3/JaHHBIX B paMKax 3aJaHus
OTUYETOB U JIOKYMEHTOB KOHKYPCHOMY 3aJaHUIO.

Jlnist yckopeHust mpoLeypbl MPOBEPKU BO BCeX KpUTepusix (re MPUMEHHMO)
peKOMeHTyeTcs 0053aTh YHYaCTHUKOB JIeflaTh CHUMKH 3KpaHa (T.H. «CKPUHIIOTBI» ) WX
TOYKM OCTAHOBKM BUPTYaJbHBIX MalIWH (T.H. «CHIMIIOTHD»), B KJIIOYEBBIX ATamnax

BBIINIOJIHEHUS PaObOThI U MPOBOANTH MPOBEPKY MO HUM.

4.9. PETJIAMEHT OHEHKH

I'maBHBIA sKkcmepT W 3aMmecTWTenb [JIaBHOTO 3Kcmepra OOCYXIAlOT |
pacnpenenstoT JKCIepToB Mo Tpymnam (cocTaB TpyMIbl HE MeHee TpeX YelIOBEeK) sl
BBICTaBJIeHUs] olleHOK. Kaxpas rpymnma nomkHa BKIIOYaTh B ceOs KaKk MUHUMYM
OJIHOTO OMBITHOTO JKCMepTa. OJKCIepT He OlIeHWBaeT Yy4YacTHUKA U3 CBOeH

OpraHu3alnuu.
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Ha BpEMs OLICHKH YYaCTHHUKA, €0 SKCIIEPT-KOMIIATPUOT MMOKHUAACT IMOMEUICHUE
N HC IMPUCYTCTBYCT IIPpHU IIPpOLHECCE OLUCHKHU «CBOCTO» YHACTHHKA, YTOOBI MCKJTFOYUTH

BJIMSIHUEC HA JIPYTHUX 3KCIIEPTOB.

5. KOHKYPCHOE 3AJAHHUE

5.1. OCHOBHbBIE TPEBOBAHUSA

Paznensl 2, 3 u 4 pernameHTHpPYIOT pa3paboTky KoHKypcHoro 3amanHwusl.
PexoMeHauuu JaHHOrO pasjelia JaroT JOMOJHUTENbHbIe pPa3zbICHEHUs IO
conepxanuto K3.

[TponomxurensHocTh KOHKypcHOro 3afaHusi He NOJKHA ObITh MeHee 15 u
Oosnee 22 4acos.

BospactHoli 1eH3 ydacTHUKOB i BbIMofiHeHUs KoHKypcHOro 3amaHus
pernameHntupyetrcss  PermamentoB  Yemmmonara  (otpacnmeBoii  DigitalSkills,
KoprnopaTuBHbIN Hi-tech, pernoHanbHbIi, MEKBY30BCKUN ).

Bne 3aBucuMocTu ot konnuectsa Moayieit, K3 gomkHO BKItOUaTh OIEHKY IO
KaxaoMy u3 pazgenoB WSSS.

KonkypcHoe 3a1aHue He T0JKHO BBIXOJUTH 3a npenaensl WSSS.

OueHka 3HaHUN Yy4yacTHHMKA JOJKHA IPOBOAUTHCS HUCKIIOUUTEIBHO Yepes
npakThudeckoe BbinosHeHue KoHKypcHOro 3a1anusi.

[Tpu BeimonHenun KoHKypcHOro 3afaHusl He OLEHWBAaeTCs 3HaHWE MPaBUIl U
HopM WSR.

5.2. CTPYKTYPA KOHKYPCHOI'O 3AJAHUSA

KonkypcHoe 3amanue conepxut 6 Momyis:
1. YcraHoBka, KOHQUTYpUpPOBaHWE W YCTpaHEHHWE HEUCIPABHOCTEH B
CUCTEME KOPIOPATUBHOM 3allIUThHI OT BHYTPEHHUX yTPo3.
2. WUccnenoBanue (ayauT) OpraHu3aldy C IeJIbIO 3alIUThl OT BHYTPEHHUX
yIpo3.
3. PazpaboTka monuTUK 6€30MacHOCTH B CHCTeMe KOPIOPATUBHOMW 3alllUThl

MHPOPMAIIMU OT BHYTPEHHUX yTPO3.
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4. TexHomnoruu 3aluThl ¥ aHajIn3a Tpapuka.
5. TexHon0rnu areHTCKOro MOHUTOPUHTA.

6. AHaJIN3 BBIABIEHHBIX HHIIUJIEHTOB.

5.3. TPEBOBAHMUS K PABPABOTKE KOHKYPCHOI'O 3AJAHUSA
OO6une TpeGoBaHuA:

e MonynbHOCTB;

e JIOMKHO COMPOBOXKAATHCSA CHEelHATbHBIM OJIAaHKOM CyJeiCTBa,
OTpakarolleM O0IIre KPUTePUH OLIEHKH U KOJUYeCTBO HaOpaHHBIX
OaJsIoB B TIpoliecce COPeBHOBAHUM;

e Hannuune Ha KOHKypce BceX HEOOXOANMBIX MaTepraioB AJisi pabOThI
HKCIIEPTOB;

e Hanwuue COOTBETCTBYIOIIEH JOKYMEHTAlMK W  TMOJIPOOHBIX
WHCTPYKIIUH  JUIsi HOBOTO M TEXHOJOTHYECKH  CIOXKHOTO

000pyI0BaHUs U IPOrPAMMHOT0 0OecIieHeHUs;

Komcypcnoe 3alaHH€ COCTOMT H3 CJICAYIOLINX MOZ[yﬂeﬁ:

Bpems
BbIieJIs
Mon
Ha3zpanne moayas eMoe Ha
yJib
MOAY.JIb,
yac
YcranoBka, kOHGUTYypHPOBaHHE H YyCTPaHEeHHe
1. HeHCIPaBHOCTEl B cHCTeMe KOPHOPATHBHOI 3aIIUTHI OT 3

BHYTPEHHHX Yrpo3

e  KoHbwurypauus ceteBoil MHPpacTPYKTYpbl: HACTPOMKA XOCT-
MaIlIMHBI, CETEBOTO OKPY>KEHHUS, BUPTYaJIbHBIX MaIlWH, U T.I1.;

e VYCTaHOBKa M HacTpoOWKa CUCTEMbI KOPMOPATUBHOM 3alUTHI OT
BHYTPEHHHUX YIpo3;

e CaMOCTOSITEeNbHBIH MOWCK U YCTPaHEHHE HEUCTIPABHOCTEH NpH
Ppa3BEPTHIBAHNM U HACTPOMKE;

e VcTaHOBKa M HaCTpOﬁKa Ar€éHTCKOro MOHHUTOPUHT A,
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e TlpoBeaena cunxponuszauus ¢ LDAP-cepBepom, paznen
MEePCOHBI 3aM0JHEH KOPPEKTHO;

e 3anyCTHUTh CUCTEMY KOPIOPATHBHOM 3alIUThl OT BHYTPEHHUX
yrpo3, NpoBepuTh padboTocnocobHocTh. [IpoBecTn MMUTALIMIO

npouecca yrTeuku KOH(I)HI[@HL[HEU'IBHOFI I/IH(I)OpMa]_[I/II/I B CUCTEME;

Hccaenoanne (ayauT) OPraHu3alnMM € HeJIbI0 3aIUTHI OT

BHYTPEHHHX yYrpo3

e CaMOCTOSITENIbHO U3YUUTh CTPYKTYpPY OpraHu3aliu Ha
OCHOBAHHWH MOJTyYEHHBIX MaTepuaoB («MOAeTr
OpraHu3alum»), MpoBeCcTH 00CeI0BaHUEe KOPIMOPATUBHBIX
MH(POPMALMOHHBIX CUCTEM;

e Onpenenutb OOBEKTHI 3aIIUTHI;

e [lepeuenb cyOBbEKTOB/MEPCOH cHOPMYIUPOBAH BEPHO, POJIH
noJib30BaTeseii, npasa 10CTyNa;

e OmnpenenuTb KaHallbl epeAayy AAHHBIX U MOTEHLUATbHbIX
yTeueK;

e Tumnbl UMPKYAUPYIOLIMX JAHHBIX ONpeAeIeHbl BEPHO

e  BbisBUTb MOTOKM MEpeAayy JaHHBIX U BO3MOXKHBIE KaHaJIbl
yYTeUKH MH(OpMaLIKK;

e 3anoiaHUTh Wa0JIO0H MOAENH YTpo3;

e JloarotoButs OTHYET O pe3ysbTaTax ayAuTa, BKJIIOYas MOTOKH
JaHHBIX, MOTEHLMAIbHbIE KaHAJIbl YTEUEK, YPOBHU PHUCKOB POJIH
NoJb30BaTelNeil, 00bEKThI 3alIUTHI (C MPUBI3KON K HOPMATHBHOM
6aze W MeTOIWMKaM  OLEHKH  TMOCIEeACTBUM),  POJISMH
N0JIb30BaTeNel U T.IL.

e Omnpenenuts NepedeHb HOPMATUBHBIX aKTOB PD,
3a/IeHCTBOBAHHBIX B PaMKaxX MOJEINN Yrpo3;

e PaspaGorath mepedeHb, ONMMcaHWe W IIA0JOHBI HOPMATHBHO-
NpPaBOBbIX  JOKYMEHTOB  OpraHM3alUM MO  JIEraJbHOMY
NMPUMEHEHUIO KOPIOPaTUBHOM 3allMThl OT BHYTPEHHUX YIpo3

UH(POPMAITMOHHON 0€30MaCHOCTH;

Pa3paboTka noJiuTHK 6€30MACHOCTH B CHCTEMeE

3. KOPNOPATHBHOM 3aIMTHI HH(POPMALMH OT BHYTPEHHHX 3

yrpos
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e Pa3zpaboTaTh HOBbIE /MK MOAU(PULIMPOBATH CYLIECTBYIOLLIHE
NOJIMTUKK 0€30TMacHOCTH, NMEPEKPhIBAIOLINE KaHAJbI Mepeaun
JAaHHBIX U BO3MOXKHbI€ HHLIMAEHTBI COrJacHO KOHKYPCHOTO

3a/1aHMS;

e PazpaboTarh WIK/K MOAU(PULIMPOBATH OOBEKTHI 3aLIUTHI,

KaTeropuu, TeXHONOoruu 3amursl B DLP-cucteme u 1.1.

o Hcnonw3oBarh pa3IM4YHbIC TEXHOJIOTUH 3alllUThI: neaneﬁ,

OJ1aHKOB, rpaduuecKkux 0ObEKTOB, Oa3 NaHHBIX U T.I1.

e 3aHecTH MOJIMTHKK HHPOpPMaMOHHOM Ge3onacHoctu B DLP-

cucremMy

e  MoaudunppoBarh MOJIUTUKK Oe30macHOCTH B cucteme IWTM B
COOTBETCTBUE C MOJyYaeMbIMU Ha MPAKTUKE JAHHBIMU

nepexaara.

e [IpUMEHUTH MOJUTHKH [Tl KOHTPOJIS TpauKa, BBISIBICHUS
W/unu 6JI0KMpPOBaHMS MHIMICHTOB 0€30MacHOCTH, CO3/1aBaeMbIX
BHeIIHUM ['eHepaTopoM yrpo3. MakCUMU3UpOBaTh YUCIIO

BBISABJICHHBIX HHIUICHTOB 6€30IMacHOCTH.

e Pabora c uHTEepdelcoM yrpaBieHUs] CUCTEMbI KOPIOPaTUBHON

3alUTHl MHPOPMALIUH;

4. TexHo0rMH aHAIN3A U 3aIIUTHI CeTeBOro Tpaduka 5

e PazépThIBaHMEe, HACTPOIKA U TPOBEPKa pabOTOCTIOCOOHOCTH

VPN-ceTH Ha CylLlecTBYIOLLEN U BBIUUCTUTEIBHOM

UH(pacTpyKType.

e Pa3BépThIBaHMe, HACTPOIKA U MPOBEPKa pabOTOCIOCOOHOCTH

IDS-cucTemsl Ha cyliecTByOIIEH U BBIYUCIUTETbHON

UH(pacTpyKType.

e VPN. Pabora c y3/1amMH 1 MOJIb30BaTEISIMH.

e VPN. KomnpomeTarust y3i10B, KIFO4EH, MOIb30BaTEIEH.

BoccranoBnenue cBsa3u. OGHOBJIEHHE KITIOYEBOH HHPOPMALIHH.

e VPN. MexceTeBoe B3aUMOJICHCTBUE U TYHHETTUPOBAHHBIE.

e VPN. llenTpannzoBaHHbIe MOJIUTHKA OE30MACHOCTH. 3alnTa

pabounx MecT.

e IDS. BrisBneHnue Oosblieii YacTH UHUMAEHTOB O€30MaCHOCTH 3a
OrpaHUueHHOE BpeMs W/UITH ¢ YYETOM HEOXHAHHO

MEHSIOLIMXCS YCIOBUM
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e IDS. Pa3paboraTh 1 NPUMEHUTH MOJUTUKU, UCIIONB3YIOLIHE
pazyinuHble TEXHOJIOrMy aHanusa tpadduka
5 TeXHOJIOrMH AreHTCKOr0 MOHUTOPHHIA 2
e [IponemoHcTpUpOBaTh 3HaHKE MEXAHU3MOB pabOThl ar€HTCKOr0
MOHHMTOPHHTa
e Pa3paboTaTh U NPUMEHUTH NOJIMTUKH areHTCKOr0 MOHUTOPHHTA
17151 pabOThI ¢ HOCUTEISIMU M YCTPOHCTBAMU
e Pa3paboTaTh U IPUMEHUTH NOJIMTUKU areHTCKOr0 MOHUTOPHUHTA
i paboTsl ¢ paitnamu
e Pabora c MCKITIOUSHUSIMHU U3 TIepexBara
6 AHaJIn3 BbIABJICHHLIX HHIIHICHTOB 2
e JloaroroBka OTYETOB O HAPYLUCHHUSX;
e [IpumeHeHHe MeXaHU3MOB cO3/1aHKs (GUIBTPOB VIS aHATIM3A
NepexBavYeHHOro TpauKa 1 BbISIBICHHBIX HHIHUACHTOB;
e [lpoBeaenue kinaccuukaluio ypoBHs yrpo3 HHUMIEHTOB;
OneHka yuiep6a;
e Hcnonb3oBaHMe TOMOTHUTENBHBIX MOTYJIM aHAIN3a
MH()OPMALIMOHHBIX MTOTOKOB, €CJIM 3TO MPOAUKTOBAHO
0COOEHHOCTSIMH yCITIOBHIA BeJIeHHs OM3Heca;
e PazpaboTka IJ1aH N0 JaJIbHeHLeMy paccieJOBaHUI0
BBISIBJICHHBIX MHIIMACHTOB U MPOTHBOJCHCTBUIO HAPYLIHUTEIISM C
OMOpOii Ha HOPMATHUBHYIO 0azy;
Hro 18
ro 4acoB

TpeGoBaHus K KOHKYPCHOI NJIOIIAAKe:

HNudpactpyKkTypa KOMIETEHITUH ITOIpa3yMeBaeT pa3BEPThIBAHNE H UCTIOIH30BaHUE
nosHOQyHKIIMOHATEHOW DLP-cHCTEMBI 3aIUTHI OT BHYTPEHHHUX YTPO3 HH()OPMAITHOHHOM
0e30ImacHOCTH Ha 3apaHee Pa3BEPHYTOW CETeBO MH(PpaACTPYKType.

* Ha kaxmaoro yuyacTHUKa:
* Crom, cTyN HA KOJIeCUKaxX, HacToybHAs tamia, 2 UTP pozetkn, 4 pozetku 220B
* 1 pabouas cranmwms (I1IK s padotst ¢ DLP, IDS, VPN)

* CPU ne mmxe Intel Core i5 (¢ moanepxxkoit Buptyanuzamnuu), RAM 16Gb,
HDD 500I'6 SATA (ocuoBHo# auck), SDD 200 I'6aiit (1715 BUPTyaIbHBIX
MaIIvH).
* I10: VMWare Workstation, umiu VMWare Player, ninu Oracle VB
|
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*  Windows 10
* 2 cereBbIX HHTepeiica;
* 1 HOYTOYK ([UIs1 IMUTAITUU ACHUCTBUH 3IOYMBIITUICHHUKA U POBEPKHU MOJIUTHUK )
* CPU ge amxe Intel Core Duo, RAM 4 Gb, HDD 100 I'Gaiit
*  Windows 10
* AnmapaTHbI{ WK TPOrpaMMHBINA MapIIpyTU3aTOP;
* TIO:

* IW Education Lab (B cocraBe IWTM (BupTyasibHas MarmmHa Gopmara
kickstart), IWDM Server (muctu0ytun), CYBJ] Postgres\CYB]I Oracle
(macTpuOyTHB), (aITBI JIMIICH3HIA)

* InfoTeCS VPN;
* InfoTeCS IDS.
* Ha Bcex y4acTHMKOB:
* CeteBas nHQpacTpPyKTypa, Kaxablil ydacTHUK B oTAeTbHOM VLAN
* 1 nomennslit cepBep, JJomen Windows 2016

* CPU ne mmxe Intel Core 15 (¢ mognepxkoit Buptyanusaruu), RAM 16Gb,
HDD 500I'6 SATA (ocuoBHoi#t auck), SDD 100 I'6aiit (a5 BUPTYyaIbHBIX
MaIIIVH).

* 1 pabouas cTaHIIAS TeHEPAITUU BPEIOHOCHOTO Tpaduka (KOHPHUTYpaIHs
HKBUBAJICHTA pab0OYMM CTAHIIMSM YYACTHHUKOB, CM. BBIITIE)

* 2 pe3epBHBIX paboOUMX CTaHIIMH, 2 Pe3epPBHBIX HOYTOYKa (KOHPUTyparus
SKBHUBAJIEHTa paOOYNM CTAHIUSM yYaCTHHUKOB, CM. BBIIIIE)

*  CrnemmamusupoBannoe [10 s mpoBeieHnst COpeBHOBAHUM (ITPEIOCTABIISICTCS
WHYCTpUATLHBIM MapTHEPOM KoMIleTeHITNH ): ['eHepaTop BpenoHocHoro Tpadduka.

* JlocTyn B JOKaIbHYIO CETh U IHTEPHET CO BCEX KOMITBIOTEPOB

5.4. PABPABOTKA KOHKYPCHOI'O 3ATAHUA

KonkypcHoe 3amanue paszpabarbiBaeTcss MO o0paslam, IMpeacTaBIeHHBIM

Menemxepom kommereHnmu  Ha ¢dopyme WSR  (http:/forum.worldskills.ru).
[TpencraBneHubie 00pa3iisl KOHKYpCHOTO 3a1aHusl JOJDKHBI MEHSATHCS OJIMH pa3 B IO/,
5.4.1. KTO PABPABATBIBAET KOHKYPCHOE 3AJAHUE/MOAYJIN
OOmuM pyKOBOJICTBOM W yTBepkIeHHeM KOHKypcHOTro 3amaHWs 3aHMMAaeTCs
Menemxep kommneTenuuu. K ydactuio B paszpabotke KOHKYypCHOro 3amaHusi MOTYT

MPUBJIEKATHCS:
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. Cepruduunponannsle sxcriepTsl WSR;

o Croponnue paspaboTunku, obnagaroye OmbITOM paboTel B o0nacTu
uHpopMallMOHHOW Oe30macHOCTH He MeHee 2-X JieT (Ha TO3ULUHU, CBSI3aHHOU C
pa3paboTKOW W/WIW NMPUMEHEHHWEeM CPEACTB 3alluThl WHGOpMAIWK). YUUTHIBACTCS
HaJMYMe AaKTyallbHbIX OTPACJEeBbIX CEpTU(UKATOB, CBUIETEILCTB O MOBBIIICHUU
KBajubuKanum (3a nocyiennue 3 roaa) T.1u.;

o DKcnepThl, MPUHUMABIIKME y4yacThe B OpraHU3alyy WIK MOOEKJaBIIne
(IMYHO WM B KadecTBa PYKOBOAMTENS/IKCIEpTa-KOMIATpUOTa KOMaH/Abl) B
npodUIbHBIX  COPEBHOBaHUS B oOjacTh  KubepOe3omacHOCTH  (HaAmpumep,
HalmoHaNbHBIX copeBHOBaHMsIX CTF, Bcepoccuiickux omuMmnuaaax v T.11.);

o JlumioMrpoBaHHBIE CIIEIIMAITUCTHI (C BBICIIMM 00pa30oBaHUEM) B 001acTH
nH(pOpMaIIMOHHOM 0€30TaCHOCTH;

B mporiecce moAaroToBkM K KaxkJAOMY COpeBHOBaHHUIO mpu BHeceHuu 30 %
n3MeHeHni K KOHKypcHOMY 3a/laHHIO y4acTBYIOT:

° ['naBHBI 3KCTIEPT;

o CepruduurpoBaHHbIN SKCIIEPT MO KOMITETEHLIUHU (B CiIy4yae MPUCYTCTBUS
Ha COPEBHOBAHUM);

. DKcnepThl MPUHUMAIOLIME y4yacThe B OlLEHKe (MpU HEeoOXOAMMOCTH
MIPUBJICUCHUS TIIABHBIM 3KCIIEPTOM).

Buecennbie 30 % nm3menenust B KoHKypcHbIe 3a1aHus B 00s13aTEIbHOM MOPSIIKE
corjacyrTcsi ¢ MeHeIkepoM KOMIETEHIUH.

Briiie 0603HauenHble moau npu BHeceHUU 30 % uzmenennit k KonkypcHoMmy
3aIaHAI0  JIOJKHBI ~ PYKOBOJCTBOBAaThCS  MPUHLUNAMH  OOBEKTUBHOCTH U
O6ecnpuctpacTHOCTH. M3MeHeHUs He JOHKHBI BIUSTH Ha CIOXHOCTh 3aJaHUs, He
JIOTKHBI OTHOCUTHCS K MHBIM MTPO(hecCHOHATBHBIM 00J1acTsIM, He onucaHHbIM B WSSS,
a Taike uckitoudarh ooble 6ok WSSS. Taxxke BHecEHHbIE U3MEHEHMsI JOJIKHBI
OBITh ~ WCIMOJTHUMBI ~ TPW  TOMOIIM  YTBEPXKIAEHHOTO IS  COPEBHOBAaHUU

NHdpacTpyKkTypHOroO JHCTA.
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5.4.2. KAK PABPABATBIBAETCA KOHKYPCHOE 3AJIAHUE

KOHKprHBIe 3alaHusd K KaXKXIAOMY YEMIIMOHATY pa3pa6aTBIBaIOTC$[ Ha OCHOBC

enquHoro KonkypcHoro 3aganusi, yTBepkAEHHOro MeHemKepoM KOMIETEHLUHH U

pa3MelEHHOro Ha popyMe SKCIepTOB. 3aaHus MOTYT pa3padbaTbiBaThCs KaK B LIEJIOM

Tak U 1o MoayisiM. OCHOBHBIM MHCTPYMEHTOM pa3paboTku KoHKypcHoro 3anaHus

aBisieTcs: HOpyM 3KCTIEPTOB.

5.4.3. KOI'1A PABPABATBIBAETCSA KOHKYPCHOE 3AJAHUE

KOHKprHOG 3aJaHuc pa3pa6aTI>1BaeTc;I COIIaCHO IIPE€ACTAaBIICHHOMY HHIKC

I‘paq)I/IKy, OIIpCACIHAIICMY CPOKHU ITOATOTOBKH HOKYMCHTALIMU JIA KaXJI0I'0 BHOA

YEMIIMOHATOB.

Bpemennbie
pPaMKH
IIa0/10H
Kounkypcnoro
3aJaHus

YTBep:xkaenue

I'naBHOrO
KCIepTa
YyeMIHOHATA,
OTBETCTBEHHO
ro 3a
pa3paboTky
K3
My6aunkauus
K3 (eciu
NPHMEHHMO)
BHuecenue u
corJiacoBaHme
c

JlokaabHbII OTGopounbIi HanunonaabHbIA

YeMIIHOHAT YeMIHOHAT YeMIHOHAT

bepércs B ucxomuom | bepércs B umcxomnom | PazpabatbiBaeTcs Ha

BUJe ¢  ¢opyma | BUIe C dbopyma | OCHOBE  TPEABITYIIEro

SKCIIePTOB 3a7laHU€ | SKCTIEPTOB 3aJlaHue | YeMIIMOHaTa C Y4ETOM

MpebI Yy IIEro NpeabIAYIIero BCETO OIbITa TPOBEICHUS

HauunonansHoro HauuonansHoro COpPEBHOBaHUM o

yeMITMoHaTa yeMIIMoHaTa KOMIIETEHIIUHN "
OTpacieBbIX CTaHIAAPTOB
3a 6 MecsameB 10
yeMIIhMoHaTa

32 2 wMecama go|3a 3 wMecgua go(3a 4 Mecdla 10

yeMIIMoHaTa JyeMIMoHaTa JyeMIMoHaTa

32 1 wMecsanm gmo|3a 1 MecsII] o | 3a 1 MecSII] o

yeMITHoHaTa yeMIIMoHaTa yeMIIMoHaTa

B nens C-2 B nens C-2 B nens C-2
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Menenxepom
KOMIIeTEeHIIHH
30%
H3MeHeHMul B

K3

BHaecenune B nens C+1 B nenp C+1 B nenp C+1

npeasiosKeHum
Ha Popym
3KCNEPTOB O
MO/JIepHU3AHU
u K3, KO,
nJi, 1O, 113,
oT

5.5 YTBEPKJIEHUE KOHKYPCHOI'O 3ATAHUSA

I'maBHbId 3KcnepT W MeHemkep KOMIIETEHLMHM MPUHUMAIOT peLIeHrue O
BBITIOJIHUMOCTH BCeX MOJYJIed U MpU HEOOXOAUMOCTHU JIOJKHBI I0Ka3aTh peajbHOCTh
€ro BbIIIOJIHeHUs. Bo BHMMaHue NpUHUMAKOTCS BpeMsl U MaTepUabl.

KonkypcHoe 3amgaHue MOXeT OBITh YTBEpKIEGHO B JI0OOH yAoOHOU st

MeHemxepa KOMIIETEHIIMH (popMe.

5.6. CBOMCTBA OBOPYJIOBAHUSI U UHCTPYKIIUA
MHNPOU3BOJAUTEJIA

Ecnu nnst  BbIMONMHEHWS 3aJaHusl YYAacTHUKY KOHKypca HEOOXOIMMO
03HAKOMHUTHCS ¢ UHCTPYKUHUSIMH IO TPUMEHEHUIO KaKoro-In6o o00py10BaHUs WU C
WHCTPYKLIMSAMU ITPOU3BOJNTEIS, OH NOJIy4YaeT UX 3apaHee Mo peleHnto Menemxepa
KoMIieTeHMu U [ maBHOTO 3KcniepTa. [Ipn HeoOxoauMocTH, BO BpeMsi 03HAKOMIICHHUSI

TexHuueckuit OKCIICPT OPTraHU3yCT NEMOHCTPAIUIO HA MECTE.
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6. YIIPABJIEHUE KOMIETEHUUEHW U OBILIEHUE

6.1 JMCKYCCHUOHHBINA ®OPYM
Bce nmnpenkoHkypcHble OOCYXJeHUS TPOXOASAT Ha ocobom  dopyme

(http://forum.worldskills.ru). Pemennss 1o pa3BUTHIO KOMIIETCHIIMH JOJIKHBI

MPUHUMATHCS TOJBKO TOCE MPeABApUTEIBHOT0 00CyX)aeHusT Ha Gopyme. Takxe Ha
dopymMe INOIDKHO TPOUCXOAUTh HH(OOPMHUPOBAHKE O BCEX BAXKHBIX COOBITUSX B paMKe
KoMITeTeHIIud. MojepaTopoM JaHHOTO opyma SBISIOTCS MeXTyHapOIHBIN KCTIEPT
u (unn) Menemkep KoMIieTeHUUU (MM DKCIepT, Ha3HAYEHHBIN UMH).
6.2. UHOOPMALIUA AJ51 YHACTHUKOB YEMITMOHATA
HNudopmanus 11st KOHKYpCaHTOB ITyOJIUKYETCS B COOTBETCTBUU C PETIIAMEHTOM
IPOBOMMOTO YeMrnuoHaTa. MHpopManys MOXeT BKIIFOYATh:
e TexHHUYECKOE ONUCAHWE;
o KoOHKypcHBIE 3aJaHHS;
e (000UIEHHAS BEJOMOCTD OLIEHKH,
e UHbpacTpyKTypHBIii JHCT;
e HHcTpyknuus 1mo oxpaHe Tpyaa v TeXHUKe 0€3011acHOCTH;
e JlononHuTenbHAS HH)OPMAILIHS.
6.3. APXVB KOHKYPCHBIX 3AJIAHUMN
KonkypcHble 3aianust 1ocTynHbI 1o aapecy http://forum.worldskills.ru.

6.4. YIIPABJIEHUE KOMIETEHIIUEN

OOmee ympaBieHHe KOMIIETEHIIMEH OCYIIECTBIsSeTCS MeXTyHapoaHbIM
AKCIIEPTOM K MeHeIKepOoM KOMITETEHIUH C BO3MOYKHBIM IPUBJIEUeHUEM IKCIIEPTHOTO
coo0IecTBa.

VYmpaBieHrue  KOMIIETEHIIME B  paMKaX  KOHKPETHOTO  YeMITMOHATa
OCYIIECTBISAETCS [ JTaBHBIM OKCIIEPTOM II0 KOMIIETEHI[HH B COOTBETCTBHHM C

periiaMeHTOM 4YeMITMOHAaTa.
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7. TPEBOBAHUSA OXPAHbBI TPYJIA U TEXHUKH
BE3OINACHOCTHU

7.1 TPEBOBAHUS OXPAHbBI TPYJIA U TEXHUKHU
BE3OITACHOCTHU HA YEMIIMOHATE

CM. JOKyMEeHTalMIO MO TeXHUKe Oe30lacHOCTM M OXpaHe TpyJla
IIPEAOCTAaBIEHHbBIE OPTKOMUTETOM YEMIIMOHATA.

Haxopasce Ha yyacTke npoBesieHust padoT, Bce Y4aCTHUKH 00si3aHbl COOMI0AATh

npaBuiia TEXHUKHA 0€30MacHOCTH MPHU paboTe Ha KOMIIBIOTEpE.

7.2 CHEIN®UYHBIE TPEBOBAHUSA OXPAHBI TPYJIA, TEXHUKHU
BE3OITACHOCTH U OKPYKAIOIEMW CPEJIbI KOMIETEHIIUH

B xomneTeHIIMM OTCYTCTBYIOT crieldpUuHbIe TpeOOBaHUS.

8. MATEPUAJIbBI U OBOPYJIOBAHHUE

8.1. AH®PACTPYKTYPHBIN JIUCT

NupacTpyKTypHBIii JHCT BKIOYaeT B cedsd BCIO HHQPACTPYKTYpY,
000pyZIOBaHHE M PacXOJHble MaTepuajbl, KOTOpble HEOOXOIUMBI JAJISl BBIIOTHEHHUS
KonkypcHoro 3anmanusi. MHpacTpyKTypHBI JMCT 00s3aH conepkaTb NpuUMep
JaHHOTO O00OpYZOBaHHUA MU ero 4YETKME U TOHATHBIE XapaKTepUCTHKW B cCiydae
BO3MOKHOCTH NPHOOPETEHNsI aHAJIOTOB.

IIpu pa3zpabotke MuH]pacTpykTypHOTro nucTa Uisi KOHKPETHOTO YeMIIMOHaTa
HEOOXO0IMMO pPyKOBOJACTBOBaThCS MHQpacTpyKTypHBIM JHCTOM, pa3MeIIEHHBIM Ha
dopyme  skcrieproB  MeHemKkepoM — KOMIETeHUMH. Bce  nW3MeHeHHWs B
NHubpacTpyKTypHOM JTUCTE AOJDKHBI COTTIACOBBIBATHCSA ¢ MeHeIKepOM KOMITETEHITHH
B 00513aTeIbHOM TOPSIZIKE.

Ha kaxnoM KOHKypce TEeXHHYEeCKHH OSKCTIepT MIODKeH MPOBOIUTH yueT

aneMeHTOB MH(ppacTpykTyphl. CIHCOK HE MOMKEH BKIIOYATh 3JIEMEHTHI, KOTOPHIE
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MOMPOCUJIM BKJIFOYUTH B HErO 3KCIEPThl WIM KOHKYPCAHThI, a TaK»Ke 3alpelieHHbIe
3JIEMEHTHI.

Ilo utoram copeBHOBaHUS, B cliy4ae HEOOXOIUMOCTH, TeXHUUEeCKUIl SKCTIePT U
I'maBHBI BKCcHEpT MAOMKHBI AaTh pekoMeHaanuu OprkoMuTeTy 4YeMluoHaTa |

MeHnemxepy KoMIeTeHIMU 0 U3MeHeHus X B MHpacTpykTypHOM sHcTe.

8.2. MATEPHUAJIbBI, OBOPYJIOBAHUE U UHCTPYMEHTGI B
NHCTPYMEHTAJIBHOM SAIMUKE (TYJBOKC, TOOLBOX)

B xomneTeHuu He 3a7eliCTBOBaHO 000pyA0BaHNe/MaTepHabl YHaCTHUKOB.
TYJIOOKC, MHCTPYMEHTAJIbHBIH SIIIUK, OTCYTCTBYET.

VYdacTHUKaM pa3pelieHo UCIOoIb30BaTh OepyIiy.

8.3. MATEPUAJIbBI U OBOPYJIOBAHUE, SAIIPELIEHHBIE HA
IJIOAIKE

Pazpermiens! maTepuansl 1 000py10BaHUE, IEPEUNCICHHbBIE B ITyHKTE 8.2.

Ayano-HaylIHUKY K UCTIOJIb30BaHUIO 3aIpEIIeHbI.

Hcnonb3oBaHre COTOBBIX Tesle()OHOB Ha BpeMsl BBITIOJIHEHUS 3aJaHus Ha
TUIOLIAKE 3aMpeleHo.

8.4. IPEJJJIATAEMASI CXEMA KOHKYPCHOM IIJIOIAJIKHA

Cxema KOHKYPCHOM TJIOIIAAKY (cM. ULIrocmpayuio).
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9. OCOBBIE MIPABUJIA BO3PACTHOM I'PYIIBI 14-16 JET

Bpems Ha BbITIONHEHUS 3aJaHUs HE JOJIKHBI IIPEBHIIIATh 4 4aCOB B JIEHb.

IIpu paspabotke KonkypcHoro 3amanust u CxeMbl OLEHKA HEOOXOIUMO
YUUTBIBATh CHEeUU(UKY U OrpaHUYEHUS NpPUMEHSeMON TeXHUKU Oe30MacHOCTH U
OXpaHbl TpyJa AJs JaHHOW BO3pAcTHOM rpymmbl. Tak ke He0OOXOAWMO YUHUTHIBATH
AHTPOIIOMETPHUUYECKUE, MCUXO(PU3NOIOTHUECKUE U TICUXOJIOTHYeCKHe OCOOEHHOCTH
naHHON Bo3pacTHOHM rpynmnbl. Tem cambiM KonkypcHoe 3amanue m Cxema OLEHKU
MOXXeT 3aTparuBaTh He Bce Onoku u monss WSSS B 3aBUCHMOCTH OT crielu(UKH

KOMIICTCHIINU.
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