KoHKypCcHOe 3a1aHue
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«KopnopaTrnBHasi 3aliUTAa OT BHYTPEHHHUX
yrpo3 HHGpOpPMAIHOHHOM 0€30MACHOCTH

KonkypcHoe 3amanne BKIIOYaeT B ceOsl CIIeYIOITUE Pa3eibl: YTB epmzlalo

1. ®opmsbl yuacTusi B KOHKypce CepreeB AHTOH BasiepreBuu
2. 3amanme I KOHKypca (®H.0. MmcHEKEPA KOMIICTCHIIHH)

3. Mopaynu 3aaHust 1 HEOOXOIUMOE BpeMst
4. Kpurepuu orieHKH

KomanuectBo yacoB Ha BBEIMOJIHEHHE 3aMaHus: | 84.
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1. ®OPMbI YYACTUS B KOHKYPCE
NunuBuayanbHblil KOHKYPC.
2. 3AJAHME U1 KOHKYPCA

ConepxaHueM KOHKYPCHOTI'O 3aJaHUs SIBIISIIOTCS IPUMEHEHUE Ha IIPAKTUKE CUCTEM
KOPIIOPAaTUBHOM 3aIIMTHl OT BHYTPEHHUX yIPO3. YYaCTHUKH COPEBHOBAHWU MOJIy4arOT
ONMCAHUE MOJENM OpraHU3all{, BKIKOYas ONMCaHue e€ OpraHu3aliOHHON CTPYKTYpBI,
uH(pOopMaIK, UUPKYJIUPYIOLIeHd BHYTpH MepuMerpa 6e301acHOCTH, WH()OPMAIIMOHHON
UH(PaCTPYKTYpbl, KAaHAJIOB CBSI3U, BUAOB Tpa(duka, CIIUCKOB M0JIb30BaTeNeH.

KoHkypcHOe  3ajaHMe  HMEET  HECKOJIbKO  MOJYJIeW,  BBIINOJHAEMBIX
IIOCJIeI0BATEINIBHO.

KoHKypC BKJIIOYAET UCCIIe0BaHNE OPraHU3aLMH C LEJIbIO 3aIIUTHI OT BHYTPEHHUX
yIpo3, HACTPONKY M NPOBEPKY CHEIHAIN3UPOBAHHOTO MPOrpaMMHOIO obecreyeHus,
pa3paboTKy W NpPUMEHEHHE MOJUTUK HH(POPMAUOHHOW O0e30MacHOCTH, KOHTPOIb
MH(OPMAIIOHHBIX IOTOKOB, aHAJIN3 BBISIBICHHBIX WHIIUJEHTOB U MOATOTOBKY OTUETOB.

OkoHuaTeNbHbIE aCHEKTbl KPUTEPUEB OLEHKM YTOYHSIOTCA WICHAMH JKIOPH.
OueHka NpPOM3BOAUTCA KaK B OTHOLIGHUM pabOThl MOJyJed, TaK U B OTHOLIEHUH
npoliecca BbINOJHEHUsI KOHKYpCcHOU pa®oThl. Eciy yuyacTHUK KOHKypca He BBINOJHSET
TpeOOBaHUs TEXHUKU 0€30M1aCHOCTH, KOH(QIMKTEH, He BllaJleeT TeXHUKaMU YIIpaBIeHUS
CTpeccOM W pa3pelleHrs KOH(DIWKTHBIX CUTyalui, MoJBepraeT OMacHOCTH cels WM
JIPYTUX KOHKYPCAHTOB, TAKON YUYaCTHUK MOXET OBbITh OTCTPAHEH OT KOHKYpca.

Bpewms u netanu KOHKYpPCHOTO 3aJJaHUsI B 3aBUCUMOCTH OT KOHKYPCHBIX yCJIOBUN
MOTYT OBbITh U3MEHEHbI YWJIEHAMU KIOpH.

KoHkypcHOe 3amaHue [OJDKHO BBINOJHATBCSA IOMOAYJBHO. OLeHKa Takxke
IMPOUCXOJUT OT MOZYJISI K MOLYJIIO.

Ecnun  ydacTHMK 3aKOHYMIJI BBINOJHEHHE MOJIYJIsSl JIOCPOYHO, OH JIOJDKEH
pacmucaThCsi B BEIOMOCTH BPEMEHU HAIPOTHUB COOTBETCTBYIOIIEH MH(DOpPMAMOHHON
3alACH «Y4acTHUK Ne  3aKOHYMII BBIITOJHEHUE MOLYJISI _ ».
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3. MOAYJIN 3BAJAHUSA U HEOBXOJANMOE BPEMSA
Monaynu u Bpemsi cBesieHbl B Tabnuiie 1
TaOmnura 1.
B
No PaGouee peA
HaumenoBanue monyns Ha
/1 BpeMsi
3aJlaHNe
Mopnynb 1: YcranoBka, KOHQUTYpUpOBaHUE U
1 | ycTpaHeHue HeHCHPaBHOCTEN B CUCTEME C110.00-14.00 | 3 yaca

KOPIOPaTHUBHOM 3alllMThl OT BHYTPEHHUX yIrpo3

2 |Mognynb 2: UccnenoBanue (ayiuT) OpraHU3aliu ¢

IeJIBIO 3alIUTHI OT BHYTPEHHHUX YIPO3. C115.00-18.00 | 3 gaca

3 |Mogyns 3: PazpaboTka moauTHK 0€30MIaCHOCTH B

CUCTEME KOPIIOPATHUBHOM 3aIIIU Tl HHDOPMALIUU OT
pHop m bopman C210.00-13.00 | 3 yaca

BHYTPEHHHUX yTrpo3

4 |Monaynb 4: TexHONOrMY 3aILUThI U aHAIU3a

CeTeBOTO Tpaduka C2 14.00-17.00 | 5 4acoB

5 |Monynsb 5: TexHonmoruu areHTCKoro Monutopunra | €3 10.00-11.00 5
Jaca

C311.30-12.30

6 |Moaynb 6: AHaNU3 BISIBIEHHBIX MHIIMAEHTOB

C3 13.30-15.30 2 yaca

Hroro 18 yacos

Moayasb 1: YeraHoBKa, KOH(UTypHpPOBaHHe H YCTPaHeHHe HeHCIIpaBHOCTel B
cHcTeMe KOPNOPATHBHOM 3alIUThHI OT BHYTPEHHHX YIPo3

VYyacTHHUK TOKEH:

- [IpoBecTn koH(pUTYpaLHIO ceTeBON HHPPACTPYKTYPBI: HACTPOUTH XOCT-MAIIHHY,
CETeBOE OKPYKEHHE, BUPTYAJIbHbIE MAIIWHBI, U T.II.;
- YCTaHOBUTH M HACTPOUTH CUCTEMY KOPIIOPATUBHOM 3AIIUTHI OT BHYTPEHHUX YTPO3;
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- 3aImyCTUTh CUCTEMY, TIPOBEPUTH PYHKITMOHAIBHOCTh U COOTBETCTBHE HACTPOEK
1IeJIEBOI CeTeBOM HHPPACTPYKType

- [IpoBectn nmuTaIHIO TIpOIECCa YTeUKH KOHPUACHIINAIBHON HH(OPMAITIH B
CUCTEME;

- YcrpaHuTh npo0siemMbl PU NOSIBJICHUY;

- [IponemoHCTpUpPOBATH PAGOTOCTIOCOOHOCTH CHCTEMEI

- [TogroroBuTh OTYET MO OLIEHKE PAOOTOCIIOCOOHOCTH CHCTEMEI,

Moayas 2: HccaegoBaHue (ayauT) OPraHU3aldHM C LeJdbI0 3alIUTHI OT
BHYTPEHHHUX yIrpo3.

YyacTHUK JTOJDKEH MPOBECTU OOCIeJOBAaHUE W aHAIIU3 CTPYKTYpPhl OpraHu3aIdu
(KaK TJIaBHOTO OOBEKTa 3alUThl) HA OCHOBAaHWH IMPEACTaBICHHBIX MaTepHaIoB U CTEH/A,
e€  BBIYMCIUTENILHO-CETEBOM  HMHQPPACTPYKTYphl, ONpPENEIUTh IOTOKH  JIaHHBIX,
MOTEHITMATbHBIC YTPO3bI U KaHAJIBI yTEeUEK.

Y4acTHUKY HEOOXOMMO CO3/1aTh MAKET JOKYMEHTAIINH, BKITFOYAFOTITUH

- CTIMCOK MOTEHIIUATBHBIX BHYTPEHHUX yTPO3 (COrIacHO BBIJAHHOTO M1abI0HA)

- CITMCOK BO3MOYKHBIX KaHAJIOB CBSI3M JUIS aHAJIK3a (COrjIacHO BBIAAHHOTO IIAa0JIOHA)

- TPOEKT TIOJIOKEHMS O 3alluTe MHPOPMAIMd OT BHYTPEHHUX Yrpo3 (COrjacHo
BBIJIAHHOTO 111a0JI0HA)

- CITMCOK pOJIel MOJIb30BaTeN el U MOTEHIIUATBHBIX HAPYIITUTEIEH

- CIIUCOK U3MEHEHUH B CyIIEeCTBYIONINE BHYTPEHHNE HOPMATUBHBIX JIOKYMEHTHI
(TonmoskeHwsi, MpUKa3bl U T.I1.) OpraHu3anud st 3PPEeKTUBHOTO W 3aKOHHOTO
WCITOJIb30BaHUS COBPEMEHHBIX CUCTEM 3allUTHI.

Y4acTHUK TOTOBUT OTUET, CYMMUPYIOUINI UTOTU UccienoBanus opranu3auuu. [1o
OKOHYAHHWH MPOBEPKU YUYACTHUK CTABUT MOJAMKUCH B OTYETE U COOOIIAET O TOTOBHOCTHU
JKcrepTaM. ODKCIepT (UKCHpyeT Bpemsi roToBHOCTM B oTuére. [IpoBepky otuéra
MPOBOJIUT HAa3HAYEHHAs rPYIIa SKCIEePTOB.

Moyib 2 cuuTaeTcs BBITTOJHEHHBIM MTPH YCIOBHUW TOIITUCAHHOTO OTYETa, YCTHOTO
JOKJIa/Ia y9acTHUKA 00 OKOHYaHUH padoT.

Moayanb 3: PazpaboTka noJiMTHK 6€30MACHOCTH B CHCTeMe KOPNOopPaTHBHOM
3amUThl HHGPOPMAIUH OT BHYTPEHHHUX yIrpo3.

Llenp yuacTHUKA — pa3paboTaTh MOTUTHKY UH(DOPMAIMOHHOW 0€30MacHOCTH, UCTIONbB3YS
WHCTPYMEHTApU aBTOMATU3UPOBaHHOW cucTteMbl [WTM 6 1 ycnienmHo ux NpuMeHUTh IS
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BBISIBIICHUS W/WJTH OJIOKMPOBaHUSI MHIIAIEHTOB Oe3o0rmacHoCTH. [[ist co3manusi MHIIUEHTOB
u apyrux coosituii B IWTM ucnonb3yeTcs crnenuaibHOe MporpaMMHOe oOecrieueHne —
cneuuanbsHbli ['eHepaTtop Tpaduka U MHIUASHTOB.

Y4acTHUKY HEOOXOAMMO:

- PazpaboraTs HOBBIE W/WiI MOAMDUITUPOBATH CYIIECTBYIOIINE TTOJTUTHKH
0e30macHOCTH, MepeKPhIBAIOIIME KaHANIbI TIepelauu JaHHBIX U BO3MOXKHbIE WHIIUEHThI
COIJIACHO KOHKYPCHOTO 3a1aHus;

- 3aHEeCTH MOJMTUKHU UH(pOopMaLMoHHOM Oe3omacHocTy B DLP-cuctemy;

- Pazpaborath nin/u monuduimpoBaTtb 00bEKThI 3aIUTHI, KATErOPUHU, TEXHOJIOTUU
3amuTel B DLP-cucteme u T.11.;

- [I[pyMeHnUTh MOMUTHUKY JUTsI KOHTPOJIS TpaduKa, BRISIBICHUS W/UITH OJTOKHPOBAHUS
WHITAJIEHTOB 0€30MacHOCTH, CO3/]aBaeMbIX BHEITHUM | eHepaTopoM Tpaduka u
WHITAEHTOB. MaKCHMU3UPOBATH YMCJIO BBISBIIEHHBIX WHIIUICHTOB O€30TIaCHOCTH;

- [IpogemoHcTpUpOBaTh Bia/IeHHe TEXHOJIOTUSIMHU U YMeHUe paboTaTh ¢
nHTepdeiicoM ynpaBieHus CUCTeMbl KOpIiopaTUBHOM 3amuThl nHGopManuu [WTM.

YdacTHUKY He0OX0IMMO MPUMEHUTD MOJUTUKU HH()OPMaLMOHHOK 0€30MacHOCTH B
cucteMe IWTM, aBTOMaTH4eCKH BBHITIOJHUTH TOWCK HWHIUIACHTOB WH(OPMAIMOHHON
0e301acHOCTH, BHECEHHBIX YJIeHaMU JKIOpU (C UCIOJIb30BaHWEM cTeHaa u ['eHeparopa
TpaguKka ¥ WHIUACHTOB). [IOMUTUKM MOXHO MOAM(DHUIMPOBATH, C LEIBIO BBISIBICHUS
MaKCHMaJIbHOTO YKcia MHIUAEGHTOB U yTreuek. HeobxonnMo mcnonp3oBaTh Bech HabOp
TE€XHOJIOTMI NIOMCKA U BBISABIEHUS YSA3BUMOCTEH, OCTYIIHBINA B CUCTEME KOPIIOPaTUBHOMN
3aIuThl. ITOroBBIN BapyaHT MOJUTHUK JOJDKEH OBbITh 3a()UKCUPOBAHBI B OTUETE.

B 4ncno MHIMIEHTOB MOTYT BXOJIUTh, HAIIPUMeEp:

. nepefaya MNEPCOHAJBHBIX JAaHHBIX COTPYJHUKOB W KOHTPAreHTOB IO
3JIEKTPOHHOM I10YTE;

. nepenada 0a3bl KIMEHTOB OpraHM3alid B apxUBe C HCIOJIb30BAHUEM
(aitnoBbIX MPOTOKOJIOB;

. HEeLEH3ypHas JICKCUKA COTPYAHUKOB B IIEPENIUCKE C KOHTPAreHTaMu;

. nepenayda nH(GOpMaLMK, COCTaBIIAIONIeH KOMMepUecKyto TailHy | Jp.

3amaHne BBITIONHSETCS C TMOMOIIBI0 mporpaMMmHoro obOecredenuss DLP (Data Leaks
Prevention) IWTM 6.

[TpuMepHBIif aNTOPUTM BBITIONHEHHUS Ha TpuMepe UHIUAeHToB 1 nonutuk PCI DSS:

1. 3anyctuts cuctemy IWTM,
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2. O3HaKOMMTHCS CO CTPYKTYPOIl BUPTYaJIbHOM Cpe/ibl, UCIIOIb3yEeMOM s
BBITIOJTHEHUSI TAOOPATOPHOTO MpaKkTUKyMa (3 BUPTyalbHbIE MAIIUHbI: CEpBEp
IWTM 6; cepsep IWDM; paGouas cranius «HapymuTensy),

3. IlpoBepuTh QGyHKIMOHAIBHOCTh U COOTBETCTBHE HACTPOEK LIEI€BON CEeTeBOU

UH(pacTpyKType
4. V3yuuTh npenocTaBiisieMble MaTepHallbl, UCIIOJIb3yEMbIE IIPU CO3JAaHUU MOJTUTUKU
Wb B cucteme IWTM 6: xonuenuumsa nomtuku b PCI DSS;
5. B koncomu IWTM 6 co3mare oObekThl 3amuthl ¥ noautuky Wb, ucnons3ys
TEXHOJIOTHH aHa/n3a, o0o3HaueHHbIe B moinutuke PCI DSS.
6. TlpoBecTu MpOBepKy areHTa, yCTAaHOBJICHHOTO Ha pa0odeil CTaHITNHN «HAPYIITUTENbY,
Ha MpeaMeT CoeIUHEHUs ¢ cepBepoM DM.
7. B xoncomn DM mpoBectn npoBepky coennHeHus: cepepa IWTM 6 ¢ cepsepom
IWDM, a Takxe akTyaJlbHOCTh TIociieiHel Bepcuu KoHburypanuu [IWTM 6.
8. IIpoBecTu nMUTAIMIO TIpoIlecca yTeUKH KOH(DUASHIIMAIBHON HH(pOpMaLin:
a. Bpyunyto c paGoueii cranuun «Hapymmrenny
b. ABromaTtuuecku c ['eHepaTopa HHIUIEHTOB
9. B xonconmu IWTM 6 w/miu IWDM aBTOMaTH4ecKu MOIYYUTh MHGOPMALMIO O
dakte yreukn KoHuaeHnuanbHOW uwHopMamuu. HHIUAEHT JOMKEeH  OBITh
ABTOMAaTUYE€CKH BBISIBJIEH M TIOMEYEH KaK YSI3BUMOCTb COOTBETCTBYIOLIEIO YpPOBHS
COTJIACHO 3a/laHusl.

Mopayanb 4: TexH0JIOTHE AHAJIN3A U 3aLHUTHI CeTeBOro Tpaguka.
Y4acTHUK BBINOJNHSET CJEAYIOLINE NEHUCTBUSA C HUcCHodb3oBaHueM VPN-cuctem
KopropatuBHoro kiacca (Virtual Private Network):

. PazsépThiBanue, HacTpoiika u npoBepka padborocnocodHoct VPN-ceTn Ha
CYILIECTBYIOIIEH U BHIYUCIUTENbHON HH(MPACTPYKTYpeE.

. AJIMUHUCTPUPOBAHUE y3JIOB U MOJb30BaTENEH.

. BrinonHenne  KOMIOpOMeTallMud  y3JI0B,  KJIOYeH,  [OJb30BaTeNeil.
Boccranosnenue cBszu. OOHOBIEHHE KITFOUEBON HHPOPMAIIHIH.

. OpraHuzanuio MeKCeTeBOro B3auMoAeCTBUS U TYHHEJIUPOBAHHUS.

. Brenpenne LeHTpaTu30BaHHBIX NOMUTHK Oe3omacHocTu. OOecrnedyeHue

3alllUThI pa60q1/1x MCCT.

VYyacTHUK BBINONHSET clenytolue NOedcTBUsS ¢ ucnoiib3oBaHueMm IDS-cucrem
KOPIOPaTUBHOTO KJlacca:

. PazBépTriBanme, HacTpoOiika U mpoBepka padoTtocrmocobHocTH IDS-crcteMbr
Ha CYIIECTBYIOIMIEH U BEIYUCIUTEILHON HHPPACTPYKTYpE.

. BrisBinenne Oosnbliield 4acTH WHITUACHTOB O€30MMACHOCTH 3a OTPaHWUYEHHOE
BpeMs U/UITU ¢ YUYETOM HEOKHJAHHO MEHSIIOLIUXCS YCIIOBUH.
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. Pa3zpaboTka u nmpuMeHeHne pa3TUYHbIX MEXaHW3MOB M TEXHOJIOTM aHaln3a
Tpaduka.
. JleTekTrpoBaHMe aTak U yrpo3, MPOBeIeHNe paccieI0BaHusI UHLIUISHTa

VPN u IDS cucteMbl MOTYT TPUMEHSTHCS B paMKaxX OJTHOTO MOJIYJIsl KAK COBMECTHO,
10 OT/AEJIBHOCTH WJIM MOOANHOYKE.

Moayas S: Ilonck U npegoTBpamenne HHUUACHTOB. TeXHOJIOTHH aHAIH3A
ceTeBOro Tpaguka B cuicTeMe KOpHOPaTHBHOM 3alIUThI HHGPOPMALUH OT
BHYTPEHHHX yIrpo3

VYyacTHUKY HE0OXOAUMO TPUMEHUTD MOJUTUKH HHPOPMAIIMOHHOM 0€301acHOCTH
B cucteme IWTM/IWDM, aBTOMaTHYECKH BBIIOJIHUTD ITOUCK UHIIUIEHTOB
nH(pOpPMaIIMOHHOM 06€30MaCHOCTH, BHECEHHBIX YJIEHAMH JKIOPH (C UCTIONb30BaHUEM
creHza u [ enepaTtopa Tpaduka u UHIIUICHTOB) .

. ITpomemMoHCTpUPOBATh 3HAHUE MEXAHU3MOB PaOOTHI ar€HTCKOTO
MOHUTOPHWHTA;

. Pa3zpaboraTs u MpUMEHUTH MOJTUTUKHI areHTCKOTO MOHUTOPHUHTA JJIs1 paOOThI
C HOCUTEJISIMH U yCTPOUWCTBAMU;

. PazpaboraTs u MpUMEHUTH MOJTUTUKHM areHTCKOTO MOHUTOPHUHTA JJIs1 paOOThHI
¢ daitnamuy;

. Pabota c uckIroUeHUsIMA U3 TIepexBara;

Moayab 6: AHAJIU3 BbISIBJEHHBIX HHIIMIEHTOB

3agava y4acTHUKA — UCIIOJIh30BaTh aHATUTHYECKUH dhyHKImoHan cucteMbl IWTM6 nis
CO3/1aHus OTUETOB O HAMJIEHHBIX UHIMJICHTaX W aHalli3a MOJy4YeHHbIX JaHHbIX.

VYyacTHUK TOMKEH:

. [TprMeHUTh MeXaHWU3MBI CO37IaHus (YMIIBTPOB JIJIS aHATN3a TIePEXBAYeHHOTO
TpadviKa ¥ BBISIBIICHHBIX HHITUICHTOB;

. [ToaroToBUTH NEeTATU3MPOBAHHBIE OTYETHI O HAPYIICHUSX;

. ITpoBecTH knaccuduKaIuo ypoBHS YyIpo3bl HHITUACHTA,

. Hcnonas30BaTh JOMOTHUTEIBHBIX MOIYIIH aHAIA3a HHPOPMAIIHOHHBIX
MTOTOKOB, €CITA 3TO MPOJIUKTOBAHO OCOOEHHOCTSIMU MOJENIA OpTaHU3alMK B YCIIOBUSIMHU
eé Ou3Heca;

. PazpaboTaTs TuTaH 1Mo gaybHEUIIIeMy pacciieJOBAaHUIO BBISBICHHBIX

WHITAJICHTOB ¥ TIPOTHUBOJACHCTBUIO HAPYIIIUTEIISIM C OTIOPO Ha HOPMATHBHYIO 6a3y;
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B nmanHoM pasnene omnpejesieHbl KPUTEPUU OLIEHKH M KOJUYECTBO HAYUCIISEMBIX
6aioB (00beKkTUBHBIE) Tabnuia 2. O01Iee KoJU4ecTBO 0aIoB 3a1aHUs/MOIYJIS 10 BCEM

KpUTEpUsM olleHKHU cocTasisieT 100.

Tabmuma 2.

Paznen

KpuTepuii

Ouenku

MHuenune
cyaeu

Oo0beKkTUBHAA

Oo0wmas

Opranusanus paboTsl U
yrpaBleHue

5,00

5,00

VYcraHoBKa,
KOHUrypupoBaHue U
yCTpaHeHue
HEUCIIPaBHOCTEN B
CUCTEME KOPIOPATUBHON
3alUTHl OT BHYTPEHHUX

yrpo3

14,00

14,00

Uccnenosanue (ayaur)
OpraHu3alMHU C LEJIbIo
3alUThl OT BHYTPEHHUX

yrpo3

5,00

6,00

11,00

PazpaboTka monutuk
0e30IMMacHOCTH B CUCTEME
KOPIIOPATUBHOM 3aIUTHI
nHopManuu ot
BHYTPEHHUX yTPO3

20,00

20,00

TexHonmornu ananmsa u
3aIUTHI CETEBOTO
Tpaduka

27,00

27,00
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F TexHOI0THN areHTCKOTO
MOHMUTOPUHTA 14,00 14,00
G AHann3 BBIIBIIEHHBIX
WHIUJIEHTOB 8,00 8,00
Hrtoro = 100 100

Cy0bexkTuBHbBIe oneHkH - He npumenumo.
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