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B komnaHus «Zemo J1ab» Bo3HMKNa HeobxoAMMOCTb BHeagpeHust DLP cuctembl gns
NydLlen 3amTbl pa3paboTok 1M NpeAoTBpaLLeHNs yTeyek npoyer MHpopmaLmu.

Bam HEO6XOAMMO YCTaHOBUTb U HACTPOUTb KOMMNOHEHTbI CUCTEMbI B COOTBETCTBUN C
Bbl4aHHbIM 3aJaHNEM.

OCHOBHbIMM KaHa/saMM MOTEHLMANbHON YTEeYKM [JaHHbIX SIBASIOTCA HOCUTENN
MHPOPMaL MK, SNEKTPOHHAS MOYTA U Pa3/INYHbIe UHTEPHET pecypcbl.

CepBepHble KOMMOHEHTbI YCTaHAB/IMBAOTCA B BUPTYyasibHOW cpese VMWare
Workstation, npuyem cepBep € KOHTPO/1IEPOM AOMEHA Y>e YCTaHOB/EH.

BupTtyanbHasa mawmnHa ¢ Windows Server ana pa3épTtbiBaHnA IW Device Monitor
CO3[4aHa U HaxoAUTCA Ha OCHOBHOM KOMIMblOTepe.

Takxe y BaC eCTb HOYTOYK «HapyLwMUTENA» U BUPTya/ibHasA MaLIMHA «HapYyLWUTENs»
A9 0TPaboTKM NOANTUK.

B komMnaHuu pa3BepHYT AOMeEH CO BCEMW COTPyAHMKaMKM c ykasaHuem OUO,
A,0/DKHOCTM N KOHTAKTOB.

CtouT OTMeTUTb, 4YTO UMMeHa komnbtoTepoB (hostname) AonXHbI  HbITb
YHUKAbHbIMW, NPaBMIa Ha3HAYEeHNA UMEH YKa3aHbl B OMOJIHUTE/IbHbIX CBEAEeHUSAX
K 3aZ,aHMIO.

Mpwn BbINONHEHWUWM 33faHUM MOXHO MOJIb30BATbCA CMNPAaBOYHbIMU pecypcaMu W
AOKyMeHTaLMeln Ha KOMNbloTepax.
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Heobxognmo yctaHoBuTs InfoWatch Traffic Monitor B BupTyasbHom cpese
VMWare Workstation. s ycTaHOBKM HEOBX0AMMO CO34aTb BUPTYasIbHYHO
MaLUMHY C peKOMEeHAYeMbIMU NapaMeTpamu.

Mpwv pa3BepTbiBaHMM CUCTEMbI HEOHXOAMMO YCTAaHOBUTb Ha pasHble BUPTYasibHble
MalKrHbl cepeep IWTM u 6a3y agaHHbix. [apameTpbl IWTM: Bepcusi Enterprise, 6a3a
AaHHbIX PostgreSQL.

Mpwn ycTaHoBKe Bam HeobxoaMMO HacTpoUTb ABa ceTeBbIX aZanTepa, OANH ANS
yrnpaBaeHusa CMCTEMOW, BTOPOW A/1a nepexsaTa Tpaduka co SPAN-nopTa.

CeTeBble agantepbl HEOHXOAMMO HACTPOUTb B PEXMME « ». Ana SPAN-
nopTa MCnosb30BaThb ajanTtep, ANS yNpaBASAOLWero nopTa agantep

Bce anctpubyTtnsbl HaxoasaTcs B kaTanore D:\Distr
Hacmpoliku cemesbix uHmepghelicos ykazaHbl 8 d0N0AHUMeEIbHbIX CBeJeHUSAX.

Maponb cynepnosb3oBaTenst HEO6XOAMMO yCTaHOBUTL

Maposb opuuepa 6esonacHocTn InfoWatch Traffic Monitor ans goctyna k Beb-
nHTepdency HeobxoaMMO U3MEHUTL Ha

Heobxoanmo akTMBMpPOBaTb IML,EH3UIO0, KOTOPAs HAXOAMUTCSA B KaTasiore C
ANCTprbyTMBaMM.

HeobxoanmMo CMHXPOHN3MPOBATbL KaTalor NO/Ib30BaTeIen U KomnbioTepos LDAP.

3anuwume IP-adpeca, token, no2uHbl u napoau om yd4emHsix 3anuced, a makxice sce
npoyue HecmaHdapmHbie OaHHbIe (U3MeHeHHble 8amu) saweld cucmemsbl 8
mekcmosom ¢atine “iwtm.txt” Ha paboyem cmone host mawiuHsbI.

KoppekmHo 8binonHeHHbIM 3a0aHuem bydem A81AMbCA yCMAHOBAEGHHAA U
pabomocnocobHaA cucmema ¢ 8epHO HACMPOEHHbIMU NAPAaMempamu.
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3AZLAHVE 2:
YCTAHOBKA M HACTPOMKA
INFOWATCH DEVICE MONITOR

Heobxognmo BBectn Windows Server B 0MeH OT No/1b30BaTeNsi, KOTOPOro
HeobXxoAMMO CO3/,aTb CAMOCTOATE/IbHO.

YcTaHoBuTe H6a3y gaHHbIx PostgreSQL.

YctaHoBuTb InfoWatch Device Monitor c napameTpaMmu nNo yMo4aHuio.
Mpu ycTaHOBKE HEOHXOAMMO HaCTPOUTL MO/Ib30BaTeNN A/1A A0CTYNa K KOHCO/M
ynpasaeHua: officer c naposiem

CuHxpoHusmpymte IWDM c Active Directory (komnbtoTepbl 1 NO/Ib30BaTENN) U
cBsixuTe IWDM c Bawum InfoWatch Traffic Monitor.

Hacmpoliku cemesbix uHmepgpelicos yka3aHbl 8 00N0AHUMENbHbIX CBEJEHUAX.
3anuwume IP-adpec u Ha3saHue mawuHsl 8 galin “iwtm.txt” Ha paboyem cmone
host mawuHeol.

3AZIAHVE 3:
YCTAHOBKA INFOWATCH DEVICE MONITOR CLIENT

YCTAHOBKA Y HACTPOUKA
NMNOoACUCTEMbI CRAWLER

3AZLAHVE s:
NMPOBEPKA PABOTOCIMOCOBHOCTU CUCTEMBI
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Moaynb 2

PaspaboTka noanMTUK 6es3onacHoCTH
B CUCTEME KOPMOPaTUBHOM 3aLUMUThI
MHPOPMALUU OT BHYTPEHHUX Yrpos.
Mouck n npegoTBpalleHe NHUMAEHTOB.
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¢ Cospante B cucteme InfoWatch Traffic Monitor noantmnkum 6esonacHocTn
COrN1aCHO HUXeNnepeyYnC/IeHHbIM 3a4aHUAM.

e TloANTUKWN A0/KHBI aBTOMATMYECKM H10KMpoBaTb Tpadpuk n/mam
npeAynpexaaTtb O HAPYLUEHUN B COOTBETCTBUM C 3aZ,aHNEM.

e HekoTopble NOANTUKM AODKHBI ObITb CO34aHbI C HYAI, HEKOTOpPble MOTYT BbITb
cAenaHbl NyTéM MoandurKaL MM CyLecTBYIOLLMX B CUCTEME.,

e [lnA HeKOTOpbIX NOAUTUK HeobxoaMMa paboTa ¢ pa3HbIMK pa3AenamMmm KOHCON
ynpaBaeHuns TM: kKaTeropMammn u TepMUHaMK, TEXHONOrMAMK, obbekTamu
3aWmThl U T.N. Cnocob, KoTopbiM CO34aHa KOPPeKTHas NOINTUKA, OCTaB/IEH Ha
YCMOTpPEHMe CaMoro 3K3aMeHyemoro.

* [lpu BbisBaeHnn yassmmocTt, DLP-cuctema gokHa aBTOMaTHUYECKM
yCTaHaB/IMBaTb YPOBEHb YrPO3bl B COOTBETCTBMM C 3a/,aHMNEM (€C/IN B 3a/,aHNM
3TO He YKa3aHO ABHO, y4aCTHUK Z0/1XKEH CAMOCTOATE/IbHO 3a/aTb YPOBEHb
yrposbl npu paspaboTke NOANTUKM).

e Crnckn COTPYAHUKOB, 3aHMMaeMble NO3nL UK 1 oTAenbl cCoTpyaHUKoB (HR,
Accounting 1 ap.) npeacTaBneHbl B pa3gene «lepcoHbi» Infowatch Traffic
Monitor no pesysbtatam LDAP-cnHxpoHmnsaumnm c AD-cepBepom KOMMNaHmn

e T[locne co3paHuns Bcex NOANTUK, ByaeT 3anyLleH aBTOMaTUYeCKUIA «reHepaTop
Tpadmka», koTopbin nepeaacT Ha InfoWatch Traffic Monitor noTok gaHHbIX,
coZepxallmx Kak yTeuku, Tak U neranbHyo MHPopmaLmio.

e [lpu npaBuabHON HacTpomke, noantuku InfoWatch Traffic Monitor gonxHbl
aBTOMAaTMYeCKW BbISIBUTb (MM 610KMPOBaTb) M MAPKMPOBATb MHLUAEHTDI
6e3onacHocTn. He 40/KHO BbITb N0XHbIX CpabaTbiBaHWI, T.K. 1erabHble
CObbITUS He J,0/1)KHbI MAPKMPOBATLCS Kak BPeAOHOCHble. He f0/1HO bbiTb
HernpaBUAbHON MapKUPOBKU. JL0/1HbI ObITb BbISIBIEHBI BCE MHLUAEHTHI
6e3onacHocTy.

* BHumaHume! Heobxoammo Ha3biBaTb NOAUTUKM/OOBEKTbI/KATEFOPUM N NPOYME
06beKTbl B COOTBETCTBUM C HOMEPOM W Ha3BAHWEM 3aZ,aHUS, HanpuMep
«3aaaHue 1», «[Moantuka 4», «Monntuka 10», «O6beKT 1». bes BepHO
Ha3BaHHbIX 06bEKTOB NPOBEPKa BaLLero 3a4aHNs MOXET CTaTb HEBO3MOXHOM.
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I'IpM BbIMOJIHEHNWN 3a4aHNA yLIMTbIBal‘/JITe, 4YTO COBMECTHO C CO34aHHbIM
Cpa6aTbIBaTb CTaHAAPTHbIE MOJIUTUKWN, YTO HeO6XOAMMO npesoTBpPaTUTDb.

e B komnnekcHbIX 3aJ4aHnAax HeO6XOAVIMO No/Ib30BaTbCA 06beKTaMU 3alnThl.
i 3a,u,ava MO>XHO BbINOJ/IHATb B II060OM nopagke.

i I'IpOBepre CMHXPOHM3aUNKO BPEMEHN Ha BCEX CUCTEMAX, T.K. pacxXxoxgeHne BoO
BPEMEHN MeXAy CMCTEMaMN MOXKXET NOB/INATb Ha aKTya/IbHOCTb cobbITnM.

e /115 HEKOTOPbIX MOANTUK MOFYT MOHAA0OUTHCA A0NONAHUTENbHBIE Palibl,
KOTOpble MOXHO HanTu B “D:\Distr” xocT-mMalUunHbl.

e BbinosiHeHME OTAE/IbHbIX 33,aHNA HEO6XOAMMO NOATBEPANTb CKPUHLLOTOM
(3TO BCeraa ykasbiBaeTcsa 0TAe/1bHO). B 3TOM cnyyae Heobxognmo
MPOTOKOMPOBATL CBOM Pe3y/ibTaTbl C MOMOLLbIO ABYX CKPUHLIOTOB A S
KaXZA0ro 3aj,aHns (CKPUHLLIOT 3a4,aHHOM MNOIMTUKMN U CKPUHLLOT ee paboThbl).
Ans HekoTopbIX 334aHNN HeobxoaMMO nocsie GUKCaLMn pesyibTaToB B BUAE
CKPVHLLOTOB YAa/MTb 33aHHYIO NMOJIMTKKY, YTO OyeT OrOBOPEHO OTAE/IbHO B
TEKCTe 3aj,aHunS.

* Bce ckpuHWOTLI HEOBXOANMO COXpPaHMTbL Ha paboyem cToie B Nanke
«Mogaynb 2».

DopmaT Ha3BaHMA CKPUHLIOTOB NOJIUTUK:

MprMep 1 AN COXpaHEHWUSI CKPUHLLOTA CO3AaHHOM noanTtukn: CP-1.jpg
rae CP — cokpauieHume oT aHrA. creating a policy,
1— HOMep 3asaHusa

MpvmMep 2 Ans coxpaHeHUsa ckpuHWoOTa paboTatowen noantnkn: PW-1.jpg
rae PW — cokpaueHue ot aHra. policy work,
1— HOMep 334aHusl.

MprMep 3 AN COXpaHEHNSt HECKOJIbKMX CKPUHLIOTOB O HOM paboTatoLen
NOANTUKM:
PW-1-2.jpg

rae PW — cokpaueHue ot aHra. policy work,
1— HOMep 3asaHus;

2 —HOMepP CKPUHWOTa AN4 3a4aHNA 1.
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Heobxoanmo yaannTb CTaHAAPTHYHO U CO34aTb HOBYIO NaHe b CBOAKM B pasaese
«CBoaka», Ha3BaB ee «CBoaka Demo Laby.
[106aBnTb BUAKETbI Ha MAHe/Ib CBOAKM:

e /INHAMMKA HAPYLUEHWNI 33 NOCAeAHNE TPU AHS
e (CTaTuUCTMKa NO NOANTUKAM 33 A EHb
e BugxeTt(bl) Ha OCHOBe paHee co34aHHOM Bbibopku (Moayna 1)

Modmsepdume 8binoAHeHUe 3a0aHUSI CKPUHWOMAamu.

Ans npaBuabHOM paboTbl cMCTEMbl HEOHXOAMMO HAaCTPOUTL NEPUMETP KOMMAHUM:

e /lomeH: demo.lab.
e Cnucok Beb pecypcos:

Heobxoammo co3aaTb HOBbIM CMUCOK peCypCcoB, HAa3BaB ero « ».

e [pynnanepcoH:

*  VcknounTb U3 nepexsaTa
[Modmsepdume 8binoAHeHUe 3a0aHUS CKPUHWOMAamu.

Co3paanTe NOKaNbHYO rPynny Nonb3oBaTeneu « » B Traffic
Monitor. /lobaBbTe B Hee pykoBoAUTENA "
[Modmsepdume 8binoAHeHUe 3a0aHUS CKPUHWOMamu.

Heobxoanmo paHee co3gaHHyt0 rpynmny noJsib3oBaTenen « » BBECTH
nog HabaoaeHme. BBeCTM NOANTUKY, AeTEKTUPYIOLLYIO nepegady atobon nHpopmaumm ot
3TUX NOJIb30BaTe/IeN 3a Npese bl KOMAAHUN.

YposeHb y2po3bl HU3Kul, demekmuposams, mea «[Tonumuka 4».

B cBAi3un c nocToAHHBIMM NpobaeMamMu Npu OpraHM3aLm o4yepeZHOro YemMnmoHaTa
WorldSkills, coBeT anpexkTopoB pewwmna KOHTPOANPOBaTL Nepesayvy MHbopmaLlmm o
WorldSkills n 3a npegenbl KOMNaHWK. B ¢BA3M € 3TUM HeobxoaMMo co34aThb
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noantuky B InfoWatch Traffic Monitor Ha npaBuio nepesayn TeKCTOBbIX AaHHbI
npeaenbl KOMNaHUM (Ha agpec BHe AOMeHa), cogepxalmx cnosa «BopagCknnnsy,
«WorldSkills», « », « ».

HeobxoanMo yyecTb, 4TO B C/I0BaX MOIyT COAepXaTbCA KOMOUHAL MM NaTUHULbI U
KMPWUANULbI, @ TaKXKe CToATb Npoben mexay cnoBamu, Hanpumep: «Bopag Skills».
JToxHbIX cpabaTbiBaHUM 6bITb He J,0/1KHO (Hanpumep, NpocTo Ha Bopaa nan Cknnns).
Paspewums nepedayy, Ho ycmaHosumse cpedHull yposeHb y2po3bl. Tez «[loaumuka 5».
lMposepums pabomocnocobHoCcMeb.

Bcem coTpysHMKam KpoMe COTPYAHUKOB 1 pyKOBOAUTENEN OTAe1a KaZpoB 3anpeLyeHo
oTnpaBAATb , A4aHHble CHUIC n MHH 3a npegenbl kKoMnaHUu.
YposeHb yepo3bi -. T32 «lloaumuxa 6»

[N MOHUTOPUHIA ABUXEHUS 0DULMANBHBIX 4OKYMEHTOB HEO6X0AMMO BECTU
HabalogeHVe 3a 4OKYMEHTaMU C MeYaTbio KOMMNaHMM 3a Npesesibl KOMAAHWK, NPY 3TOM

[Meyams: ¥poseHb y2po3bl HU3KUU, He 610KupoBams, mee «neyamso».
lMeyams + 6naHK: YposeHsb yepo3sl cpedHul, baokuposams, mea «lloaumuka 8».

Heobxoanmo 3anpeTnTb Nnepesayy 40KyMeHTOB C rpudomM (MHPOPMaLMOHHON METKOM)
«O0O0 Demo Lab. KondunaeHuymanbHo» nam «OO0O Demo Lab. Ctporo
KOHPUAEHUNaNbHO» NtOObIM COTPYAHMKAM 3a npeaesbl KomnaHun. ObpaTuTe BHUMaHMe,
4TO Npu BBOZE MHGOPMALMOHHOM METKM C KAaBMaTYpbl COTPYAHUKN MOTYT olINOaTbCA U
BBOAWTb MeXAy csioBaMu bonee 1 npobena nam Tabynaumm, a Takxke NMcaTb Ha3BaHue
KOMMaHWM Ha pycckoMm a3bike, Hanpumep «OO0 Demo J1ab», «O00 Aemo J1ab».
YposeHb y2po3bi 8bicokul, 6aokuposams, mez «[Toaumuka 9».

3a0aHue Ha pezynsapHbIe 8bIPAXEHUSA
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YposeHb y2po3bl sbicokul, 6aokuposams, mee «lloaumuka 10».

3a0aHue Ha peaynsapHele 8blpaxceHUA. PakeTHoe BOOpYXeHWe A5 aBUALMOHHbBIX
KOMMJIEKCOB Pa3/IMYHOMO K1acca, B pa3paboTke KOTOPOro y4acTByeT KOMMaHUs B
nHtepecax MO P®, nnaHupyeTca K BHeAPeHUIO B 3KCNJ/yaTaLuio. YTeuku no AaHHOMY
BUAY NPOAYKL MM B HAacTosLLee BpeMs HegonycTuMbl! IHPopmauuns o TeXxH1Ke MoxeT
MMeTb KOHOUAEHLNANBHBIV U CEKPETHBIV XapaKTep, XOTS U He cogepxaTb rpud, B cuay
BbICOKOrO Temna paboT no npoexTy.

Heobxogvmo 6nokmpoBaTh Ntobble MONbITKM Nepesayn AaHHbIX 06 3TMx obbekTax Ha
BHeLWHWe agpeca. TexHuyeckme o6bekTbl 3aat0Tcst 6yKBEHHO-LUUPHBIMU KOAAMU Ha
PYCCKOM fi3blKe:

P-Lindpbi-Bykebl nam P-Lingpeibyksa.

e P —pycckasn 6ykBa «P»
* Lundpbl —He bonee 4-x noapaa, Hanpumep 27 UAK 5000
* bBykBbl—OT 0 0 2-X NoApaAA, Hanpumep P-27A3 (ynpasasiemasn pakeTa kiacca
«BO3AYX-BO3A4YX» CpeAHEeN AaNbHOCTH)
Mpw 3TOM Nocne gedunca obaszaTenbHO A0KHA 6bITb XOTA 6bl 0O4HA LMdpa UM ogHa
byksa (T.e. He f0/1kHO 6bITb cpabaTbiBaHNIM Ha NPOCTO «P» nan «P-»).
YposeHb y2po3bl sbicokul, 6a0kuposams, mee «lloaumuka 11».

Moctynuna nHpopmaums, 4tTo coTpyaHukm T napannenpHo «xanTypsiT», BbINOJHSAIOT
CTOPOHHMe 3akas3bl, ucnosb3ya MO 1 annapaTHble cpeAcTBa KOMNaHUK. Heobxoanmo
BbIIBUTb J,aHHble, cogepxalme ¢pasbl 0

npuxoasatume ¢

CTonT yyecTb MOPHONIOrMIO 1 Pa3NINYHbIE BAPUAHTbI HANMMCAHUA STUX K/KOYEBbIX C/I0B.
YposeHb y2po3bl HU3kul, 6a0kuposams, mea «[loaumuka 12».

ANs KOHTPOAS 33 ABUXKEHMEM ODULNANbHBIX 40KYMEHTOB HEO6X0AMMO BECTU
HabaloAeHMe 3a Nnepegavert Kak NyCTbIX, Tak U 3aMNOJIHEHHbIX LWAab/IOHOB JOKyMeHTa
(wabnoH — «/lorosBop komnaHmm.doc») 3a npegensl komnaHum. CTOUT y4ecTb, 4TO
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COAEepXMMOe J0KYMEHTA MOXET U3MEHSATLCSA B Npeenax 25%.
YposeHb y2po3bl HU3kul, He 6aokuposams, Tez «[Toaumuka 13».

NMOJ/INTUKA 14

NMOJIMTUKA 15

HeobxoA1MMO HaCTPOUTbL MOHUTOPUHT BbIrpy30kK 13 B/l Ans KOHTpoAs

YposeHb yepo3ssl Huskul, He 6a10kuposams, mea «[loaumuka 15».
Mposepums pabomocnocob6HOCMb € NOMOUibIO NONLIMKU Nepedayu Bbi2py3KkuU C 3aHeceHuem
cobeimus 8 cucmemy.

NMNOJINTUKA 16

Heobx0AMMO KOHTPOIMPOBaTb LMPKYNALMIO BHYTPU OpraHM3aL,mm 40KyMeHTOB C
rprdom « », @ Takxke 610KkMpoBaTh NX
PeannsoBaTb NONNTHKY C MOMOLLbIO TEXHUYECKOrO 3/1eMeHTa «[epumeTp»

YposeHb yepo3ebl seicokull, 60kuposams nepedayy Ha BHeWHUE pecypcsl, He 6s10Kkuposams
nepedayvy sBHympu komnaHuu, mez «lloaumuka 16».

NOJINTUKA 17
3AAAHVE 18

3AZLAHVE 19
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3a4,aHnA BbIMOJHAKTCA C MOMOLLLbIO KomnoHeHToB DLP cuctemsbl InfoWatch.

Bce cueHapuu 3agaHum (rae npumMeHMMo) Heobxo4MMO BOCMPOU3BECTU U
3adumKcMpoBaTh pe3ybTarT.

Heobxognmo ybeanTbca B KOPpeKTHOM OTObpaXkeHMn pesyibTaTa B CBOAKAX
cobbITum.

Ha3sbiBanTe co3gaHHble BaMU pa3zesibl/MOANTUKN/TPYNbl U T.4,. B COOTBETCTBUM C
3agaHnem, Hanpumep «MoanTuka 1» nam «MoanTuka 1-2» U T.4.

N5 HEKOTOPbIX NOJIMTUK MOFYT NOHAA06UTbCSA AONONHUTENbHbIE dali/ibl, KOTOPbIE
MOXHO HanTu B AnpeKktopum D:\distr.

BbinosiHeHMe OTAE/bHbIX 334aHUIM HEOOX04MMO NOATBEPAUTL CKPUHLLOTOM (3TO
BCerAa yka3blBaeTCs OTAe/bHO). B 3ToM ciyyae Heob6xoAMMO NPOTOKO/IMPOBATh
CBOW pe3y/IbTaTbl C MOMOLLbIO ABYX CKPUHLIOTOB A/151 KaXA0r0 3a4aHus (CKPUHLWIOT
3a/,aHHOM NOJINTUKUN U CKPUHLIOT ee paboTbl). 15 HEKOTOPbIX 3a4aHUMN
Heobxoanmo nocae dpukcaLmm pesyibTaToB B BUAE CKPUHLIOTOB YAAINTb
3a/laHHYI0 MOINTUKY, YTO ByZeT OroBOpeHo OTAE/IbHO B TEKCTE 3aaHUs.

Bce ckpMHLLOTbI HEO6XOAMMO COXpaHUTb Ha paboyem cTone B nanke «Moay b 3».
DopmaT Ha3BaHMA CKPUHLIOTOB NOIUTUK:
MprMep 1 ANsE COXpaHEHWS CKPUHLLOTA CO3AaHHOM noantukn: CP-1.jpg
rae CP — cokpaueHue oT aHrA. creating a policy,
1— HOMep 3ajaHus
MpvmMep 2 Ans coxpaHeHMsa ckpuHWoOTa paboTatowen noantnkn: PW-1.jpg
rae PW — cokpaueHue oT aHra. policy work,
1— HOMep 334aHusl.

MprMep 3 AN COXpaHEHNSt HECKOIbKMX CKPUHLIOTOB O HOM paboTatoLen
NOANTUKM:
PW-1-2.jpg

rae PW — cokpaleHue ot aHrAa. policy work,
1— HOMep 334aHus;

2 —HOMep CKPUHWOTa A4 3a4aHNA 1.
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Heobxoanmo co3aaTb HOBYIO NOAUTUKY (KPOME NOJIUTUKM Ha YCTPOMCTBA MO YMOJIYAHUIO),
Ha3BaB ee , TPUMEHUTb ee K rpyrnne KOMMbOTEPOB MO YMOJYAHMIO.
Mocneaytowme NpaBmAa MO 3aaHNSAM J0XKHbI ObITb 406aBAEHbI B 3TY NOJIUTUKY.
3agukcuposams 8bINOAHEHUE CKPUHWOMOM.

Heobxoaumo 3anpeTuntb nonb3osaTbes Microsoft Paint, a Takke Paint 3D (npu Hannumm), T.K.
y4acTUANCL Cyvan NOAAENKM NevaTen KOMNaHNW.
Mposepums pabomocnocobHocMb u 3agukcuposams 8bINOAHEHUE CKPUHULIOMOM.

Heobxoanmo 3anpeTunTb CO3aHNe CHUMKOB 3KpaHa B TabanyHbix npoueccopax (Excel) n
KanbKynaTope ANs NpeAoTBPaLLeHMs YTeUKM CEKPEeTHbIX pacyeToB 1 6a3 AaHHbIX.
lMposepums pabomocnocobHocmb U 3agukcuposams 8bINOAHeHUE CKPUHWOMOM.

HeobxoanMO NoCTaBUTb Ha KOHTPOJIb Bydep 06MeHa B 0DUCHBIX MPUIOXKEHUAX
(MSWord/WordPad, Excel, PowerPoint).

lMposepums pabomocnocobHocmb U 3agukcuposams BbINOAHeHUe 3aHeceHUem napsbi cobbimull 8
IWTM.

Takxe nodmsepoums 8bINOAHEHUE CKPUHULOMOM.

Heobxo4MMO HAaCTPOUTL KOHTPO/Ib ABUXeHUs GarnoB 40 MB Ans CbeMHbIX HOCUTENeN U
CeTeBbIX ANCKOB.

Mposepums pabomocnocobHocmb u 3agpukcuposams 8biN0AHeHUE 3aHeceHuem 1-2 cobbimull 8
IWTM Ha azeHmMcKyto noaumuky, co30aHHyt 8 pamkax 0aHHO20 3a0aHUS.

3agukcuposams ghakm nposepku CKpuHUWOMamu.
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3AZIAHUE 8

Co3gaTb NOANTMKY NO 6J10KMPOBKE KONMPOBAHUS UCMONHAEMbIX exe-dainios Ha USB-

HakonuTtenu. MpoeepnTb paboToCNoCobHOCTL M 3adUKCMpPOBaTL BbIMOIHeHME (3adpUKCMPOBaTh
pe3y/abTaTbl B BUJEe CKPUHLLOTOB).
Mposepums pabomocnocobHoCMb U 3aguKcupo8ams BbINOAHEHUE CKPUHWOMOM.

3AZIAHUE g
3AZLAHUE 10

3AAAHVE 11

HeobXxoAMMO yCTaHOBUTbL KOHTPO/1b 3@ KOMMbIOTEPOM NMOTEHLMA/IBHOMO HAPYLUUTENS B CyYae
ncnonb3oBaHus bpaysepa Google Chrome nyTem co3zaHnsa CHUMKOB 3KpaHa KaXAble 15 CeKyHZ,
WV NPY Nepexoe Ha APYryto CTpaHuLLy.

Mposepums pabomocnocobHocmMb u 3agukcuposams 8biNOAHeHUe: NPOJeMOHCMPUPOBAMb, YMO
CHUMKU 3KpaHa u3 3adaHus nossaaomca 8 koHconu IWTM. [Todmsepdums 8binonHeHuUe 3a0aHUA
CKpUHWoOmMamu.

3AAAHVE 12

Heobxoanmo co3aate BbIOOpkM (GUAbTPbI) MO COBLITUAM MO 2 KaTeropusm:

Mposepums pabomocnocobHoCMb U 3aghukcupo8ams BbINOAHEHUE CKPUHLLOMOM.

3AZIAHVE 13
3AZAHVE 14
3AZLAHVE 15

3AAAHVE 16
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Ha BupTyanbHOM MallnHe HeobXxoAMMO 3anpeTuTb Ucnonb3oBaHue bydpepa obmeHa npu
NOAK/IOYEHUN K YA a/IeHHbIM MalLMHAM no npoTokoay RDP.

Mposepums pabomocnocobHocmMb U 3agukcuposams B8bINONHEHUE CKPUHULOMOM KAk 610KUpoBKU,
mak u KOHMpPOonA.

B pe3ynbTaTe akKTyannsayunm TEKYLLI,EI‘;I noanTukm 6esonacHocTm opraHunsauunm HeO6XOAMMO
peann3oBaTb KOHTPO/Ib onepau,mﬁ KonmpoBaHuA c|>a17mos Ha Cb€MHbl€ HOCUTENN.

B paMkax KOHTpoisi onepauui KoNnMpoBaHUs GparaoB Ha CbeMHbIe HOCUTENIN HeOBX0AMMO
peWwnTb cneytoLLmne 3agaun:

1. Peasnv3oBaTb 3anpeT KONMMPOBAHUSA Ha CbEMHbIE HOCUTE/IN ,OKYMEHTOB,
COAEepPXKaLLMX C/10BA « », « »,

« ».

Heobxoanmo y4ynTtbiBaTh , @ TaKxe
Ha/m4me npobesioB 1 TabysaL MM MexXay CI0BOCOYETAaHUAMM MO0 OTCYTCTBME TAaKOBbIX.

JIoXHbIX cpabaTbiBaHUM ObITb HE A0/IKHO.
YpoBeHb Yrpo3bl BbICOKMM, HA3HAYMUTb OTNPABUTENIO CTATYC « », Ter

« ».
2. Hayu4eTHyto 3anncb agMMHMUCTPATOPa He pacnpOCTPaHAOTCA MPaBMIO 1.
YpoBeHb yrpo3bl HU3KUI, HA3HAYNUTb, Ter « ».
3adukcmpymnTte pesyabTaT peanmsanmm 3agad N21 m 2 (cobbitus B8 TM) n yBegomneHne DM
Ha MalUMHEe HapyLmnTens.

Mposepums pabomocnocobHocMb U 3agpukcuposams 8biN0AHeHUE 3aHeceHuem 1-2 cobbimull 8
IWTM Ha azeHmcKyto noaumuky, co30aHHyt 8 pamkax 0aHHO20 3a0aHUS.
3agukcuposams hakm nposepku ckpuHwOoMamu
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C NoMOIUIBIO0 TEXHOJIOTUHU BUPTYAJIbHBIX MalllUH JUTS BBITTOJTHEHUS 3a/1aHuUs
CMOJIeTpOBaHa KOPIOpaTHUBHAS CeTh opraHu3anuu Ha 2 ¢ummanax (['maBHbIN oduc
— komnetotep, Oduc punuan — HOyTOYK).

Jas  Windows koopamHaTopa HCHOJb3yeTcsl BHPTYaJbHbIH uHTepdeiic
, VISl JIOKAJIbHOM CeTH MEXAY BUPTYAJbHLIMUA MAIIMHAMU UHTepdenc

[Ipu BBINOJHEHUHU 3aJlaHU HEOOXOAMMO KIIFOUEBBIE 3Tallbl YCTAHOBKM M HACTPONKHU
MOATBEP)KIAATh CKpUHIIOTaMU. CKPHUHIIOTHI HEOOXOJIMMO COXpPaHUTh Ha pabodem
croJtie B nanke «Mopayib InfoTeCSy». @opmar HazBanus ckpuHioToB: ITCS-1-2-1.jpg
(3amanue 1.2, ckpunmot 1). MoxHo po6aButb kommeHtapuid (ITCS-1-2-1-
Coordinator).

B xoze BbINOTHEHUS JAHHOTO 33a/IaHUsI HY>KHO YcTaHOBUTH ocHOBHOE [IO VipNet Ha
pabouue cTaHIuu Oyylen 3aluIeHHON CeTH.

Jlorun Ha Windows 7: 6e3 maposst
Jlorun Ha Windows Server 2012: agmuHucTpaTop, mapoib: xxXX.1234

Bce maponu none3oBareneit B ViPNet cnenats 12344321

Bce maponu agmunuctparopoB B ViPNet cnenatb ViPAdmNx x, rae XX — HOMEp
pabouero Mecta ¢ BeIyIIUMH HYJISIMU.

Ilepen ycranoskoii IIO ViPNet Heo0X011MM0 HACTPOUTH C€Th B COOTBETCTBUH €O
cxemoii puc. 1. Ecam BupTyaJabHass MallHHbI JJs1 KOOPAMHATOPOB He
MapIIPyTHU3HPYeT MNAaKeTbl MexXAy uHTepdeiicaMu 3HAYUT He00X0AMMO
BKJIKOYMTH 3Ty onuuio. Oprann3oBatb 001IYI0 NANKY MeXKIy BCEMH MAaIlIMHAMHU.

Heo0xoaumo 3anmcath Bce JIOTHHBI M MAPOJIH B TEKCTOBBIH (aiiu vipnet.txt Ha
pabdouemM croJie.
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e VYCTaHOBUTH W HACTPOUTH pabodee MecTto amMmuHHCTpaTropa VipNet (Ha 6asze
BupTyasibHOM MammHbl VipnetAdml): CYBJl, ViPNet Llentp ynpaBienus
cetet0o  (cepBepHoe u  kiHMeHTckoe npuioxkenne LYC), ViPNet
VY noctosepstomuii u kimoueBoit neHtp (YKII), ITO ViPNet Client (nepBuuHYIO
VMHUIMAIA3AIHIO TI0Ka HE TPOBOJIUTH).

HGO6XOI[I/IMO BaQ)HKCHpOBaTB IIponccC yCTAaHOBKHU CKPpHMHIIOTAMH 3allOJJHCHHBIX HJIN
HU3MCHCHHBIX d)OpM U CKPHUHIIOOT IICPBOI'0 3aI1YCKa ITPUIIOKCHHA.

e Ha komnerorepe Ha VipnetAdm1 ycranoButs [10 ViPNet Client (Windows),
pabouee MecTO aIMUHUCTPATOPA.

e Ha xomnbrotepe Ha VipnetCoord1 ycranoButs 110 ViPNet Coordinator (Windows);

e Ha noyrOyke Ha VipnetClil ycranoButs [1O ViPNet Client, pabouee mecTo
MOJIb30BATEIIs;

Heobxonumo 3adukcupoBaTh IpOIECC YCTAHOBKU CKPUHIIIOTaMU (POPM + clieNiaTh CKPUHIIIOT
JTUPEKTOPUH, B KOTOPYIO ycTaHoBJIeHO [10, 1 CKpUHIIOT MEPBOTO 3aIyCKa MPUIIOKCHUS.

3aganue 2
3ammTa JIOKAJIbHO-BBIYMCJINTEILHOM ceTH npeanpusatus ¢ npuMmenenuem IO ViPNet

HeoOxoaumo wucnosnbs3oBaTh paboyee MeCTO aJMUHUCTpaTopa (CO3JaHHOE paHee) I
CO3JaHUsl CTPYKTYpbl 3allUIICHHOW CETH, pa3BEPHYTb C TOMOIIBI TEXHOJOTUHU
BUPTYAJIbHBIX MAIlUH CeTh MPENUPUITHSI U HACTPOUTH HeoOxoaumeie APM B
COOTBETCTBUU C 3aJaHHBIMU POJISIMU.

Cxema ceTH, KOTOpYIO TpeOyeTcsi co3/1aTh, IPUBEICHA HUXKE.

Version: 1.0

WSK2019 Enterprise security Date: 23.08.19

30f7



N
world skills
Kazan2019

FnasHbii opuc. ViPNet Cetb 1

10.14.0.0/24 . 60.80.10.0/24
& B
KoopanHaTtop

[NaBHbI aAMUHUCTPATOR LleHTp. oduc
VipnetCoord1l

VipnetAdm1
N N
\
N SN
>
- B 192.168.100.0/24
HesawmueHHblii y3en VipnetDB1

VipnetClil

Oduc dpunman. ViPNet Cetb 1

MapwpyTtusatop MNAK

Host mawumHa dunman

VipnetCli2

PucyHok 1 Cxema 3alWuLLeHHON ceTn

B urtore BeINIOTHEHUS 3a/IaHKS JTOJDKHBI OBITh PA3BEPHYTHI M HACTPOCHBI CICAYIOIINE
CETEeBBIC Y3JIbI 3AIIUIICHHON CeTH (CM. TabIHUITy).

Ta6muma 1 V3nel 3anumienHoit cetu ecnu YKL u Y C na onHo# mammHe.

Buprt. mamuna | Ha3zBanue ITO VipNet OC ceresoro | Umsa I10JIb30BaTENIA
CETEBOro y3j1a y3na CETEBOI0 y3J1a, YPOBEHb
ITOJIHOMOYU I
ViPNet
R Administrator
VipnetAdml | agmMuHHCTpaTOp I(/I]'E:Z(;:HieHT (S)e(rjv\e?ggcl);vlzz Admin
(xommbroTEp) YKLIE) p
ViPNet Client
Koopaunatop . .
. ViPNet OC Windows . .
VipnetCoordl | Lentp Oduc Coordinator Server 2012R2 CoordinatorOffice
(xommbroTEp)
VipnetCoord2 Koopanwarop ViPNet ITAK CoordinatorSubsidiary
Ounman Coordinator

[Tonb3oBarens 2

VipnetClil Ounman ViPNet Client OC Windows | User2, MMHUMAIBHbIC

(HOYTOYK) 7 TIOJTHOMOYHS
Hezamumennorit ]

VipnetClil y3en _ ;DC Windows
(xommBIOTED)
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Tabnuua 2. Cxema cBsi3eil moiab30BaTeliei

CxeMa cBs3el Coordinator ) Coordinator
o . Admin L User2
MoJib30BaTesei Office Subsidiary

CoordinatorOffice

Admin

Coordinator
Subsidiary

User2

o IIVC. Heob6xomumo co3znats B LIYC cTpykTypy 3alllUIlEHHON CETH B COOTBETCTBHUU C
3amanHoi cxeMol (BbIrpy3uth otder B HTML). Co3nath mosip3oBaTeneil y3ios,
HaCTPOUTH OJIHOMOYHS MIOJIb30BATENEH U UX CBSI3U B COOTBETCTBUU CO CXEMOM.

e VKII. IIpoectn wmHMumamusauuro YKII, coxpaHuTe KOHTEHHEp KIIOUYEH
aJMUHUCTpaTOpa B 00IICH mamnky (co3aarh moAmnanky 3agaHue 2.1), MTOMEHSITh THII
napoJjeil s moib3oBareseil («coOCTBEHHBINY»). 3aaTh Mapoad MOJIb30BaTeNel U
COXpaHHUTh B TEKCTOBBIN (aitn. ChopmMupoBarh AUCTPUOYTUBBI KITFOUEH HJIsT BCEX
CETEBBIX Y3JIOB (COXpaHUTh Ha >ecTkuil mauck). Co3gaTh TPYNIBI y3J0B IS
HEHTpajdbHOTO Ooduca W (Quianana, HACTPOUTH MApOJib AJAMHUHUCTpPATOpa TPYIIbI
CETEBBIX Y3JIOB IS KaXK/10H U3 TPyl (TPOBEPUTH, YTO MApPOJIb paboTaeT).

e Ha Bcex y31ax ceTH KOPPEKTHO HACTPOUThH CETEBbIe NHTEP(ENCHl B COOTBETCTBUHU CO
cxeMol (Ha KoopAuHaTOpax 2 mHTepdeiica — BHEIIHUNA U BHYTPEHHHI), IPOBEPUTH
JOCTYITHOCTb COCEJHHUX Y3JIOB.

o Pasznectu DST ¢aitner mo APM, mpoBecTH NEpBUYHYIO HHHMIIMATH3ALUIO Y3JIOB
3aIMILIEHHON CEeTH (KOOPJAMHATOPOB U KIHUEHTOB), MPOBEPUTH JOCTYINHOCThH Y3JIOB
3aMIUIIEHHON CETH.

e PesepBupoBanue. CraenaTh pe3epBHYIO KOmui KoHpuryparuu cetu. HactpouTs
aBTOMAaTHUYECKOE PE3epPBHOE KOMUPOBAHUE JAHHBIX.
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e [loaxmrounts k [TAK kiaBuatypy u MOHUTOD

e [lpoBecTu NEpBUYHYIO MHUIIAATU3ALIIO

e OpranuzoBaTh yJajaeHHbIN noctyn 1 ynpaieHus [TAK no ssh u web
Heo0xoaumo 3aukcupoBaTh Npouecc HACTPOMKM:

e CKpHMHIIOTHI UTOTOBOIl HACTPOWKH CeTeBbIX MHTeP(eiicoB HA KOOPAMHATOPAX,
pe3yabTat pa6oTthl ipconfig Ha Bcex ceTeBbIX y3Jax.

e VYKII: CKpMHIIOTHI reHepaluy KJI04eBoil HHPOPMALMU U YCTAHOBKH IapoJiei.
e CKpPHHIIOTBHI HACTPOWKHM I'PYIII CETEBbIX Y3J10B.

e CKpHHIIOTHI MpoLecca MEPBUYHON HHUIMAIU3ANMU, pa3esa «3allulleHHAs
ceTh» MOCJe HWHHLIHMAJIN3ALMU, Pe3yJbTaTa MPOBEPKH JTOCTYNHOCTH Y3JI0B
3allUIeHHOH ceTH (Uil BceX Pa3BepPHYTHIX M MHMUIMAIU3MPOBAHHBIX Y3J10B
3alMIIEeHHOH ceTn).

L4 CKpI/lHlIIOT nmpouaecca Co3iaHust pe3epBH0i71 KOIINM.

[Tepen HayaioM BBIMOTHEHUS cienaTh Snapshot Bcex MOAUPUITUPYEMBIX MAIITHH.
Monuduxaius CTpyKTypbI CETH:

e JloOaBuUTH

e JloGaBuTH

Heo0xoqumo 3aukcHpoOBaTh MNPOLECC HACTPOMKM CKPUHIIOTAMHM KJIKHYeBBIX
MOMEHTOB U 3aI0JJHEHHbIX opm:
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Kpome Toro, nHeodoxogumo coxpanuthb ¢paita HTML ¢ o0HOBJIEHHOH CT)
3alMIIEeHHOH ceTH, BhIrpykeHHbIH 3 LIYC (u caenars cKkpuHIoOT ¢aiiia, Ha KOTOPOM
BH/IHO U3MEHEHHUE CTPYKTYPHI).

Heo6xoanMo mpe10cTaBuTh:

®@aiiaibl HTML cTpyKTYpBI 3alIMIIEHHOM ceTH IJIs1 00euX ceTeil mocJie BbINOJIHEHUS
3aaHUA.

CKpHMHIIOTHI:

e Crpykrypa 3amumeHHoii ceru B IIYC g0 ycraHoBi/IeHHMSI MeKCeTeBOIO
B3aMMOJAECHCTBUSA

o CKpPHHIIOTHI KJIYEBBIX 3TANOB YCTAHOBKH MEKCETEBOI0 B3aUMOEiiCTBUA U
o0padoTku me:xkcereBoid nHGopmanum (B LIYC u YKII 06eux cereii).

e Crpykrypa 3ammumeHHoil cetu B IL[YC mocie ycTaHOBIEHHUSI MeKCeTEBOI0
B3auMOAEHCTBUA (51 00eHX 3allMIIEeHHbIX ceTell) ¢ IKPAHOM INPOBEPKH
AOCTYIHOCTH Y3J10B.

e CKpMHIIOTHI /1eJIOBOM MOYTHI HA OTHPABUTEJe U MoJydarese (IPU OTHpPaBKe
NnUucbMa).

o CkpunHiiorsl xypHajsa IP-makeToB Ha KOOpPAMHATOPAX, MNOATBEPKIAAIONIHE
NPOXO0XAeHNe NNCbMA Yepe3 KOOPAUHATOPBI.
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