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MecTo npoBeieHus1

Poccus, r. Cankr-IlerepOypr, Mockosckuii 149B

HAUMEHOBAHUWE KOMIIETEHIINN

KOPIIOPATUBHAS 3AIIUTA OT BHYTPEHHHUX YI'PO3 HHO®OPMAIIMOHHOM BE3OIMACHOCTH

I's1aBHBII YKCIIEPT

MatBeeB HukoJs1aii BaadenTnHoBNY

3amectuTe b I'1aBHOTO 3KCTIEpTA

Bopkion meHexxep

Ikceneprt no CIS

KosaunvecTBOo 3kCnepToOB (B TOM YK CJIe € TJIABHBIM U
3aMecTHTeIeM)

6

KosmuecTBO KOHKYPCAHTOB (KOMAaH/)

5 komMaH[1 / 5 KOHKYPCAHTOB

KosmuecTBo padouux mect

5

O0mas njiomaab 3aCTPONKH KOMIIETCHIIUH

Bepcus

PABOYAS IVIOIMAJIKA KOHKYPCAHTOB

HUT OBOPYJOBAHHME (HA 1-O PABOYEE MECTO \ 1-Y KOMAH/Y)

1 JKommstorep - Tum 1

[Iponeccop He menee 15 3,2 I'T1 ¢ moaaep kKON BUPTyATA3AIUN
WM aHAJIOT M BBIIIE, HEe MeHee 4 (hU3nUecKux sjep, He MeHee 16
I'b O3V, ne menee 500 I'b SSD co ¢cBOOOAHBEIM MECTOM HE MEHEe
350 I'b, ne menee 50 I'b HA JOMOIHUTENBHEIX HOCUTESIX
(HDD/SSD/USB3.0 Flash), OC Windows/Linux/MacOS c
rpaduueckuM uHTepdeiicom i ananor, [10 s BUpTyanu3auuu
VMWare Workstation/VirtualBox miu anasor, opUCHBIN akeT
MSOffice/LibreOffice unm ananor, notepad++ unu ananor, 6paysep
Firefox u Chrome wmu ananor

2  JKowmmbroTep - THI 2

[Iporeccop He Menee 15 3,2 I'T1y ¢ moaAep kKON BUPTyaTA3aIAN
WJIM aHAJIOT M BhILIE, He MeHee 4 (hu3nveckux suep, He meHee 16
I'b O3Y, ne menee 500 I'b SDD, OC Windows/Linux/MacOS ¢
rpadudeckuM uHTEepdeiicoM uiu ananor, 1O st BUPTyaaTu3aiuu
VMWare Workstation/VirtualBox uiu anasor, opUCHBIN akeT
MSOffice/LibreOffice unm ananor, notepad++ unu ananor, 6paysep
Firefox u Chrome wiu ananor

mT

3 [Monutop 24"

Monutop He MeHee 20" u pazpemennem He meree 1920%1080 ke
(B cimydae HOyTOYKa 10 17" — HOMOTHUTEIHHBIN MOHUTOD)

10

KnaBuarypa

USB

10

MEIIIB

Wireless or USB

T

10

CeTeBOl COeIMHUTENBHBIN KaOelb

RJ45, U/UTP, 3 M naun nounnee, Cat.6

mT

20

Kabens HDMI

3m

mT

NEBRINEN

10

oo Njo o~

3epkanmpoBanus mopta (SPAN)

KommyTaTop (Mapmpyrru3aTop) yrpaBisieMblid C BO3SMOKHOCTBIO

Kommyrarop (Mapmpyruzatop) He Menee 4 mopros 1Gbit/s,
roJyiepKKa 3epkaiipoBanust moptoB (SPAN, mirror),
ynpasisieMbii (web/console)

cereBoii ananrep ethernet

usb aganrep

mT

9  |USB-nocurens (daemka)

He menee USB2.0, ne menee 8I'b

mT

10

HUT OBOPYJIOBAHHME (HA 6 PABOYUX MECT \ 6 KOMAHJI)




10

KomnsroTep - Tun 3

[Tpomeccop Ttuma core 5 wnm asamor, He Menee 2.0ITm ¢
momnepkkod VT-X wmnm ananor, He meneel6l'b O3V, me menee
100I'b CcBOOOIHOTO MIPOCTPAHCTBA Ha JIACKE, O(]
Windows/Linux/MacOS ¢ rpaduueckum wuuTepdeiicom  wmuf
anasror, 110 mis Bupryamusamun VMWare Workstation/VirtualBox
win ananor, opucueiii maker MSOffice/LibreOffice wmu amaor,
notepad++ wim amanor, PDF-reader, 6paysep Firefox u Chromej
W aHaJIoT

11

MownuTop 24"

24 nroima

12

MEIIIb

USB

13

KnaBuarypa

USB

14

HoytOyk - Tum 1

[Iporeccop tumna core i3 wnu aHaior, He meHee 2.0IT'x ¢
nojnepxkoit VT-x unu anasor, He meHee 4I'b O3V, He menee
100T'b cBoGoaHOTO pocTpaHcTBa Ha aucke, OC
Windows/Linux/MacOS c¢ rpaduueckum uarepdeiicom nm
anaor, [10 s Bupryanusanuun VM Ware Workstation/VirtualBox
vn aHanor, o¢ucHsi maker MSOffice/LibreOffice wmu anasor,
PDF-reader, notepad++ nnm ananor, 6paysep Firefox u Chrome mmuf
aHaJor

mT

15

Touka qocTyna

[Toanepxka nuanazonoB 21Ty u SI'T'1, BO3MOXKHOCTB
MOAKTIOUeHHs He MeHee 10 kmueHToB, co3manus He meHee 3 SSID,
nogepxkka VLAN, nognepxxka PoE

16

Kommyrarop

He menee 24 nopros Gigabit, ynpasisieMblii, moiIepixKa
HacTporiku VLAN

mT

17

Mapipyruzarop

He menee 4 nopro Gigabit, ynpasisemsiii, mojuepxka NAT,
DHCP, VLAN, VPN, ynpasnsemsiii, L3

18

[Tumnor, 6 po3eTox

Ha YyCMOTpPEHHE OpraHu3aTopa

IO (HA 1-O PABOYEE MECTO \ 1-Y KOMAHJAY)

[Iporpammuoe DLP amst 60pbOBI C BHYTPEHHUMH YTCUKAMH
WH(pOpPMAINH U 00ECIIEYCHNSI KOPIIOPATHBHOM 0€30IacHOCTH

[IporpammHOe obecriedeHne 11t 00phObI ¢ BHYTPEHHUMHE YTEUKAMU
nHpopmarn InfoWatch Traffic Monitor Education Lab ue Hike
6.9 (muanManebHi cocTa Infowatch Traffic Monitor, Infowatch
Device Monitor, Crawler)

10 (HA 5 PABOYUX MECT \ S KOMAHJ)

InfoWatch

[TporpammHoe obecriedyeHre (WM MPOrpaMMHO-anapaTHbI KOMIUIEKC)
11 3aUTHI ceTelt ceteld, VPN koprnopaTUBHOTO Kiiacca

[IporpamMmHOe oOecrieueHue sl 3alIUThI CETei CBA3H B COCTABE
nByx YueoHo-meroanueckuii komruieke (YMK) Infotecs VipNet
"3ammura ceteit": B coctabe: [10 ViPNet Administrator 4.x — 2 mmit.,
I1O ViPNet Coordinator Windows 4.x — 2 mrT., [TO ViPNet
Coordinator Linux — 2 mr., [10 Bupryansnsie [TAK - 2mt., [1O
ViPNet Client 4.x — 10 ., [TO ViPNet Registration Point 4.x — 2
mit., [1IO ViPNet Publication Service 4.x - 2 mt., [TO ViPNet Policy
Manager 4.x - 1 wr., 1 y3en ynpasnenus Policy Manager - 10 mir.,
[10 ViPNet StateWatcher 4.x - 1 wr., 1 y3en MoHUTOpHHTa
StateWatcher - 10 mur., ITO ViPNet OII Baemnune — 10 mr., ITO
ViPNet OI1 BHyTpennue — 10 T, He MeHee 6 TYHHETHPYEMbIX
y3710B

Infotecs

OS MS Windows Server 2012

0OS MS Windows Server 2012

OS MS Windows Server 2016

OS MS Windows Server 2016

[IporpammHoe obecrieuerue I1ouToBBIN cepBep

[TouToBHIii cepBep B cocTaBe postfix  dovecot Wi aHAIOTOB,
rmojyiepxkKa padoTsl B pexkume SMTP Relay, nomgnepixka
unterpaunu ¢ DLP cuctemoii /i nepexsara no4ToBbIX
COOOIIeHHH

mT

[TporpaMMHOe 0OecTieueH e st TPOBEICHUS TECTOB Ha 0€30MaCHOCTh
Ha 6aze OC Linux

[IporpaMmHoOe obecrieueHre ISl IPOBEACHHS TECTOB Ha
0e30IacHOCTb C MPEIYCTAHOBICHHBIMU YTHIMTAMHU U HA0OpaMu
tectoB Ha 6aze OC Linux (mampumep Kali Linux, Parrot u npyrue)

https://www.kali.org/



https://www.kali.org/

PACXOIHBIE MATEPHAJIbBI (HA 1-O PABOYEE MECTO \ 1-Y KOMAHAY) PACXOJIHBIE MATEPHAJIBI (HA 5 PABOYUX MECT \ 5§ KOMAHJ)

MEBEJIb U ®YPHUTYPA (HA 1-O PABOYEE MECTO \ 1-Y KOMAHZAY) MEBEJIb U (HA 5 PABOYUX MECT \ 5 KOMAH/I)

(IIxI'xB) 1350x675x780
CTOJICHIITHHIIA HE TOHbIIIE 25 MM

Ha KOJIECHKAX, C MOIOKOTHHKOM
JOINNOJHUTEJIBHBIE TPEBOBAHUS K OBECIIEYEHNIO KOHKYPCHBIX IVIOIA TIOK KOMAH/I (KOMMYHUKALINU, TIOAKJIIOYEHUA, OCBEINEHHUE U T.I1.)

Pozerka RJ45. C nocTymom K TIOKaJIHOW CETH IUIOMIAIKH, 2 PO3ETKH Ha MECTO

HanonbHble KOpo0a 1/Miin KOJOHHBI [yis ToABOAKK. Cxema KabenbHOU CeTH yKa3aHa Ha IJIaHe 3aCTPONKH

I2100Tyn B MHTEPHET ¢ paboumx craHiuii yuactHukoB. Obs3arenbro! [Iposonuoi 100 Mout/c

[Tomaxne ogHoro pabouero mecra He menee 12 M.kB (3*4 metpa)

Bce paboune CTaHIMM COEICHEHBI B JIOKAJIBHYIO CETh C OCcTyroM B MHTepHeT !

OnexTpudecTBo Ha | Touky. 220 BOJBT, =3 po3ETKH Ha MECTO WJIH YJUIMHUTEIb

BPUOUHI-30HA

OBOPYJIOBAHME U UHCTPYMEHTBI

I e N NN NN SN A Y Y

HUT OBOPYJTOBAHUE

. Hanuune IHocraBmmk\cioncop\] IlpumepHasn
Tex. onucaHue WU CChIJIKA HA CAMT € TeX. ONUCAHHEM En. . .
HaumenoBaHue Koa-Bo (da\Her) y OTBETCBEHHBIH 32 | CTOMMOCTB BCErO, KommenTtapuii

MMOo3uINHu H3MEpEeHUus
OpraHm3aTopa obecneyeHune pyo

[Ipormeccop tuma core i3 wim aHainor, aHe Mmeree 2.0IT ¢
monnepkkoit VT-x mim ananor, He menee 4I'b O3V, He MeHee
100I'b cBobomHOTO TIpOCTpaHcTBa Ha aucke, OC
Windows/Linux/MacOS c¢ rpaduuecknm narepdeiicom nmm
anaor, [10 mnsa Bupryammzammmun VMWare Workstation/VirtualBox
v a"anor, opucHsli maker MSOffice/LibreOffice mmu ananor,
PDF-reader, notepad++ wu anainor, 6paysep Firefox n Chrome iy
aHajor

HoytOyk - Tum 1

TeneBu3op WK IPOEKTOP HDMI nimm VGA BBIXO10M
MpIb USB
KnaBuatypa USB

[TuoT, 6 po3eTok Ha YCMOTPEHUE OpraHu3aTopa

MEBEJIb 1 ®YPHUTYPA

2  |Ctyn - Tun 1 Ha YCMOTpEHHE OpraHu3aTopa T - 10
3 MycopHas Kop3uHa Ha YCMOTpPEHHE OpraHn3aTopa 1T - 2
4 JOrHerymmuTens yrileKUCIOTHBIH OVY-1 Ha ycmoTpenue opranusaTtopa mT -
5  JKynep mns Bogsl Ha ycMoTpenue opranuzaropa TIT. -




6 JAnreuxa [Ha ycmotpenne opranuzaropa 1T -1 1 | | |
No TpebGoBanue (onucanue) KomMmenTapuii
1 Inomans komHatsl He MeHee 20 M.kB (5%4 meTpa)
DnekTpudecTBO: 6 po3eTok mo 220 Bosbt (110 2 kBT Ha KaxIyr0)
3 JlloxakiroueHne HOYTOYKOB M KOMITBIOTEPOB K IIPOBOTHOMY HHTEPHETY He Wi-Fi!

KOMHATA 3KCIIEPTOB

HaunmenoBanme

Tex. onucaHne WIH CCHLIKA HA CAUT € TeX. ONUCAHUEM
NO3uIHH

En.
H3MepeHust

Koi-Bo

Hannuue

(Jda\Her) y
OpraHu3aTopa

IIpumepnas
CTOUMOCTH BCEro,
pyo

IMocTaBmuk\cnoncop\
OTBETCBEHHBIN 32
o0ecmeyenne

KommenTapuii

[TpuraTep A4 (MDY)

Ha ycmoTpenne opraanzaropa

mT

[Taty-kopa RJ45 3 m. oOGxkatbrit

Ha ycmoTpeHue opranuszaropa

T

HanmeHnoBanue

Tex. onucanue WIH CChLJIKA HA CAWT ¢ TeX. ONMUCAHUEM
MO3UIUHA

En.
H3MepeHust

Hanuune

(da\Her) y
OpraHn3aTopa

[ocTaBumk\cnoHcop)\
OTBETCBEHHBIH 32
o0ecnmevyeHne

IIpumepnas
CTOMMOCTB BCero,
Yo

KommenTapuii

Bemainka

Ha ycMOTpeHHe OpraHu3aTopoB

T

CTOJI - THIT 3

(IIxI'xB) 1350x675x780
CTOJICHIITHHIIA HE TOHbIIE 25 MM

mT

Cryn - Tun 1

Ha ycmoTpeHne oprannzaTopoB

MycopHasi KOp3ruHa

Ha ycMoTpeHne opranusatopa

[Inomans koMHATHI HE MeHee 10 M.KB

OnexTpudectBo: 6 po3eTok mo 220 Boxst (110 2 kBT Ha KaxIyro)

[MoaxioueHre HOyTOYKOB ¥ KOMITBIOTEPOB K TPOBOAHOMY HHTEPHETY

KOMHATA KOHKYPCAHTOB

HaunmeHnoBanue

Tex. onucanne WJIH CChIJIKA HA CAWT ¢ TeX. ONMHCAHNEM
MO3UIMH

En.
U3MepeHus

Ko-Bo

Hanuuue

(da\Hert) y
Opranmu3aTopa

HocTaBumk\cnoHcop)\
OTBETCBEHHBII1 3a
o0ecmeyeHne

IIpumepHast
CTOMMOCTD BCero,
pyo

KommenTapuii

Bemanka

Ha ycMoTpeHHe opranu3aTopoB

T

Cryn - Tun 1

Ha ycMoTpeHne oprannzaTopoB

T

MycopHasi KOp3ruHa

Ha ycmoTpeHue opranuszaropa

T

TpebdoBanue (onucanue)

KommeHTapuii

[Tnomans komHaTH He MeHee 20 M.kB (5%4 meTpa)

OnexTpudecTBo: 6 po3eTok o 220 Bonst (110 2 kBT Ha kKax1yro)

HOZ[KJ'IIOLICHI/IG H0yT6yKOB 1 KOMIIBIOTCPOB K ITPOBOAHOMY MHTCPHETY

CKJIAJL

" Hanuune IHocraBmmk\cioncop\] IlpumepHnasn
Tex. onucaHue WIH CCHLUIKA HA CANT ¢ TeX. OMHCAHHEM En. " .
Ne HaumeHnoBanue KoJu-Boj KoJi-Bo (da\Her) y OTBETCBEHHBIN 32 | cTOoMMOCTB BCero, KommenTapuii
TMO3HI[UH H3MepeHus
OpraHm3aTopa obecrnieyeHune pyo




KomnsroTep - Tum 2

[Ipomeccop He Meree 15 3,2 [T ¢ momaep KKoH BUPTyaIA3aAN
VJIM aHAJIOT U BBIIIE, HE MeHee 4 PU3NIecKuX a/ep, He MeHee 16
I'b O3V, ne menee 500 I'b SSD co cBOOOJHEIM MECTOM HE MEHEE
350 I'b, ne menee 50 I'b Ha AOMOIHUTEIBLHBIX HOCUTEISAX
(HDD/SSD/USB3.0 Flash), OC Windows/Linux/MacOS c
rpaduueckuM uHTEpGeiicom uiu ananor, [10 s BUpTyaIu3anuu
VMWare Workstation/VirtualBox nim anasior, opUCHBIN akeT
MSOffice/LibreOffice mnu ananor, notepad++ wmu ananor, 6paysep
Firefox u Chrome nau anamor

Monutop 24"

24 nroriMa

MEITTE

USB

KnaBuatypa

USB

2
3
4
6

1

[Tunot, 6 po3eTok

OraeTymuTens yriaeKucaoTHe OY-1

Ha YCMOTPCHHE OpraHu3aTopa

MEBEJIb 1 ®YPHUTYPA

Ha YCMOTPCHHE OpraHu3aTopa

mT

Y =Y [N

1

4

[N

MycopHas KOp3uHa

bymara A4

Ha YCMOTPCHHUC OpraHn3aTopa

Ha yCMOTpPEHHE OpraHu3aTopa

mT

nauka 500
JINCTOB

1

JAOIOJTHUTEJIBHBIE TPEBOBAHHS K OBECIIEYHEHHUIO CKJIAJA (KOMMYHUKAIIMH, ITIOAKJIIOYEHUS, OCBEINEHUE U T.I1.)

S Y Y N NN N DY D U

CKOY KpacHbII

Ha YCMOTPCHUC OpraHn3aTropa

CKOTY MaJSIpHBIN

Ha YCMOTPEHHE OpraHu3aTopa

CKOTY BYCTOPOHHHIH

Ha YCMOTPCHHE OpraHu3aTopa

Pyuka niapukoBast

Ha YCMOTPCHUC OpraHnu3aTropa

Creruiep co ckobamu

Ha YCMOTpPEHHE OpraHu3aTopa

CKpenKy KaHIeJIIpCKue

Ha YCMOTpPEHHE OpraHu3aTopa

Daiiner A4

Ha YCMOTPCHUC OpraHnu3aTopa

yrak 100 mt

(] [ec] EN] For) [62] B~ [Ob) NV]

Hox KaHUEeIsIpCeKuil

Ha YCMOTPEHHE OpraHu3aTopa

T

bioxnot s 3anucen

He menee 20 nmuctoB, hopmat AS

Kapangam npocrtoit

Ha ycMoTpeHne opranusaropa

HooxHUIBI

Ha YCMOTPEHHE OpraHu3aTopa

[lanku-TIaHIIe THI

Ha YCMOTpPEHUE OpPraHu3aTopa

CKOTY PO3pavyHbIi HIMPOKHIA

I'naB. Dkcneprt

Ha ycMoTpeHne opranusaropa

Tex. akcnepT

(moanmuce)

(nara)

(moanmuce)

(naTa)




Menexxep KOMIeTeHINA Ceprees A.B.

(PHUO) (moamuck) (maTa)




