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AHHOTaUMA

JOKYMEHT coaep*UT TUNOBOE KOHKYpCHOoe 3agaHue 2021-22 pernoHasbHbIX
yemnuoHatoB 2021-22 roga no ctaHgaptam WorldSkills Russia no KomneTteHuum
F7 «KopnopaTrBHas 3awMTa OT BHYTPEHHUX YrPO3 MHGOPMALMOHHOM 6€30NacCHOCTUY.

KoHKypcHOe 3agaHue pa3paboTaHo Ha 6ase 3agaHuit OTOOPOUHbIX COPEBHOBAHUI U
IV ®uHana HaumoHanbHOro yemnuoHata Bopaackunnc 2021 ropa. lNpakTuyeckue
3agaHma  cobpanu nydwume npakTMyeckne 3agaym B obnactm  obecneveHun
KOpNopaTMBHOM 6e30MaCHOCTU B OpPraHM3auMAaX PeasbHOro CEKTOpa SKOHOMWMKKU U
6111 anpoburpoBaHbl Ha KOPNOPaTUBHbIX YemnunoHaTax 'K Pocatom, MK Pockocmoc.

Mcnonb3oBaHMe AOKymeHTa ne4yaTb (Tupaxkom Ao 20 3K3.) M pacnpocTpaHeHue
paspeweHo TONAbKO B pPaMKax OpraHu3auum W NpoBeAeHUA pernoHasibHbIX
yemnunoHatoB Bopnaackmnnc. C Bonpocamm M 3aMeYaHUAMM MOXKHO 06palaTtbcs no

agpecy: avsergeev@hse.ru

CocTaB pabouei rpynnbl No pa3paboTke TMnosoro K3:

e A.B Cepzees, MeHeOx cep KomnemeHyuu,
HWY BLUS, MocKsa;

e A.M. bo3pos, cepmughuyupoB8aHHbIli IKCepm,
BMOY «Konnegx ceasm Ne 54», MockBa;

e A.A. Kpbinoea, nobedumens MexBY3 2019,
®rAQY BO «CaHKT-leTepbyprckunii rocyaapCTBeHHbIA YHUBEPCUTET
aspoKocmmyeckoro npmbopoctpoenma», CaHKT-lMeTepbypr;

e A.B. 3a6yxuHa, sKcnepm-komnampuom npu3épa ®HY 2021,
r6NOY KK "KpacHogapcKknii KonneaxK afNeKTpoHHOro npnbopoctpoeHmsa”,
KpacHopgap;

e H.B. Mameees, cepmuguyupoeaHHbIli 3Kcnepm,
®rAQY BO «CaHkT-MNeTepbyprcknii rocyaapcTBEHHbIN YHUBEPCUTET
a’poKocmmyeckoro npmbopoctpoeHmna», CaHkT-MNMeTepbypr;

e E.B. Tpane3HUKos, cepmughuyupoeaHHsIli 3Kcnepm,
®rAQY BO «OMCKWI rocygapCTBEHHbIN TEXHUYECKUIM yHUBEpPCUTET» , OMCK.
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[JononHutenbHble cBegeHna (wabnoH)

O6wme ceTeBble HACTPOMKMU
LLInto3 no ymonyaHuto

DNS cepsep npoBangepa

DNS cepsep kKomnaHum

KomnbloTep ¢ BUPTYaNIbHbIMU MaLLMHAMMU:
Jlorun: , 1aponb:
JOKyMeHTauua HaxoauTbCA:

ANCTpnbYTUBbI HaXOAUTbLCA:

Ob6pa3sbl cuctem HaxoaATcA:

KoHTponnep pgomeHa (DEMO.LAB):
IP agpec: Macka:

domeH: demo.lab

NOTMNH: napo/b:

DLP-cuctema (IWTM)

JloKkanbHbIN BXOA,: NOruH: root naponb: XxXX1234
IP agpec: Macka:
Beb KoHconb norun: officer naponb: xxXxX1234

Windows Server (IWDM):
JloKanbHbIN BXOA,: NorvH: adminnaponb: xxXX1234
IP agpec: Macka:

Windows 10 (Client 1):
JloKanbHbINM BXOA,: NOrnH: admin naposnb: xxXX1234
IP agpec: Macka:

MpoBepKa npaBua nepeaayn yepes cant dlptest.com
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Moaynb 1: YcTaHOBKA M HAaCTPOMKA CUCTEMDbI

OnucaHue

Bbl paboTaeTe MHKEHEPOM B LLeHTpe MHPOPMALMOHHOM 6e3onacHOCTU (AenapTameHT
NPOEKTUPOBAHMA U BHEAPEHMUS) oa4HOro U3 nHTerpatopos DEMO Lab.

Bam nopyunnm cobpatb AEMOHCTPALMOHHbLIA CTEHA B OTAE/IbHOM «MNECOYHULLEN U
HacTpouTb DLP-cuctemy Ha OTAEeNbHOM CermeHTe CeTu.

B «necouyHmue» pa3BepHYT KOHTponnep gomeHa (c Katanorom Active Directory), c
KOTOpbIM Heobxoaumo byaeT ocywecTBUTb MHTerpaymto DLP-cuctemsl. [1o HacTponKu
CUCTEMbI HEOH6X04MMO NOATOTOBUTb AOMEHHbIX NOJIb3OBATENEN.

B KauecTtBe BMpPTyasibHON MHGPACTPYKTYPbl ANA MUAOTHOrO NPOEKTa UCMOAb3yeTcA
cpeaa sBuptyanmsaumm VMware Workstation.

B kauectBe DLP-cuctembl BbibpaH npoaykT InfoWatch Traffic Monitor (IWTM).

Bam HeobxoANMMO YCTaHOBUTb M HACTPOUTb KOMMNOHEHTbI DLP-cucTembl B COOTBETCTBUM
C BblAAHHbIM 3343aHNEM.

Heobxoanmo ncnonb3osaTtb Cneayrolme BUPTYaabHble MALLMHbI:

e Demo (KoHTponnep gomeHa demo.lab)

e |IWTM (npeaycTtaHOBAEHHbIN, HEOOXOAMMO HACTPOUTD)

e |wdm (Windows Server ans IWDM, npeaycTaHOBAEHHbIN)
e w10-clil (MK nepBoro HapywuTens)

e w10-cli2 (MK BTOpOro HapywuTens)

CeTeBble HACTPOMKM BUPTYaNbHbIX MALUMH YyKa3aHbl B AOMNOAHWUTE/IbHOM KapTouKe
3a,aHUMN.

OCHOBHbIMM KaHanaMu MNOTEHUMANbHOM YTEYKM [OaHHbIX ABAAKOTCA HOCUTENU
MHPOPMaLMKM, SNEKTPOHHAA NOYTA U Pa3/INYHbIE MHTEPHET-PeCcypCbl.

B KOmMMaHWM pa3BepHYT AOMEH CO BCEMM COTPYAHMKAMWM C yKasaHuem DUO,
AONKHOCTU U KOHTAKTOB.

Mpn BbINOAHEHUWN 33a4aHUMA MOXKHO MOJ/Ib30BATHCA CNPABOYHLIMU PeCypCcamMum B CETU
NHTepHET n 4OKYMeHTaLMen Ha KomnbtoTepax B nanke «InfoWatch 6.11.5» Ha HDD.
Echm B 3agaHMn HeobxoamMmo caenatb CKPUHLLIOT, HeOBXOAMMO Ha3blBATb €ro no
HOMepY 334aHUA, Hanpumep: 3agaHne_5_ KonuposaHue.jpg.
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3apaHue 1: NMoparoroska Active Directory

Mpumeyarue: Heobxodumo nposepums, Ymo OAHHbIEe [107b308aMeau ymwe He
dobassneHsbi 8 Active Directory. Ecnu 0ob6assneHbl, He 8bIM0AHAMb MOBMOPHO.

Ona  panbHelwunx paboT HeobxogMmo co34aTbh noApasfesieHne opraHusauum
(Organization Unit) nog Ha3BaHMem «Office», p[o06aBUTb B Hero KaTtanoru
nonb3oBaTtenen n komnototepos (Users n Computers).

B Katanor Users Heobxoaumo a06aBuTb cneaylowmx Noib3oBaTesien:

e admin-dm (npaBa AOMEHHOro agMMHUCTPATOpPa, 414 MalKrHbl iwdm)

e admin-bd (npaBa AOMEHHOro agMMHUCTPATOPa, ANA MawnHbl db)

e tmofficer (npaBa nonb3oBaTens gomeHa, A Bxoaa B Be6-KOHCoNb iwtm)

e userofficel (1a mawmnHa HapywuTena, npasa Nnosb3oBatensa gomeHa, wl0-clil)
e useroffice2 (2a malwmHa HapylwnTena, npasa Nnosb3osatensa gomeHa, wl0-cli2)

e |dapuser (npaBa nonb3oBaTena AoMeHa, ana Bcex ldap-cMHxpoHu3aumii)

Bawa 3agaya — co3gaTb W HACTPOUTb BblllenepeyncsieHHbIX NoJsb3oBaTenel B
COOTBETCTBUM C YKA3aHHbIMM YC/IOBUAMM.

na Bcex nonb3oBaTenei HeobxoanMmo 3a4aTb Napob XxxXX1234

HactpoiTe LDAP-cuHxpoHu3aumio ans IWTM ¢ nomoutbto nonb3osaTena ldapuser.
Ona paboTbl ¢ KoHconbto IWTM uncnonb3lymnte gomeHHoro nonb3osatena tmofficer
(3apaTb Bce BcTpoeHHble ponu (officer n administrator) n Bce obnact BuaAnMoOcCTH).
CToUT y4yecTb, 4TO Nocne BBOAA B AOMEH, KOMMNbIOTEPbl HEOOXOAUMO NEPEeHOCUTb B
paHee co3aaHHbIN KaTtanor Computers (BHyTpu OU «Office»)

B cooTBeTrctBMM C MNOAUMTUKOM KOMMAHMM pna  obecnedyeHnAa 6HeszonacHOCTU
KOMNbOTEPOB OpaHaMaysp A0/KeH ObiTb aKTMBEH. [N YyCTAHOBKM KOMMOHEHTOB
cucTemMbl HeoHX0AMMO HaCTpPOUTb NpasBuaa bpaHgmayspa C MOMOLLBI TPYNMNOBbIX
NONUTUK SOMEHa.

3antn nonb3oBatenamm userofficel Ha mawunHy wi10-clil n useroffice2 Ha mawwmnHy
w10-cli2.

3apaHue 2: Pa3epTtbiBaHue InfoWatch Crawler

Ona KoHTpons obwmx ceTeBblX PecypcoB B OpraHM3aumm Heobxoaumo pa3BEPHYTb
cneaytowme ceteBble KomnoHeHTbl INfoWatch Traffic Monitor Ha mawunHy IWDM:
Crawler Server n Crawler Scanner.
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Mocne yctaHoBkM InfoWatch Crawler HeobxogmMmo co34aTbh 3aga4vy Ha eeaHeBHOe
CKaHMpOBaHME  CeTeBbIX  pecypcoB  (nanku share_iwtm,  share_iwdm).

MNpeaBaputenbHo Tpe6yeTcs| CO034aTb o6u.|,14e ceTeBble NMNanNKK:

1. Ha BupTyanbHo mawwuHe IWTM co3gate nanky «share_iwtm» ¢ npaBamwu
YTEeHMA N 3anNncK A1A BCEX NONb30BaTeNEN JOMEHA
2. Ha supTyanbHon mawmnHe IWDM co3gaTte nanky «share_iwdm» ¢ npaBamm

yTeHnAa n 3anNncum anaAa scex nonb3oBaTenemn AOMeHa

3ad7u;<cuposamb CO030aHUe U 8bINOsHEHUE CKpuHwWwomom.
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Mopaynb 5: TexHONOrMM areHTCKOro MOHUTOPUHIa
3apgaHue 1

Heobxoanmo npumeHuTb rpynnosbie noantnkm Windows gns OU «Office».

Tpynnoeasa nonumuka 1:
— MuHUManbHaA 4IMHA NAPOAA AO/IKHA COCTaBNATb 8 CUMBOJIOB;
— CpOK MU3HM NApOAA A0/KEH COCTABNATL 25 AHEeN
BbinonHeHWe 3a4aHNA NOATBEPANUTb CKPUHLIOTAMMU.
Fpynnoeasa nonumuka 2:
— OTKNOYNTb BO3MOXHOCTb /IOKa/ZIbHOrO BX0oA4a AnA nosb3oBaTtenen tmofficer n
Idapuser c nomoubto rpynnoBbIX NOJNTUK
BbinonHeHWe 3a4aHNA NOATBEPANUTL CKPUHLIOTAaMMU.
Tpynnoeasa nonumuka 3:
— C nomoLblo peaaKkTopa rpynnoBoM NMOAUTUKM 3aNpeTUTb AOCTYN K peecTpy.
BbinonHeHWe 3a4aHMA NOATBEPAUTb CKPUHLLOTAMMU.
Tpynnoeasa nonumuka 4:

— C nomoulblo peaakTopa rpynnoBOoM MOAUTUKM HACTPOMTE 3anpeT 3anycka
winver.exe. BbinonHeHWe 3a4aHNA NOATBEPAUTD CKPUHLLOTAMMN.
Tpynnoeasa nonumuka 5:

— C nomoublo pegakTopa rpynnoBOn MOAUTUKM OFPaHMUYUTb AOCTYMN K MaHem
ynpasneHunA. BoinosiHeHMe 3a4aHnA NOATBEPANTb CKPUHLLOTAMMN.
Tpynnoeasa nonumuka 6:

— 3apatb Ob6sa3atenbHbin (Mandatory) npodunb ana nonb3osatensa useroffice2.
ITa/IOHHbIN NPOGUNb MOXKHO chOpPMMPOBaThL C Nt06Oro NonbL3oBaTeNS

3agpukcupylime ece amanesl Hacmpoliku, co30aHUA U 8blnosnHeHUsA (cpabameoisaHue,
20e 803MOM(HO) 3a0aHUSA CKpUHWomMamu 8 narke «YemnuoHam» Ha paboyem cmosne
Komnetomepa.

3apaHue 2

Ncnonb3ynte gna Bxoda B KoHconb IWDM gomeHHoro nonb3osartena admin-dm.
3a4aTb MaKCMManbHble NpaBa NoAb30BaTeNs Ha paboty B KoHcoaun IWDM.
lMposepums pabomocrnocobHocms, 3aguKkcuposams HACMPOUKY U 8blMOAHEHUE
CKPUHWOMOM 3anyueHHoU KOHConU.

3apaHue 3

HeO6XO,CI,MMO C0o34adTb HOBblE MNOJNTUKHU (Kpome NOMNTUKU Ha YCTpOl\;ICTBa no
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YMONYaHUIO),

lNMonumuka 1:

Ha3BaHune: «Otpen 1»

lpynna KomnbtloTepos: BupTyanbHaa mawwmHa nonb3osaTtena userofficerl
Monumuka 2:

Ha3BaHune: «Otpen 2»

lpynna KomnbtloTepos: BMpTyanbHaa malwmHa nonb3osatens userofficer2
3aghukcuposame 8bINOAHEHUE CKPUHWOMAMU.

Mpasuna gna Otaena 1:
Mpasuno 1
Heobxoanmo 3anpeTuTb CO34aHME CHUMKOB 3KpaHa B TabanyHbIx npoueccopax (Excel
nnn OpenOffice Calc) u KanbKynaTope ANs NpeaoTBPALLEHMA YTEUYKU CEKPETHbIX
pacuyeToB 1 6a3 AaHHbIX.
lMposepums pabomocrnocobHocMb U 3ahUKCUPOBAMb 8bIMOAHEHUE CKPUHWOMOM.
Mpasuno 2
Heobxoanmo 3anpeTtuTb nevaTb Ha NOKaJbHbIX MPUHTEPAX, HO NMPU 3TOM OCTaBMUTb
BO3MOXHOCTb NeYyaTh Ha CEeTEBbIX MPUHTEpPaX.
3aghukcuposams co30aHUe NOAUMUKU CKPUHWOMOM.
Mpasuno 3
Co3aaTb NONNTUKY NO BOKMPOBKE KONMMPOBAHUA UCNOJIHAEMbIX exe-dpannos Ha USB-
HakonuTtenun. [poseputb paboTocnocobHocTb WM 3aPUKCUpPOBATb BbIMNOJHEHUE
(3adumKcMpoBaTh pe3ynbTaThl B BUAE CKPUHLIOTOB).
lMposepums pabomocnocobHOoCMb U 3ahUKCUPOBAMb 8bIMOMIHEHUE CKPUHWOMOM.
Mpasuno 4
B cBsa3n ¢ HebesonacHocTbio ftp-cepBepoB paspelwnTb TONbKO CKauyMBaHWE Mo
npoTtoKkony ftp, 3arpy3Ky ¢pannos Ha cepBep 3anNpeTuTb.
lMposepums pabomocrniocobHocme Ha awbom oocmyrnHom ¢palinosom cepsepe U
30UKCUPOBAMb BbINOMHEHUE CKPUHWOMOM.
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Mpasuna gna OTaena 2:
MNpasuno 5
Heobxogmmo 3anpeTtuTb 3anmcb ¢aisioB HA BCE CbEMHbIE HOCUTENIN UHPOPMALUM
(bnewkn), ocCcTaBMB  BO3MOMKHOCTb  YTEHMS U KOMUPOBAHMA C  HUX.
lMposepums pabomocnocobHOCMb U 3ahUKCUPOBAMb 8bIMOAHEHUE CKPUHWOMOM.
Mpasuno 6
C yyeTom paHee CO34aHHOM MONUTUKM HEObXoAMMO pa3pelmnTb 3anucb GanioB Ha
A0BEPEHHbIN HOCUTENb. 3anpeT Ha 3aNuUCb Ha OCTa/IbHble HOCUTENM OCTaBUTb B CUNE.
lMposepums pabomocrniocobHOCMb U 3aPUKCUPOBAMb HACMPOUKY U B8blMOMAHEHUE
CKpUuHWomMamu.
Mpasuno 7
Ha BupTyanbHOM MalinHe HeobxoamMmo 3anpeTuTb UCNoNb30BaHMe bydepa obmeHa
npyu nNOAKNOYEHUM K yAasieHHbIM MawuHam no npoTtokony RDP, a B rpynne
KOMMNbIOTEPOB MO YMONYAHUIO HEOHXOAMMO KOHTpOAMpoBaTb bydep obmeHa npwm
KONMPOBaHUWN U3/B TEPMUHANbHbIX CECCUNA.
lMposepums pabomocrnocobHocmMb nonsiMKol Konupo8aHus mekcma u3 ceaHca RDP
U 30(UKCUpo8aMb 8bIMosIHEHUE CKPUHWOMOM KaK b6/0KUPOBKU, MAK U KOHMPOA.
Lna pabomel RDP moxcem nompebosamecs 0onosHUMenNbHaA Hacmpoltika.
Mpasuno 8
Heobxoanmo noctaBuTb Ha KOHTPOJIb Bydpep obmeHa B TEKCTOBbIX NpoLeccopax (Word
nnn Writer nam Wordpad).
lMposepums pabomocrnocobHOCMb U 3a¢hUKCUPOBAMb 8bIMOMHEHUE 3aHECEeHUEM Napsi
cobbimuti 8 IWTM Ha ntobblie noaumuku.
Mpasuno 9
[Ona npepotepalieHma HeadpdPeKTMBHOrO pacxoaa pabovyero BpemeHW COTPYOHMKOB
OTC/IEXXMBATb ABWXKEHME BMAEO KOHTeHTa (*.avi, *.mov, *.mp4) B 06wmx nankax
KomnaHuu. OTAeNnbHO KOHTpO/AMpoBaTb ¢annbl 6onbwe 10 M6ant u meHbwe 10
M6aiit. (1 Mb6ant = 1024 K6aiiT)
lMposepums pabomocnocobHOCMb U 3ahUKCUPOBAMb BbINOHEHUE CKPUHWOMOM
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Mopaynb 3: Pazpabotka nonantuk 6e3onacHocT B cucteme
KOPNOpPaTUBHOM 3aUTbl MHHOPMAL UM OT BHYTPEHHUX Yrpos3

Co3pante B cucteme InfoWatch Traffic Monitor nonntukm 6e3onacHoctm
COr/TaCHO HUXKEeNnepeyYncaeHHbIM 3a4aHUAM.
J MONAUTUKM  OONKHBbI  aBTOMAaTUYeCKM  B6noKupoBatTb  Tpaduk  u/mam
npeaynpexaatb O HApPyLWeHMN B COOTBETCTBUM C 3aJaHMEM.
J HekoTopble NONNTUKM A0NKHbI ObiTb CO34aHbl C HY/1A, HEKOTOPbIE MOTYT ObITh
caenaHbl NyTéM MoaAndUKaLMKM CYLLECTBYIOLWMX B CUCTEME.
J OnAa HEKOTOPbIX NOAUTUK HeobXxoamMma paboTa ¢ pa3HbIMKU pa3aenamm KOHCOIN
ynpasneHua TM: KaTeropuamm n TepMMHAMM, TEXHOIOTUAMM, OO BEKTAMM 3aLLUNTLI U T.
n. Cnoco6, KOTopbIM CO34aHA KOPPEKTHAA MONMUTMKA, OCTaBNEH HAa YCMOTPEHME CaMOro
3K3aMeHyemoro.
o Mpu BblIABNeHMM yAaszBumoctn DLP-cuctema  [oOnXKHa  aBTOMATUYeECKMU
YyCTaHaBAMBATb YPOBEHb YrPO3bl B COOTBETCTBUM C 3aZaHMEM (eCKN B 3a4aHNKN 3TO He
YKa3aHO ABHO, YYACTHWK [OO0/IKEH CaMOCTOATE/NIbHO 334aTb YPOBEHb Yrpo3bl Mpu
pa3paboTKe NOAUTUKN).
J CNUCKM COTPYAHMKOB, 3aHMMAeMble NO3uMuMM U oTaenbl coTpygHukos (HR,
Accounting 1 ap.) npeacrasnexsbl B pasaene «Mepconbi» Infowatch Traffic Monitor no
pe3ynbtatam LDAP-cnHxpoHmsauumn c AD-cepsepom KOMNaHUK
J Mocne co3pgaHma BCex NOAUTUK ByaeT 3anyleH aBTOMATUYECKUIM «reHepaTop
Tpaduka», KoTopbit nepepact Ha InfoWatch Traffic Monitor noToK AaHHbIX,
CoAEePXKALLNX KaK YTEYKM, TaK U NerasibHyt0 MHGoOpMaumio.
o Mpu npaBuabHOM HacTpoKe noantuku InfoWatch Traffic Monitor gonxHbl
aBTOMAaTU4YeCKM BbIBUTb (Man  6A0OKMpOBaTb) M MaApPKMPOBATb  MHUMAEHTHI
6e3onacHocTn. He A01XKHO BbITb N0XKHbIX CpabaTbiBaHWUM, T. K. IeraibHble CObbITUA He
AO/KHbI MAapKMPOBATbCA KaK BpeAoHOCHble. He p[onKHO ObiTb HenpaBUAbHOM

MapKUPOBKN. [JoNKHbI O6bITb BbIiB/EHbI BCE MHUMAEHTbI 6@30NacHOCTW.

. B KomnaeKcHbIX 3a4aHNAX HEOHX0AMMO NONb30BaATLCA 0OBEKTAMM 3aLUUTDI.
. 3aaHMA MOXHO BbINOJIHATL B It060M nopazKe.
. MpoBepbTe CUHXPOHU3ALMIO BPEMEHU HA BCEX CUCTEMAX, T. K. PACXOXKAEHMUE BO

BPEMEHU MEXKAY CUCTEMAaMMN MOXKET NMOB/INATb Ha aKTya/IbHOCTb CODbITUI.
. Ona HEKOTOopbIX MNOMUTUK MOTYT MOHAA0OUTbCA AONOAHUTENbHbIE (ainbl,
KOTOpble MOXKHO HainTK B nanKke «Additional files» B 0bLen nanke n3 4oNOAHUTENBHbIX

10
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cBeAeHUN.
J BoinonHeHMe oTAeNbHbIX 33agaHU HeobxoaMmo NoATBEPAUTb CKPUHLIOTOM

(3TO Bceraa yKasblBaeTcA OTAENbHO). B aToM cnyyae Heob6xoAMMO NPOTOKOAMPOBATb
CBOW pe3ynbTaTbl C MOMOLLbI ABYX CKPUHLIOTOB ANA KaXKAOoro 3agaHuA (CKPMHLLOT
3a4aHHOM NOZIUTUKU U CKPUHLWIOT ee paboTbl). [Ana HEKOTOPbIX 3a4aHNIM He06X04MMO
nocne GpMKcaLmmn pe3ynbTaToB B BUAE CKPUHLLOTOB Y43/ IUTb 3a4aHHYO NOAUTUKY, UTO
6yneT oroBopeHo oTAe/bHO B TEKCTE 3a4aHMA.
o Bce cKpUHLWOTbI HEOHXOAMMO COXPaHUTb Ha pabouyem cTone B nanke «Moaynb
3n.
®dopmaT Ha3BaHUA CKPUHLLOTOB NONUTUK:
Mpumep 1 Ana coXxpaHEHUA CKPMHLIOTA CO3A4aHHOM NoAnTUKKU: 01-CP.jpg

roe CP — cokpaleHume oT aHrA. creating a policy, 01 — Homep 3aaaHuA
Mpumep 2 gNA COXPaHEeHMA CKPUHLWOTa paboTatowen noantmku: 04-PW-1.jpg, 04-PW-
2.jpg, roe PW — cokpaueHune ot aHrAa. policy work, 04 — Homep 3aaaHusa, 1,2 — Homep
CKPUHLIOTOB
BHUMAHUE! Heobxogmmo HasbiBaTb NOAUTUKU/0O6BEKTbl/KaTeropuu/Tarm u T.M.
TOJIbKO B cCOOTBETCTBUM C HOMEPOM U HAa3BAaHUEM 3a4aHUA:
MNonutukn — Monutuka XX, Hanpumep «Monutuka 5». [N KOMOMHUPOBAHHLIX
NOJINTUK dopmar: MonutukKa 5.1, Monutuka 5.2 7 T.4.
061beKT 3awuTtbl — O6BEKT N XX, Hanpumep «O6beKT 11».
OWnBKN B Ha3BaHUAX NPUBOJAT K CHUXKEHMIO B6annoB nan gake K HEBO3MOXHOCTU
npoBepKu. Mpn BbINOSIHEHMWN 3aJaHMA YYUTbIBANTE, YTO COBMECTHO C CO34aHHbIMM
MOryT cpabaTbiBaTb CTAaHAAPTHbIE MNOJIUTUKN, YTO HEOBXOANMMO NPeaoTBPATUTD.
BHUMAHMUE! BCE noANTUKK «NO-ymonyaHuio», Haxoaawmeca B IWTM Ha MOMeEHT
CTapTa COPeBHOBAHMWM, B,O/MKHbI ObITb OTKNIOYEHbI UM YAANEHbI
lMpu paspabomke u mecmuposaHuU MNOAUMUK CmMoum y4umel8ame, 4Ymo
Hapywumesnem mo2ym A87AAMbCA HE MOsbKO YKA3AHHbIe 8 3a0aHUU Noab308amenu, a
ewe u supmyasnbHAsas MAWUHA ¢ a2eHMOM MOHUMOPUH2a
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3apaHue 1

Co3pante cnuCOK Beb-pecypcoB M HasoBuTe ero «CalTbl napTHepoB». Tyaa
HeobxoAMMO BKIOUYUTL ceaytolime Beb-pecypcbi:

kb.infowatch.com, worldskills.moscow, worldskills.ru, infotecs.ru

3apaHue 2

Ona npaBuabHOM PaboTbl CUCTEMbI HEOOXOAMMO HACTPOUTb NEPMMETP KOMMNAHUM:
domeH: demo.lab.

Cnuncok Beb pecypcos: CaTbl NapTHEPOB

lpynna nepcoH: nosib3oBaTeNIn AOMEHa.

NcKntounTb M3 nepexsaTa NoYTy reHepasibHOro ANPEKTopa.

loomeepoume 8binosnHeHuUe 3a0aHUA CKPUHWOMamu.

Monutuka 1

Y reHepanbHOro ANPEKTOpPa KOMMNAHMN HeZABHO NOABUACA KOTUK U ero GpoTo YyTEKNO B
ceTb KOoMnaHuu. Tenepb COTPYAHWMKM OOMEHMBAIOTCA CMELIHbIMM KAapTUHKaMKU C
noANUCAMM M MaCKaMKW BHYTPU KOMMAHUM U BbIKNAAbIBAKOT UX B COLMANbHbIE CETU.
[VpeKTop peLunn, 4To ero KOTMK BbI3Ba/l CHUXKEHME KayecTBa paboTbl COTPYAHMKOB U3-
32 NOBbIWEHHOW MUNOTbl KAPTUHOK U XOYeT 3anpeTntb obmeH poTorpadumen KoTUKa.
Heobxoanmo 3anpetntb obmeH poTtorpadmen n HEMHOro U3MeHeHHOW poTorpaduen
KOTUKa (40 =50%) Kak BHYTPM KOMMNAHMU, TaK U1 3a ee npeaenbl. Potorpadma KoTmkKa
€CTb B AONO/IHUTENbHbIX AAHHbIX.

BepauKT: 3a6/10KMpoOBaTh X

YpoBeHb HapPYLUEeHUA: HU3KUI ©

Ter: [Monutnka 1

Monutuka 2

B nocnegHee Bpema 6roarKeT KOMNaHWM CTan pe3ko naaatb. Mogo3peHns nanu Ha
rnaBHoro 6yxrantepa, AMPEKTOP NOA03PEBAET €ro B NPOBEAEHUN AEHEKHbIX CPEeACTB
«MMMO Kaccbl». B cBsA3n ¢ 3TUM HeobxoaAMMO OTCneXmMBaTb Nepeaady BCEX HOMEPOB U
CKaHOB KPeaUTHbIX KapT, OTNPaB/AeMbiX U3 oTaena byxrantepuu

BepAauKT: 3a6/10KNMpoBaThb *

YpoBeHb HapyLUEHUA: BbICOKUN ©

Ter: Nonntunka 2

12



‘\% TunoBoOe KOHKYpPCHOE 3adaHue
worldskills PervonanbHoro yemnuonata umkna 2021-2022 WorldSkills Russia no komneTteHuum

Russia «KopnopaTnBHas 3alWmMTa OT BHYTPEHHUX Yrpo3 MHPOPMALMOHHOM 6e3onacHOCTU»

Monutuka 3

HeobxogMmo HacTpouTb MOHWUTOPMUHI BbIFPY30K M3 Bl ANnA KOHTPONA ABUMKEHMUA
AAHHbIX M3 6a3bl AAHHbIX CTPAX0BbIX KOMNAHMN. KPUTUUYHBIMU AAaHHBIMMK B BbIrpy3Ke
asnatotca tenedorbl, MHH, PernctpaumonHbii Homep, OKOC, OKB34 1 OKOMd ns 1
AOKYMeHTe npucytcTeyeT H6onee 5 KomnaHui. [na HACTPOMKM Mcnonb3ynTte ¢ann
stock_members_details_catch.csv.

BepAauKT: PaspewnTtb v

YpoBeHb HapyLEeHUA: HU3KNI ®

Ter: NMonutumka 3

NMonutuka 4

JouepHAa kKomnaHua «OOO [loBO3Ka» 3aHMMAETCA TPAHCMOPTMPOBKOM TPy30B B
pa3Hble ropoga. Kaxxagomy peicy npucBamMBaeTcs YHUKaNbHbIN MAEHTUOUKALMOHHDIN
Homep no cneayrouwemy wabnoHy «3 OykBbl (naTvHUUa, noboi permuctp) - (3HaK
neduca) Homep rpysa (ot 0 go 1000, uckntoyan cneagytowme Homepa: 777 n 315) -
(nedwc) ot 1 go 3 6ykB (KMpunnnua, sepxHuit peructp) Hanpmumep: jpDT-123-71, kSR-
665-bl'A He gonHO 6bITb cCpabaTbiBaHMA Ha cheaylowme HoOMepa rpy3oB (Hanpumep:
kdO-315-t0 mnan jtfd-777-LLUAM). HeobxoaMmo KOHTPONMPOBATL Mnepeaady, a TaKxke
KOMMPOBaHME Ha CbeMHbIe HOCUTENM U NeYaTb BblleyKa3aHHbIX gaHHbIX. [poBepuTb
paboTocnocobHOCTb. YUTUTE, 4YTO 0CO60 0606UlEHHbIE peryaapHblie BblpaXKeHUA
Nydlle pa3gennTb Ha HECKO/IbKO TEKCTOBbIX 0OBEKTOB 418 ONTMMM3ALMKN NOUCKA.
BepAauKT: PaspewnTtb \

YpoBeHb HapylleHUa: CpesHN

Ter: Nonutnka 4

Monutuka 5

Heobxoanmo co34atb NOAUTUKU A0S OTCAEXKMBAHMA [AOKYMEHTOB (nepegaya M
KONMMpPOBaHMWE), CoAepKallMX 40roBop KomnaHuu (aorosop KomnaHum.docx).
MoNUTUKM AONKHBI paboTaTb ceayowmm o6pa3om (3a nepMmeTp KoOMNaHuK):

1. Echn nepepaeTca TONbKO A0roBOop KOMMaHMKM (WwWabnoH W 3anONHEHHbIN
wabnoH, o 25% nameHeHuin) — paspewaTb nepenavy, YypoBeHb yrpo3bl HU3KUIN, Ter
«MNonntnka 5.1».

2. Echn nepepaetca AOroBop KOMMNAHUM, B KOTOPOM MNpPUCYTCTBYET dammams
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reHepanbHOro AMPEKTOPa, a TaKXKe rNaBHOro byxrantepa — paspelwaTb nepesgady,
YpOBeHb Yrpo3bl CpeaHWUN, AONOAHUTENbHbIM Ter «MoauTuka 5.2». MNMonntmka He
AONXKHA cpabaTbiBaTb, €CIN B AOKYMEHTE TONbKO pamMunma gMpekTopa MaAn TONbKO
damunmsa byxrantepa.

3. Echn nepepaetca [OroBop KOMMAHMW, B KOTOPOM NPUCYTCTBYeT ¢pamunua
reHepanbHOro AVMPEKTOpPa, FaBHOro Byxrantepa, a TakXKe CTOMT neyvyaTb KOMMaHUMU
(OO0 MNoBo3Ka) — paspewnTb Nepenaydy, YPoBeHb Yrpo3bl BbICOKUM, Ter «lonntmka
5.3».

MpoBepnTb pPaboToCNOCOB6HOCTb. [lONUTMKM He A[O0MKHbI cpabaTbiBaTb BHYTPU
KOMNAHMKU, TONbKO NpU Nepeaaye 3a nepmmerp.

Bce nonnTnKnM, 06EKTLI M NPOYME 3/1eMEHTbI A0XKHbI HAa3blBaTbCA B COOTBETCTBUM C
Homepamu (Hanpumep O6beKT 5.1, MonunTtnka 5.2, TexHonorua 5.3 n T.4.)

Bepaukr 1: Paspewntb \

YpoBeHb HapyLleHua 1: HU3KUi ©

Ter 1: [Mlonntmka 5.1

BepAauKT 2: Paspewntb v

YpoBeHb HapyLweHua 2: cpeaHni

Ter 2: [MonAnTtmKa 5.2

BepauKr 3: 3ab610KkMpoBaTh x

YpoBeHb HapyweHua 3: BbICOKUI ©

Ter 3: [MonanTtmka 5.3

Monutuka 6

Ctano WM3BECTHO, 4TO COTPYAHMKM oxpaHbl (Security) OOO «loBo3Ka» 3a
onpefeneHHy CymMmy nNpOoOMyCcKaloT aBToMobunnM w3 6amnsnexawmx [OMOB Ha
CNyXKebHyl0 MNapKOBKY. B cBA3M C y)KecToyeHMem KOopnopaTMBHON NOAUTUKM B
KOMMNaHWM, NpPaBOM Bbe3da Ha TeppuToputo o0b6nagaeT TONbKO reHepasibHbIn
ANpeKTop.

COTpyAHUKN OXpaHbl BeAyT *KYPHan y4vyeTa aBTOMOOMIEN B 3NEKTPOHHOM BUAE WU
obmeHnBaOTCA MeXay CO60M AaHHbIMKW O NMPUNAPKOBAHHbIX aBTOMObUAAX.
Heobxoanmo peTekTMpoBaTb HOMepa BCeX aBTOMOOMWEN, KOTopble HEe3aKOHHO
NMapKOBaNUCb Ha YacTHOM TeppuTopum KomnaHnm OO0 «[MoBO3Ka», UCKAOYAsA HOMEP
aBToMObOUNA reHepanbHoro anpektopa K3330T777.

ByKBbl, MCNONb3yeMble B aBTOMOOUNbHbIX HOMEpaXx:
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A B, E,K,M,HO,P,CT,Y, X (BepxHuit peructp)

Lndpbl, ncnonbyembie B aBTOMOOUAbHbIX HOMepax:

000 -999

PernoHbl aBTOMObOUIbHbIX HOMEPOB, NOANEKALME AETEKTUPOBAHUIO:
77,97,99, 177,197,199, 777, 799

BepauKT: 3ab610KMpoBaTh X

YpoBeHb HapyLueHUA: BbICOKKIA @

Ter: NonuTtnka 6

Monutuka 7

B uecTb t0bunes komnaHum 6bina 3anyLLeHa akuma ¢ NPOMOKOAaMM Ha CKMAKy B 50%
Ha NepeBO3KU ANA MOCTOAHHbIX KANEHTOB. [10 yCI0BMAM aKuMKM NMPOMOKOJ, BblAaeTcA
TONIbKO MO 3aMpocy NOCTOAHHOrO KAMeHTa. ECTb BEPOATHOCTb YTEUYKM NPOMOKOAOB, B
CBA3M C 3TUM HEOHXOANMMO KOHTPONMPOBATL 3aLLUTUTb YH4EUKY TEKCTOBOMO AOKYMEHTA,
cofeprKaliero npomokoapl («npomokoapl.docx»). CTOUT y4yecTb, YTO COTPYAHMUKM
MOTYT BOCNO/b30BATbCA YKECTKUM AUCKOM UK daell-Hakonutenem, ANa Toro 4tobol
3aB/N1afeTb AKUMOHHbIMM KYMOHAMM, a TaKXe CAUTb He Becb dakn, a OgMH UM
HECKO/IbKO KYMOHOB. 3anpeTuTb nepeaayy LaHHbIX, cogepXawmx nHopmaumio ob
3TUX KYMOHAX, a TaKKe OTC/IeKUBATb KOMMPOBAHME 3TON MHPOPMALMN HA BHELUHUE
HocuTenu, Ter «Monutmka 7»

MpoBepunTb paboTocnocobHOCTb Ha BCE KYNOHbI M Ha 1-2 KynoHa.

BepaukT: 3a610KMpOBaTH X

YpoBeHb HapyLeHUA: CpeaHN

Ter: Nonntnka 7

Monutunka 8

B cBA3K C Tem, YTO KOMMAHMA ABAsSETCA onepaTopom o06paboTKM nepcoHaNbHbIX
AAHHbIX, HeobxoAMMO 3anpeTuTb BCEM COTPYAHMKAM Kpome OTaena Kagpos
OTMNPaBAATb CKaHbl/CKPUHLLIOTbI U AOKYMEHTbI, coaepxatme nHpopmaumio o CHUC,
MHH, nacnopTHbIX AaHHbIX (B TEeKCToBOM M rpadumyeckom BMAE) 3a npenensi
KOMMaHUM.

N3eneyeHue meKcmMosbix OGHHbLIX U3 CKAHUPOBAHHbIX OOKYMEHMO8, A MAKXKe
CKpuHWoOMo8 noodpasymesaem ucrnoanbzosaHue mexHonoz2uu OCR. Heobxodumo
BKAIOYUMb OQHHYK mexHonoauto (ABBYY), ucnone3ys AuueH3uro, Komopas
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Haxooumcsa e narnke oucmpubymueos. (nodpobHee cm. 8 O0n. KaOpMoYke 3a0aHUS)
BepauKT: 3a610KMpoBaTh X

YpoBeHb HapylleHUsa: cCpeaHN

Ter: [MonnTtnka 8

Monutnka 9

[Ba mecAua Ha3ag B KomnaHuu Demolab 3ameTnnn, 4To coTpyAHMLA OTAENA KagpoB
pacxoayeT B Tpu pa3a bonbwe bymarn, yem npexkae, xota obbem paboT He Obin
yBenunyeH. Nytem HabaoaeHUA 3a COTpyAHMUEN BblI0 YCTAHOBAEHO, YTO OHa, COCTOA
B COBETe LUKO/IbHON poaMTENbCKON 0OLLECTBEHHOCTU, PerynsipHo cobupaeT AeHbrn ¢
poauTenen 3a neyatb [A0KNagoB M pedepaTtoB Yy4YEeHMKOB Knacca, becnnatHo
pacneyaTbliBas UX B KOMMNaHUM.

Heobxoammo co3gaTtb NOAUMTUKY HBe3onacHOCTM, KoTopas byaeT BKAKYATb c/ioBa (c
yyeTom mopdonormn): «pedepaty, «40KNAA», KYYEHUK», KLIKOA», KKIACCH.
MpoBepKy HeobxoaMMO NPOBEPUTb NyTEM OTMPABKM AOKYMEHTa Ha Mneyatb M npwu
NMOMOLLM 3N1EKTPOHHOM NMOYTHI.

BepAauKT: 3a610KMpOBaTL X

YpoBeHb HapyLlWeHUsA: HU3KUI ©

Ter: NMNonntnka 9

Monutuka 10

B nocneaHee Bpemsa COTPYAHUKM CTanm Yale obCcyKaaTb NONyAApHbIe Cepuanbl B
MeCCeHAXKepax N couMalbHbIX CETAX, M3-3a Yero ynasa obuwas npon3BoanUTENbHOCTb
Ha 5%. bbino pelweHo oTcaeaAnTb, KTo 6osblue BCcero 3aHMMaeTca He paboyei
AeATeNbHOCTbIO, AN1A Yero HeobxoAMMO co34aTb NONTUKY ANA OTC/EXKMBAHUA 5
(nATM) nonynApHbIX HAa AaHHbLIM MOMEHT CEPMAIOB NPU Nepegaye Yyepes Beb-
COObLEeHMA N NOYTY.

Cnuncok cepnanos:

Puseppann, Cectpa Patues, MnemeHa EBponbl, CKBO3b CHer, BapBapbl

BepAuKT: paspewntb V

YpoBeHb HApYyLUEeHUA: HU3KUI ®

Ter: MNonutmka 10
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Monutuka 11

OKa3an0Cb, YTO COTPYAHMKM He TONbKO 0b6cyXKAatoT cepmanbl, a ewe n obmeHmBatoTCA
CCblIKamn U torrent-pamnamm Jns UX CKAYMBAHMA, MNOC/AE YEro CKavymMBalT WX,
NCNONb3YA MHTEPHET-KaHa/l KOMNAHUM UAKM 0OMEHNBALOTCA CKAYaHHbIM MaTepuaiom
BHYTPM KOMMAHWM, YTO TAKXKE HArpy*KaeT CeTb M 3aMNOJIHAET HEHYKHbIMU AaHHbIMMU
NNOKa/IbHble ANCKM NOSIb30BaTeNEMN.

B cBA3K C 3TUM HeobxoaMmo 61OKMpoBaTb Nepeaady (a roe 3To HEBO3MOMKHO —
NPOCTO KOHTPOMpPOBaTh) Ppannos popmarta .torrent u ccbiiok popmata magnet: (u
coaepKaulen urn (xew) panna). loxkHbIx cpabaTbiBaHUM NpocTo Ha cnoBo Magnet (B
T.4. C A4BOETOUYNEM) ObITb HE AO/KHO.

CToOUT yyecTb, YTO magnet-ccblIKM MOTyT nepeaaBaTbCA B TOM uucie yepes bydep
obmeHa B npeaenax bpaysepa Google Chrome.

BblleyKa3aHHbIMW AaHHbIMU COTPYAHMKM MOTYT OOMEHMBATLCA He TOJIbKO BHYTPU
KOMMNaHUMW.

Ona ToppeHT-PpanioB 1 CCbINOK:

BepAuKT: 3anpeTuTb X

YpoBeHb HapyLlleHUa: cpeaHN

Ter: MNonutmka 11

Monutuka 12

Y AnpeKkTopa KOMMNaHWW CKOPO tobunei u COTPYAHWUKM pPEWnn ero no3gpaBuThb,
caenaB Konnax m3 ero ¢otorpaduin. Ona Toro 4ytobbl AaHHOE NO3ApaBieHUe He
nonaso K AOUPEKTOPY paHblle CpOKa, HeobxogMmo KOHTPO/AMPOBATb Mepeaady
doTorpaduim AMpeKTopa, Kak BHYTPU KOMMNAHMMK, TaK U 3a ero npeaenamm. KpuTUyHbIM
AsnaeTca mmHumym 20%-Hoe coBnageHue nepegasaemoro ¢oTo.

BepAauKT: paspewntb V

YpoBeHb HApYLIEeHUA: HU3KUI ®

Ter: NMonutmka 12

Monutuka 13

Mpn nepees3ge B HOBbIM MNPOCTOPHbLIM oduc, KomnaHmern OO0 Demo Lab 6bin
pacwumpeH wWTab CcOTpyAHWUKOB — OblnO pelweHo B3ATb HECKONbKO [OeCATKOB
BbIMYCKHMKOB TEXHUYECKUX BY30B Ha CTa*KMPOBKY. [1na Toro, 4tobbl oHM paboTanu
bonee 3PPEeKTUBHO, AOMPEKTOP KOMMAHUM MNPESNoOKUA OTCAEXMBATb [OCTYN
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COTPYyAHMKaMm, paboTatowmm B otaene UT, 4OCTyn K OCHOBHbIM COLMANbHbIM CETAM U
aHOHUMHbIM ummnakbopgam — vk.com, ok.ru, t.me, dobrochan.org, ii.yakuji.moe
KoHTponb pnA TecToBbiX Uener YyCTaHOBWUTb 3a 3/N1EKTPOHHbIMM MUCbMamMW B 3TU
AOMEHHbIE 30HbI.

BepaukT: paspewntb V

YpoBeHb HapyLWeHUA: cpeaHui

Ter: Nonntmka 13

Monutuka 14

CoTpyAHWKKN M NAapTHEPbI KOMMAHWM CTaIM NOAYYaTb 60/1bLLOE KONMYECTBO Pa3/INYHbIX
PeKNaMHbIX coobuweHnn Ha MOobUIbHble HOMepa, B CBA3W C YEeM BO3HWK/IO
nofo3peHne o TOM, YTO KTO-TO MNPOM3BOAMT «C/UB» HOMEpPOB U3 0a3 AaHHbIX
KOMMNaHUM NyTem nepegavym MHPopmauum 3a npeaenbl KOMNaHUM Yepe3 bpaysep,
nouty nnaun dbaewwKn.

Heobxogmmo KOHTpOAMpPOBaTb Nepegayvyy Kak MUMHUMYM 3 MOBWUAbHBbIX HOMepoB B 1
coobLeHnn, T.K. Nepesaya BCEro OAHOr0 HOMepa He ABAAETCA MOTeHUMANbHbIM
CIMBOM ZIaHHbIX (MOKeT O6bITb NPOCTO KOHTAKTHOM MHbOPMaLMEN).

MobunbHble HOmepa MOryT 6biTb TO/NIbLKO onepaTtopoB PP (Koa cTpaHbl 7, KoA
onepaTtopa HauMHaeTca ¢ 9), B pa3nyHbIX dopmaTax, Hanpumep:

+7 (987) 123-45-67, +79871234567, +7 987 123 4567, 8-987 123-4567 u 1.4,
Heobxogmmo y4yecTb BCe BapuaHTbl, B T.4. 6€3 KOga CTpaHbl, KOAA BbiIXxOAAd Ha
ropoAckyto TenedoHHyto cetb, KOMbMHauum npobenos, ckobok, aedpurcos.

BepAauKT: paspewntb V

YpoBeHb HapyLeHUA: BbICOKUIA @

OtnpaButb yBegomnaeHue: opuuepy 6esonacHoCcTH

Ter: Nonutnka 14

Monutuka 15

HeobxoanMmo MoCTaBUTb HA MOHUTOPUHI BCe 3alwMdpoBaHHbIE M 3aNaAPOSEHHblE
AAHHble, TaK KaK NONbITKM Nepeaayn TakmMx AaHHbIX HECYT NOTEHLUMAIbHYIO ONACHOCTb
YTEeUKM.

MpoBepuTb paboTocnocobHOCTD.

BepAuKT: paspewntb V

YpoBeHb HapyweHusa: H13Kku ®©  Ter: NMonntuka 15
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http://dobrochan.org/b/
http://ii.yakuji.moe/abe/

