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Moaynb 1

OWHamuyHoe pas3BuTme KomnaHum Demo.lab npuBeno K 3HauuTeNbBHOMY
paclMpPEeHUIO WTaTa U Nnepee3ay B HOBbIM opuc. B cBA3N C 3TUM, NPUHATO PELLEHUE O
pacwupeHmn Bcen WT-MHPPACTPYKTYpbl KOMMAHMK, B TOM YUCAE WU CUCTEM
obecneyeHns KopnopaTMBHOM 6e30nacHOCTU.

Heobxoammo

e nnbo murpmposatb pelieHune (3aganume 2A) InfoWatch Traffic Monitor (IWTM),
COrNaCHO pPeKoMeHAaUMAM, MONYYEHHbIM OT nogpasneneHun sHeapeHua K
NHdoBoTY. OCHOBHAA naea — MakCMManbHOE pPa3HECEHME KOMMOHEHT YPOBHA
cetn (network, IWTM) u xocTa (endpoint, IWDM) ana pacnpeaeneHuns Harpysku
B CBA3M C YBE/IMMEHMEM YMCN1A COTPYAHMKOB
Mo BO3MOXXHOCTM BCe HACTPOMKU U cobbitua B cucteme (Kak IWTM, TaK m
IWDM) Heo6x04MMO COXPAaHUTL NPU MUrPaLLUN.

e nnbo nposecTtu yctaHoBKY IWTM no cxeme all-in-one ¢ Hyns (3agaHue 2B6). 3toT
BapMaHT ABNAETCA A4ONYCTUMbIM, HO MeHee NPeANnoYTUTE/IbHbIM.

3apaHue 1: Active Directory

Ncnonb3yetcAa AD HacTpOeHHbIN B 1 AeHb COPEBHOBAHUN.

3apaHue 2A: PassepTtbiBaHMe DLP ypoBHsa cetu. InfoWatch Traffic Monitor

B cooTtBeTcTBMM C Baluein 4acTblo NMUIOTHOIO NMPOEKTa Ha OTAEe/IbHOM CEerMeHTe CeTU
«NecoYHMLbI» 3aKaszuMKa HeobXxoAMMO Pa3HECTM Ha 2 pasHbIX MallMHbI cheaytoline
ceTtesble KomnoHeHTbl InfoWatch Traffic Monitor:

e OcHoBHoI4 cepBep H6e3onacHocTn IWTM (Node)
e basza gaHHbix IWTM (Database)

Bawa 3agaya — YCTaHOBUTb YKa3aHHble KOMMNOHeHTbl [IWTM  wucnonbsya
pacnpeaeneHHbl CLLeHapWUii YCTAaHOBKK (cm puc. 1) unm yctaHoBuTb «all-in-onew.
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PucyHok 1. Cxema passepTbiBaHuA DLP ypoBHAa ceTn

Heobxognmo murpuposate Node mnm Database cepBep Ha OTAENbHYIO MALIMHY C
coxpaHeHunem 6a3sbl aHHbIX, yCTaHOBUTb M HACTPOUTbL NepPexBaTUMK ceTeBoro Tpadumka
(Sniffer) y koToporo ectb 2 ceTeBbix UHTepdelica (gna ynpaBneHUs M nepexsaTa

Tpaduka).

e VMNet9 - bridge Ha BHeWwHUI ceTeBoM aganTep, ynpaBaeHue

e VMNetl0 — bridge Ha BHYTpeHHWI ceTeBOM aganTep, nepexsaT TpaPumKa
MNapameTpsbl IWTM: Bepcua - Enterprise, CYB/ - PostgreSQL.
IP-agpec HoBoro IWTM yKa3aH B KapTOYKe A0NO/IHUTENbHbIX CBEAEHUA.

Bce pa3BepHyTble cepBepa A0MKHbI ObiTb AOCTYMHbI ANA ynpasBaeHua (caykbbl) n
MOHUTOPUHra U3 KoHconum ynpasneHua IWTM.

Modmeepoums 8binoaHeHuUe 3a0aHUS CKPUHWOMAMU (OCHOBHbIEe MOMEHMbI:
NMpasKa KOHGU2YypayUOHHbIX ¢halinos, usmeHeHuUe HaCMpPoekK, NPosepKa
pabomocrnocobHocmu, om4yem o cOCmosHuUU cucmemeol 8 web-koHconu IWTM).

3apaHue 2b: YcraHoBKa “all-in-one”
YcTtaHoBuTe cepBep 6e3onacHocTn InfoWatch Traffic Monitor B BUupTyanbHoi cpeae
VMWare Workstation. Cepsep n CYB[ [onKHbl ObITb YCTAaHOBAEHbI Ha OAHOWM

BMpTyaﬂbHOﬁ MaululnHe Co cneayrwnmm napametTpamm:

® BUPTYanbHbIM ANCK pazmepom 80 — 100 I'b B AMHAMUYECKOM PEKUME;
e 2 npoueccopa, 2 NOrMYecKmnx A4pa;
e 8IbO3Y.

MNapameTtpbl IWTM gna yctaHoBKU: Bepcua - Enterprise, CYB/], - PostgreSQL.

Bce AncTpmnbyTUBbLI HaxoaaTca B KaTanore ¢ anctpnbytmsamm D:\Additions.
Hacmpoliku cemessix uHmepgelicos yKa3aHbl 8 O00MOAHUMEsbHbLIX C8E0eHUSAX K
300aHuU.

Mpwn yctaHoBKe IWTM 3aaaiTe cneayowmii Napo/ib cynepnoib3oBaTensa: xxXX1234
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N3meHnTe naponb opuuepa 6esonacHocTM ana aoctyna K Beb-uHtepdeincy IWTM Ha:
xxXX1234

AKTUBUPYNTE NULEH3MIO, KOTOPAA HAaXOANTCA B KaTanore ¢ AUCTPUOYTMBaAMM.

Ona wHTerpaumm c Active Directory Heobxoaumo nonyunTb MHPoOpmauMo o
NONb30BaTeNIAX M KOMMNbIOTEPAX KOMMNaHUKM «JlomeH nokKan» ¢ nomouwbio LDAP-
CUHXPOHM3aALUM.

3anuwume [P-adpeca u coomsemcmsyowjue UM UMEHAd MAWUH, MOKeH O07f
nodkntoveHua IWDM, no2uHbl u Naposau om y4emHsix 3anucell, @ MaKice ece rnpo4vue
HecmaHOapmHsle OaHHble (U3MeHeHHble Bamu) cucmemsl 8 mekcmosom patline
“iwtm.txt” Ha paboyem cmone (nepsovili [TK Ha Komopom pazeepHymol cepsepa
b6e3onacHocmu) xocmoeoli MawuHbsl.

3apaHue 3: Pa3sepTtbiBaHue DLP yposHsa xocta. InfoWatch Device Monitor.

B cooTBeTCTBMM C Baluen 4acTblo NMAOTHOrO NPOEKTa CeTU 3aKa3vymnKa Heobxoanmo (a)
nmMbo passBepHyYTb ¢ HyaAa (6) ambo npounssectn murpaumto InfoWatch Device Monitor
(IWDM):

OcHoBHoW cepBep 6e3onacHocTn IWDM yctaHoBUTL Ha MawmnHy IWDM-NODE

basa paHHbix IWDM ponHa octatbCA Ha BUpTyanbHOM MawwuHe |IWDM-DB.
CoxpaHeHune Bcex cobbITUM U KoOHPUrypaumin byaem sHa4YMTENbHbIM NAKOCOM.

Bepcua CYB IWDM — PostgreSQL.
Bawa 3agavya — YCTaHOBUTb YKa3aHHble KommnoHeHTbl IWDM Ha BupTyanbHble
MaLLUMHbI (Cm puc. 2).

IWTM Node IWTM Database

Y SIS N

IWDM agent IWDM Node IWDM Database
PucyHok 2. Cxema pa3BepTbiBaHus DLP ypoBHA xocTa (+ MHTerpauma ¢ DLP ypoBHa ceTw)
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[JomeHHas CTpyKTypa (noapasaeneHnsa n Nnonb30oBaTeNN) yKe co3aaHa.

ABTOPM3aLMIO HA MALLMHAX HEOBXOAMMO OCYLLLECTBAATL OT PpaHee co3aaHHbIX (admin-
dm, userofficel n ap.) AoMeHHbIX NoNb30BaTENEN.

Knroyesbie smanel npouyecca ycmaHOBKU (Mu2payuu), U3MeHeHUs HACMpoeK U
¢halinos KoHpueypayuu Heobxo0UMO 3apUKCUPOBAMb CKPUHWOMAMU.

3apgaHue 4: YcraHoBKa InfoWatch Device Monitor Agent

BBecT BMPTYyasbHYO MalWHY HapywuTens B A4OMEH U BOWTM B CUCTEMY OT paHee
CO3aHHOro0 AOMEHHOr0 Nob30BaTEeN .
YctaHosuTe InfoWatch Device Monitor Agent Ha BUPTyanbHble MaLUMHbI-HapyLIMUTENSA

e Ha 1-10 NnoNb30BaTENLCKYIO MALLMHY — C MOMOLLbIO 334341 NEPBUYHOTO
pacnpocTpaHeHus (6e3 popmmnpoBaHmMa NakeTa yctaHoBKK) B Device Monitor
Server.

e Ha 2-10 N0Nb30BaTENLCKYIO MALLMHY — C MOMOLLbIO FPYNMNOBbIX MONNTUK
AomeHa. NonAnTmnKa AoMKHA NPUMEHATHCA TO/IbKO HA KOHKPETHYIO MaLUMHY.

BaxkHo! Mnatocom 6yaeT peanmsayma Bcex gencTBUN Npu BKAKOYEHHOM BpaHgmayape
Windows, He CcHWXas 3aWMUEHHOCTb CUCTEMbl. [NA  KOPPEKTHOM paboTbl
HeobxoauMMO HacTpouTb bpaHgmaysp (n  gpyrme Heobxoammble Ana  3TOroO
noacucteMbl) Ana B3aumogenctemna KomnoHeHtT IWDM/IWTM.

MpoBepbTe paboTtocnocobHocTb IWDM areHTa.

3apaHue 5: YcTaHOBKa M HacTpoMKa noacuctembl Crawler

Heobxoanmo ycTaHOBUTb M HacTpouTb noacuctemy Crawler Ha Windows Server
IWMD.

Co3paiite obwWniA gocTyn ToNbKO Ha KaTanor c:\data\share Ha Windows Server IWDM
C NPaBaMM YTEHUA U 3aNUCKU ANA BCEX.

Hactpointe Crawler Ha aBTOMaTM4YeCKoe exeaHEeBHOE CKaHMPOBaHWE TONbKO paHee
Cco3A4aHHOro KaTtasnora Bawero Windows Server n 3adpmKcMpymTe BbINOJIHEHME 3a4aHMNA
CKPUHLLIOTOM HacTpownKu crawler B web-koHconu IWTM.

Mniocom O6ypeT peanusaums BCeX AENCTBUM Npu BKAOYEHHOM bpaHamayspe
Windows. na KoppeKTHOM paboTbl HEO6XOAMMO HacTpoUTb BpaHamay3p/rpynnosbie
NONUTUKN ANA B3aMmoaencTsma komnoHeHT IWDM/IWTM.
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3apaHue 6: BknoueHue texHonornm OCR
Heobxoammo nokasaTtb 3aKa3unKy BO3MOXKHOCTb paboTbl DLP-cuctembl ¢ TEXHOIOTUEN
OCR. Bawa 3agaya — BKAtounTb TexHonormto OCR (ABBY FineReader Engine 11) 8 IWTM.

3apaHue 7: becnaponbHoe SSH-coeguHeHue 3awmueHHoro gocryna Kk IWTM

OnaynanenHoro ynpasneHunsa IWTM Node HacTpoliTe 6e3onacHbl 6ecnaponbHbii (No
cepTudukaTty) goctyn no SSH (ncnonbsya nporpammy PUTTY, c nomoubto RSA-Kntoua)
C KOHTponnepa gomeHa (Domain Controller).

MaponbHas ¢pasla 4na KaoYa (ecnm npumeHnmo): xxxXx1234

3agpukcupylime ece amansi (2eHepayusa KAo4a, NOOKAoYeHUe) 8bINoAHEeHUA 3a0aHUS
CKpUHWOMAamul.

CeeHepupoBaHHbIl KAy HE06X00UMO COXPAHUMb Ha pabovyem cmosie Komnbomepa
8 nanke «YemnuoHam fleHb 2» ¢ Ha38aHuUem «3adaHue 3»

3apaHue 8: SSH-kntoun ana gocryna mexay KomnoHeHt IWTM

AHanornmyHo 3agaHuto 6, creHepupymte RSA-kntod Ha IWTM DB wn HactpowTte
mexcepBepHbIn goctyn no SSH ¢ IWTM Node.

MaponbHas ¢pasa Ana Kaoda (ecnm npumeHnmo): 432 1XXxx

3agpuKkcupylime sce smaneol (2eHepayusa Kaw4a, NoOOKaA04YeHUe) 8bINoaHEeHUS 3a0aHUSA
CKpuHwomamu. CeeHepupOBaAHHLIU K4 HeobxoO0umo CcoxpaHume Ha pabouyem
cmose Komnsromepa 8 nanke « YHemnuoHam feHo 2» ¢ HazsaHuem «3adaHue 4»

3apaHue 9. 3awurta HTTPS- coeguHeHus ¢ IWTM. Co3aaHue undpposBbix
ceptuduKaToB

Cospaiite undpposoit cepTnudmkar (aepeso ceptudurkator) dopmata PKCS ana 3awmthl
Beb-coegmHeHmna c DLP-cepsepom no npotokony HTTPS. CepTudumKaTt n ucnonbsyemsbiin
KNOY  OO/IKEH YyAO0BNETBOPATb OOLWEnpuMHATBIM  Ha CerogHa CTaHAapTam U
TpeboBaHUAM (N0 ANUTENbHOCTU, AJIMHE K/AK4Ya W T.N.), NapameTpbl cepTudMKaTa
AOIKHbI COOTBETCTBOBATb aTpMbyTam KOMNaHUKU. YTUAUTA SNA CO34aHMA cepTUdUKaTa
— Ha BbIBOP y4aCTHUKA U3 AOCTYMHbIX B ONEPALUOHHbIX CUCTEMAX M AUCTpubyTMBax U/
(openssl unu aHanorn).

ATpunbyTbl Ans cepTUdUKaTOoB:
CrpaHa: RU
ObnacTb: Moscow
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OpraHusauma: WorldSkills
lfopoga: Moscow
OTpen opraHusaunm: IT
E-mail: support@demo.lab

[epeBo cepTUPMKATOB AOKHO BKAKOYATD:
® KOpHeBOW root-cepTndmkar (ca)
® pPOMeXKYTO4YHbIM (intermediate) cepTnudukar
e cepBepHbIl (server) cepTudukar
® 0/1b30BaTeNbCKUI (Uuser) cepTudmKaT

NTOroBbi pesynbTaT AOKEH BKIOYATD:

e [lepeBo U3 3-x cepTUdMKATOB, NpeacTaBNeHHble B BUAE OTAeNbHbIX $alinoB
Kntouen n ceptudukatos (3 Katoua .key, 3 ceptudukara .crt).

e CoaeprkMmoe CKpunTa No reHepauumn Kawven n ceptuduKaTos (MamM nepedeHnb
KOMaHZ MW CKPUHLLIOTOB U3 MCMNO/Ib30OBAaHHOW ANA reHepaunn cepTMdmKaTos
YTUAUTDI)

e CKPWMHLWOTbI NPOMEKYTOYHOTO CEPBEPHOro cepTUdMKaTa B cUcTeMe NPOCMOTpaA
ceptudurkatoB Windows (3aknagkum «0bwmey, «MyTb cepTuduKkaumm»).

o CepTndurKaTbl HE AONKHbI COAepPrKaTb OWMOOK, NpeaynpexaeHnii (warnings),
HeBepHOM MHPopmauum o KomnaHnm Demo.lab n 1.n.

»  Cepmdmkar x 5 Ceptudurar =

Obwme  Coctas  MyTe cepTrdmKaLim Obuwme Coctas MYTb CEpTUGHKALIM

MNyTb cepTudmkasm

f Ceenenws o ceprudunare ] Globalsign
RRES | GlobalSign Fxtended Validation CodeSigning CA - SHA256 - G3

3TOT cepTHgMKAT NpeHasHANAETCA ANA:
* MOATEEPKAGET YAANEHHOMY KOMMBIOTERY ~
MAEHTHUKAELIIO B3LISND KOMMbIOTEPE
* MoaTBEpAAEET, YTO NporpaMMHoe obeceseHme
NONYHEHD OT KOHKPETHOrD M3AaTENs
* 33WMUEET NPOrPaMMHOE OBECTIEYEHHE OT WIMEHEHIA
nocne ero nyGankawm

Komy BiaH: VeriSign Universal Root Certification Authority

Kem Boifam: VeriSign Universal Root Certification Authority

Deiicrenrenen ¢ 02,04.2008 no 02.12.2037
CocTosHme cepTudnsaTa:

3ToT cepTudwiaT AeiCTEMTENEH.

PucyHok 3. MNpumep ceptndmkaTtos

leHepayuro cepmugpukamos 3agukcupylime CKpuHWomamu
Co30aHHbIE cepmuguKamel, Kar4u, CKpunmel 078 UX CO30GHUA U CKPUHWOMSbI
npoyecca pasmecmume 8 nanke «Certificates IWTM» Ha paboyem cmorne
Kommnberomepa

3apaxue 10. 3awmta HTTPS- coeguHeHua ¢ IWTM. Ucnonb3oBaHue uudpposbix
ceptuduKatos
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MpumeHnTe umdpposble cepTudmKaTbl 4NA 3aWNUTbl KIMEHT-CEPBEPHOrO0 COeaNHEHUA
no npoTtokony HTTPS npu nogknwoyeHun K Beb-koHconm IWTM ¢ ys3nos:
demolab.demo.lab (AD).

Hannyywmnm obpasom BbINONHEHHOE 334aHMe NoApa3yMeBAET K/IMEHT-CEPBEPHYIO
(ABYCTOPOHHIO) ayTeEHTUPMKALMIO: CEpBep NpPeabsaBAAeT CepBepHbIn cepTUdUKar,
KANEHT — KIMeHTCKUMN.

[nAa KoppeKTHOM paboTbl KINEHT-CEePBEPHOM ayTEHTUPUKALLUM KNNEHTCKUI UnMdpOoBOM
cepTMdUKAT MOXKeT ObiTb YCTAHOBAEH B CUCTEMHOE XpaHunuuwe («JIM4Hble» Wau
«pyrne nonb3oBaTenn») ¢ UICNOJb30BAHMEM FPYMMOBbLIX NOANTUK (ABTOMATUYECKM).

Mcnonb3oBaHMe TONIbKO cepBepHOro ceptudmkaTta (Ha ctopoHe Beb-cepsepa IWTM)
MeHee 6e3onacHo.

MpoBepKy Heobxoanmo ocyLLecTBuTb ¢ bpaysepa Google Chrome.
3aghukcupylime ece smansl 8bINOAHEHUA 3a0aHUs (Hacmpolika eeb-cepsepa,

HaxoxO0eHue KAUeHMCKUX CepmuguKkamos 8 XpaHuUauuwe, yCmaHo8Ka 3auUUeHHO20
HTTPS-coeduHeHuUs u m.n.) CKPUHWOoOMamu

3apaHue 11: NMpoBepKa paboTocnoco6HOCTU cUCTEMbI C MOMOLLbIO NOIUTUK
6e3onacHoOCTH

Heobxoanmmo co3patb NPOBEPOYHYHD MOAUTMKY MO HasBaHMeEM «YemnuoHaT» B
InfoWatch Traffic Monitor Ha npaBuno nepegayn, KoNMpoBaHUA, XpaHeHUs N bydpepa
obmeHa (Bce 4 BapuaHTa cpabaTbiBaHUS COObLITUN) AN AaHHbIX, COAEpPKaLLUX
TepMUHbI «HYemnuoHaT» n «4YemnmoHat 2021», yCTaHOBUTb HU3KUIA YPOBEHDb YrpO3bl
ANA BCex cobbiTMi, 4,06aBUTb Ter «4emnmoHaT».

Bce 06beKTbl, TEXHONOIMM WU T.M., CBA3AHHble C AAaHHON MNOAUTUKOMW, Ha3blBalTe
«YemnuoHat, YemnuoHat 1» u 1.4. MNpoBeputb cpabaTbiBaHME BCEMWU YeTbipbMA
BO3MOMHbIMK criocobamum (nepenayum, KONMPOBaHUSA, XpaHeHUA 1 bydpepa obmeHa,
X0TA 6bl 1 cOBbITUE HA KaXKAbIM TUM) C NOMOLLbIO BUPTYa/IbHOM MALLMHbI HAapyLIMTENs
C YCTAHOB/IEHHbIM AareHTOM.

Heobxogmnmo co3aaTtb 3anpoc, BbIBOAALLMMA MHPOPMALLMIO TONIBKO O YeTblpex cobbITnAX
pa3HbIX TUMNOB (Nepeaaya, KONMpoOBaHWe, XpaHeHne U bydep obmeHa), No ogHomy
cODObITMIO Ha KaXKAbIN TUM.

CoxpaHuUTe CKPMHLLOT BbIOOPKM Ha paboyem cTosie KOHTPOA/Iepa AOMEHA B Narnke:
«YemnumoHaT».

TakK ke HeobxogmMmo caenatb 2 CKPUHLWOTA cobbITUIM Nepeaayn, rae nepexsaTinkom
asnaetca ICAP n sniffer. CKpMHLWOTbI COXpaHMUTb Ha paboyem cTone KomnbiloTepa B
nanke «4emnmoHaT».



