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3agaHue 1: HaCTPOKA CeTeBOro OKPYXKeHMUA U KOMMNOHEHTOB CUCTEM

C nomoLLbO TEXHO/I0TUMK BMPTYa/IbHbIX MallUH Vmware gna BbINOJIHEHUA 3a43aHUA
cMmoaennpoBaHa KOpnopaTtnueHaA CeTb OpraHn3aunn Ha 2 cbvmmanax.

Heob6xoaMMo camMoCTOATENbHO HAaCTPOUTb COEAUHEHUA MeXKAY BUPTYaNbHbIMU
MaLLUMHaMM UCNOb3YA ceTeBble MHTepdeichbl.

Mpyn BbINONIHEHMW 334aHMIN HEOHXOAMMO KNtOYEBbIE HACTPOMKK (YCTaHOBKA Naponen,
HACTPOMKKN coeanHeHms ¢ b1, KomnpomeTaums, CKPUHLIOTbI paboTocnocobHoM ceTu
ViPNet n aHanornyHbie) WM YyKa3aHHble MOMEHTbl B 3a4aHMW NOATBEPXKAATb
CKpUHWOTaMN. CKPUHLWOTbI HeobxoaMmo coxpaHuTb Ha paboyem cTone B nanke
«Mopaynb InfoTeCS». ®opmaT HasBaHMA CKpuHwWoToB: ITCS-1-2-1.jpg (3apaHue 1.2,
CKpuHWOT 1). MoxHo gobasutb kKommeHTapui (ITCS-1-2-1-Coordinator).

B xoae BbINONHEHMA OAHHOMO 3a4aHUA HYXHO YyCTaHOBUTb ocHOBHOe [10 VipNet Ha
paboumne cTaHUMM ByayLien 3alWMLLEHHOM CEeTH.

HocTtyn Ha Bce Windows 10: 6e3 napons

JocTtyn Ha Bce Windows Server: NIOrMH: admin naposb: xxXX1234
Bce naponu nonb3osatenen B cetn ViPNet caenatb 12344321
Bce naponun agmunHuctpatopos B ceth ViPNet caenatb xxXX1234.

B cnyyae usmeHeHus naponeifl obasartenbHO OTpPa3nTb 3TO B otyete!

Nepea yctaHoskou MO ViPNet Heob6xoaMMO HacTpouTb CeTb B COOTBETCTBUU CO
cxemon. Ecam mawmHbl gNa KOOPAUHATOPOB HE MAPLUPYTUIUPYET NaKeTbl MeXKAy
uHTepdeiicammu, Heo6Xo0AMMO HaCTPOUTb 3TO CAMOCTOATENbHO.

Heobxogumo 3anucatb Bce IP agpeca, NOrMHbI U NApPoaAM B TEKCTOBbIA ¢aiin
vipnet.txt Ha pabouem cTone xocT-KomnbloTepa, rae pasBepHyTa cetb 1.

B cBA3M c 0cobeHHOoCTAMM PaboTbl cMcTeMbl Ha pa3anyHbix Bepcuax Windows moxkeT
notpeboBaTbcA yCTaHaB/AIMBAaTb KOMMOHEHTbl CUCTEeMbl Bpy4vHylo (Hanpumep bA,
cepsep UYC, knueHT LLYC) ncnonb3ya nakerbl MSI B nognankax auctpubyTueos.
Bce AuCTpUMOYTMBbI M NULEH3MM HAXOAATCA HA XOCT MalUMHE B nNanke
OuvctpubyTtnebl MO YMK 2021 Ha }KeCTKOM AUCKe

Mpu BbINOAHEHMM 3a4aHMA MOXKHO MONb30BaTbCA AOKymeHTauueir K MO,
npe3eHTaLMAMM U3 Nanku U CNpaBoYHbIMU pecypcamu B UHTepHeTe.
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3apaHue 1. Co3pgaHue BUPTYyanbHOI mawmHbl Onepatopa YL,

Heobxoammo cknoHupoBaTb (ckonuposatb) ntobyto BM cetn 1 (Hanpumep Netl-AdminCA)
ANA NoCNeayoLWero MCNoib30BaHUA B KAa4eCcTBe onepaTopa.

HasBaHue HoBou BM: Netl-OperCA

B cnyyae yctaHoBkM AagmmHa M Onepatopa Ha 1 mawumHy — 310 Oyaer cuuTaTtbeA

HEKOPPEKTHbIM BbINOSHEHWEM, HO AOMYCTUMO AR NPOAO/IKEHUA AaNbHeNlweln PaboThbl.

3apgaHue 1.1. YcraHoBKa MO ViPNet Administrator gna co3gaHua 3sawmwEHHOMK ceTu:

e YCTaHOBUTb M HAcTpouTb paboyee mecTo agmuHuctpatopa VipNet (Ha 6ase
BMpPTyanbHOM MawmnHbl Netl-Admin (LLO)): LleHTp ynpaBneHus ceTbto (cepBepHoe u
KnneHTcKoe npunoxkeHue LUYC), Yaooctosepatowmii u knoveson ueHTp (YKL,).

Ecam 6binn npousBeaeHbl M3MeHeHMA naponei, IP-agpecoB v Tak ganee, HeobxoaMmo

OTpPa3nTb 3TO B OTHETE.

3apaHue 1.2. YcraHoBka MO ViPNet Coordinator u MO VipNet Client Ha
COOTBETCTBYIOLLME BUPTYA/IbHbIE MALLUHDI:
e Ha komnbtoTepe Ha Net1l-AdminCA (LLO) yctaHoBuTtb MO ViPNet Client (Windows),
paboyee MecTo agMUHUCTPATOPa;
e Ha komnbloTepe Ha Netl-Coord (LJO) yctaHosuTb MO ViPNet Coordinator (Windows);

e Ha komnbloTepe Ha Net2-Coord (Punanan) yctaHosutb MO ViPNet Coordinator
(Windows);

e Ha BM Ha Net2-Client (punnan) yctaHosutb N0 ViPNet Client, pabouyee mecto
no/sib3oBaTens;

Heobxo4MM CKPMHLLIOT NePBOro 3anycka NpUIoXKeHUs.

3apgaHue 1.3. YcTaHOBKa LEHTpa perucrpauuum, cepsuca nybaukauum m cepsuca
uHoopmupoBaHua VipNet Certification Authority Ha cooTBercTBylOWME
BUPTya/ZibHble MALLUHbI:

e Ha komnbloTepe Ha Netl-OperCA(LLO) yctaHoButb MO ViPNet Client (Windows);
e Ha komnbloTepe Ha Netl-OperCA(LLO) yctaHoButb MO ViPNet Publication Service;
e Ha komnbloTepe Ha Net1-OperCA(LO) yctaHosuTb MO ViPNet Registration Point;

¢ Ha komnbtoTepe Ha Netl-Admin (LLO) yctaHosuTb MO ViPNet CA Informing;
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3agaHue 2. 3aLMTa I0Ka/IbHO-BbIUUC/IUTE/IbHOM CEeTU
npeanpuaTtua ¢ npumeHeHuem MO ViPNet

Heobxoanmo ncnonb3osaTtb paboyee MecTo aAMMHUCTPATOPA (CO34aHHOE paHee) aAna
CO34aHMA CTPYKTYpPbl 3aLLMLLEHHOW CeTM, Pa3BEepPHYTb C MNOMOLLBID TEXHONOTUM
BMPTYa/ibHbIX MaWKH Vmware ceTb NpeanpuaATMA U HacTPouTb Heobxoanmblie APM B

COOTBETCTBUU C 3aAaHHbIMU PONAMMN.
Cxema ceTu, KOTOpPYHO Tpe6yeTcs1 C0o34aThb, npueeneHa ganee.

Netl Certification Authority Net2 ¢punuan

InasHbIl opuc, CA «Cetb 1 LIO»

bridge

<

vmnetl

&

ApmuHuctpatop CA
Net1-AdminCA

<

ip M3 noacetn
(aon. ceeaeHbn)

10.14.0.0/24 =

KoopapHaTop

LeHTp oduc
Netl1-Coord

&

Onepatop CA
Netl-OperCA

&

HesawuweHHbIv y3en
Netl-Open

Oduc punvan «Cetb 2 dDununan»
vmnetl

SN
= 192.168.100.0/24 "

K :
0opAMHaTOp KnmeH ViPNet

dwunman !
Net2-Coord Net2-Client

s

KommyTaTop

PucyHok 1 Cxema 3alMLLEHHOM CETU

B wuTOre BbLINONHEHWUS 3aAaHUA [OKHbI OblTb Pa3BepPHYTbl M HACTPOEHbI
cneayrouime ceTeBble y3/bl 3aLULLLEHHON ceTu (cm. Tabanuy).

Tabnunua 1 Y3nbl 3awmuieHHon cetn ecam YKL n UYC Ha ogHOM mallmHe.

Uma
nonb3osarens
BMPT. MawwmHa Haseahue MO VipNet OCceresoro | cereporo yana,
ceTeBOro y3na y3na YPOBEHb
noaHomouuni
ViPNet
Net1-AdminCA naBHbIN Administrator
(LIO) aZMUHUCTPATOP (LYC knuenTn | OC Windows 10 AdminCA
(VM) cepsep + YKL
ViPNet Client
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Net1-Coord KoopauHatop ViPNet OC Windows CoordinatorOffice
(LLOo) LleHTp Oduc (VM) Coordinator Server 2016
ViPNet Client
Netl- ViPNet
Onepatop YL, Publication Service | OC Windows 10 OperCA
OperCA(LO) .
ViPNet
Registration
Net2-Coord KoopauHatop ViPNet OC Windows CoordinatorSub
(dnnnan) ®dunman (VM) Coordinator Server 2016
Net2-Client MNonb3oBaTenb_2
N ViPNet Cli Wi 1 User2
(dunnan) Ouavan (VM) iPNet Client OC Windows 10

CeA3u mexcoy y3namu Heobxo0UuMo HACMpPoUMb CAMOCMOAMeENbHO.

Tabnuua 2. Cxema cBA3ei nonb3oBaTenemn

CoordinatorOffice X * * *
AdminCA * x * *
OperCA * * % *
CoordinatorSub * * X *
User2 * * X

3apgaHue 2.1. Co3aaHue CTPYKTYpPbl 3aLLULLLEHHON CeTU

LYC. Heobxoanumo co3aatb B LIYC CTPYKTypy 3aWMLLEHHOM CETU B COOTBETCTBUU C
3agaHHOM cxemol (Bbirpy3utb otyer B HTML). Co3gaTb nosb3oBaTenei ys3nos,
HACTPOWUTb NOTHOMOYMSA NOIb30BATENEN U UX CBA3N B COOTBETCTBMM CO CXEMOMW.

YKU. TMpoBect wuHuMumanmsaumio YKL, COXpaHUTb  KOHTEWHEpP  Ko4en
aAMWHUCTPATOPA Ha BHELWHeM YyCcTpolhcTBe — TokeHe (Hanp. Rutoken S) WU (uTo
OLLeHMBAETCA MeHblue), B 0buen nognanke 3agaHue 2.1). NMnomeHATb TMN naponen
ANs nonb3oBaTtenen («cobcTBeHHbIN»). 3a4aTb NAPO/IN NONAb30BATENEN U COXPAHUTL B
TeKcToBbIN ¢daiin. ChopmumpoBaTb AUCTPUOYTUBDLI KAKOYEN ANA BCEX CETEBbIX Y3/108B
(coxpaHuUTb Ha *KecTkui guck). Co3aaTtb rpynnbl Y3108 A1s LEHTpanabHOro opuca u
dnnmnana, HacTPoOUTb NAPOIb AAMUHUCTPATOPA FPYNMbl CETEBbIX Y3/10B A8 KAaXKA0M U3
rpynn (npoBepuTb, 4TO Naponb paboTaer).
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e Ha Bcex y3n1ax CeTM KOPPEKTHO HACTPOUTb UAU NPOBEPUTb KOPPEKTHOCTb HACTPOMKMK
ceTeBbIX MHTEpPdENCOB B COOTBETCTBMM CO cXeMol (Ha KoopanHaTopax 2 uHTepodelica
— BHELWHUM U BHYTPEHHWUI), NPOBEPUTb AOCTYNHOCTb COCEAHMUX Y3/10B.

e PasHectn DST ¢annbl no APM, npoBectT nNepBUYHYID MHULUMANN3ALUIO Y310B
3aWMUWEHHON ceTn (KOOpAMHATOPOB U KAMEHTOB), NPOBEPUTb AOCTYMHOCTb Y3/10B
3aLLULLLEHHON CETU M cAeNaTb CKPUHLWOTbI paboTocnocobHOCTH y3n0B.

3apgaHue 2.2. HacTpoiika paboTbl yA0CTOBEPAIOWEro LEHTPA B aKKpeAUTOBaHHOM
pexxume
Heobxogmumo nepesectn YKL, B peXMm aKKpeguMTOBAHHONO YA0CTOBEPAIOLWEro UEeHTPa,

HaACTPOUTbL NapameTpbl N3AaHNA KBAaANPULMPOBAHHbIX CEPTUPUKATOB, YKA3aB:

o CseneHua o cpeacteax YU,

. CpepacTtBo anekTpoHHOM noanucu nspatens: ViPNet CSP

o Cpepctso ygoctoBepsatowero uyeHTpa: MK ViPNet YU, 4

o CepTudUMKaAT Ha CPeacTBO 3/IEKTPOHHOW nognucu nsgatena: Ceptudumkar
Demo.lab.crt

. CepTnduKaT Ha cpeacTso yagoctoBepstowero ueHtpa: CeptneukaTt Demo.lab.p7b

o B HacTpoMKax cpencTsa 3SNEKTPOHHOM NOANNCK BNaaebla cepTudmnKaTa HMYero

MeHATb He TpebyeTcs.
. Knacc 3awmiLeHHOCTH, KOTOPOMY COOTBETCTBYIOT NPOrpaMmmHble cpeacTsa YL,

Mocne nepesoaa YKL, B aKkpeaAUTOBaHHbIM peKMM HEOBXOAMMO BbIMYCTUTb:

1. KopHeBol KBaIMOULMPOBAHHbBIM cepTUDUKAT. HasHaUUTb TEKYLMM.
2. KBanndununMpoBaHHYIO 3/IEKTPOHHYI0 Noanuck Ana nonb3osatena Admin. BbiaaTtb
C HOBbIM AUCTPUBYTMBOM KAKOYEN.
3. KBannduumnpoBaHHyI 3N1EKTPOHHYI0 NoAnucb ana noablosartens Client.
COoXpaHUTb 3NEKTPOHHbIE KoUK B Gann.
Mpu Bblgayve cepTUdUKaTOB HEOHXOANMMO 3aNONHUTL CieaytoLmne nons:
Umsa: <Uma nonb3osatensa unm ysna>
dneKTpoHHasa nouta: <Mmsa nonb3osarena>@demo.lab
fopop:
O6nactb:
CrpaHa: RU
OpraHusauusa: WorldSkills
NoapaspeneHue: 3awmra vHGopmauMoHHO 6e3onacHOCTU
MouTtoBbi MHAEKC: 450000
Co3aaTtb KBanMPpULUMpoOBaHHbIe Katoum I 1 Kaoum nposepkn Il a4nsa nonb3oBaTenen cetu.
HacTtpoutb cxemy obmeHa dainamum mexay YKL, nocpeactsom Cepsuca Nybamkaumm (ViPNet
Publication Service).
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HactpouTb nepexos B aBTOMATUYECKUMWA pexum (npu 6e34encTBUM afMUHUCTPATOPA):

nepegayy Ha nybankauuio n obHosneHmne CRL c nepnoanyHocTbio 1 AeHb.

PeannsoBaTb aBTOMaTUYECKYIO NyH6AMKauMIo cepTUdUKaToB nsgatenen Ha FTP-cepsepe.

Mocpeacteom LeHTpa Pernctpauunm (ViPNet Registration Point):

3aperucTpupoBaTb Nnonb3oBatena: User2.

OtnpasuTb 3anpoc B YKL, Ha Bbinyck cepTnudmKaTa, y40BNETBOPUTL 3aNpoc.
Pe3ynbTaT BbiNyCKa cepTndmKaTa 3aPUKCMPOBATL CKPUHLLOTOM.

OTtnpasuTb 3anpoc B YKL, Ha aHHyAnpoBaHMe paHee BbINyLWEHHOTO CepTUPUKATA,
y4,0BNEeTBOPUTL 3aNpoc. Pe3ynbTat 3adpMKCMpPOoBaTb CKPUHLIOTOM.

Mocpeactsom Cepsuca UHpopmmposaHusa (ViPNet CA Informing):

Hactpoutb cnocob Bblgaum yBegomneHui (dannbl *.eml nokanbHo ans
nocneayowen oTNpaBKM AONXKHbI COXPaHATLCA B Manke Ha paboyem cTone);
ChopmMmmnpoBaTb OTYET O BblAaHHbIX 33 TEKYLLME CYTKU cepTUdMKaTaX,
npeABapuUTENIbHO B HACTPOMKaX YKa3aB MeCTo XpaHeHMa oT4yeToB (Ha paboyem
cTone).

3apaHue 2.3. KomnpomeTauua y3na 3aliuLLeHHON cetTn

Mepen HayaNoM BbIMOJIHEHWUS 3aDUKCUPOBATb CKPUHLLOTAMM UMEIOLLYHOCA CTPYKTYPY
cetm M okHO YKL, ¢ BapvMaHTamum nNepcoHasbHOrO KAk4Ya KOMMPOMETUPYEMOTO
nonb3oBaTenA, T. K. B CNy4ae HeyAayHOM KOMMNPOMETALMU CTPYKTypa CETU MOXKeT
HapyLWMUTbCA.

Mpoun3BeCcTM KOMMPOMETALMIO KNtoYel N BOCCTAHOB/IEHWE CETEBOrO B3aMMOENCTBUSA
cpeacteamm YKLU/LYC:

CKOMMNPOMETMPOBATb KIt0oUM Nosib3oBatensa User2 Ha y3ne MNonb3oBaTtens_ 2 dunnan
NPOM3BECTU CMEHY K/IH0YEN NONb30BaATENA N CETEBbIX Y3/108B,

OTNpPaBUTb OBHOB/IEHUA U NPOM3BECTM MpoLeaypy CMeHbl Kakoya Monb3oBaTens Ha
y3ne MNonb3oBatens_2 dununan (pukcnposaTh BCe wWwarm),

npoBepuTb PaboTy 3alMLEHHON ceTn nocne obHOBAEHUA OTNPaBMB coobLLeHNe OT
nonb3osatena User2 agMUHUCTPATOPY.

BoccTaHOB/NIEHWE B3aMMOLENCTBMA C MOMOLLbIO PYYHOM yCTaHOBKM DST 3acuMTaHO He
byaer.

Heobxoaumo 3adukcupoBaTb NpoOLLECC HACTPOMKM CKPUHLIOTAMU WMAN MHbIM
yKasaHHbIM cnocobom:

KomnpomeTauua nonbsosartens.

CmeHa K/ouei Nonb3oBaTena U ceTeBbix Y3108B.
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e [lpoueaypa CMeHbl KAOYA Ha KAMEHTE C UCNO/Jb30BaHUEeM pe3epBHOro Habopa
KAouen.

o CKpPMHLUOT 3KpaHa «3awmweHHana cetb» B VipNet Monitor Ha y3ne MNonb3oBatenb_2
®dununan + pesynbtat NPoBEepPKU AO0CTYNHOCTU Y3N10B.

Kpome TOro, HyXHO COXpPaHUTb apxXMB AWPEKTOPUM, B KOTOPOWM pPaACNONOKEH
pe3epBHbIN Habop KaoYen Ha paboyem cTosie KoMMbloTepa (Mocne cMeHbl Kat4en).

Heobxoanmmo genatb CKPUHLLOTHI 4,0, NOC/E U B NpOLLecce KOMNpPomMmeTaLum, uHave
e ApYyrue 3agaaHuA MOTyT 6biTb He 3aUTeHbl B C/ly4ae HeyAauyHOU KOMNPOMeTaLuu.

3apaHue 2.4. Mogudukauma 3almLLLEHHOK ceTn

MoanduKkaumsa CTPYKTYpbl CETHU:

e [lo6aBUTb HOBbLIN ceTeBoM y3en lvanov 1 nosnb3osBaTensa lvanov 3a KoopaMHaTOPOM
LeHTpOduc (6e3 daKTMyeckoro pasBepTbiBaHMA €ro Ha BUPTYaNbHOM MalUUHE).
[06aBuTb CBA3b NO/Ib30BATENA HOBOrO y31a C nosib3oBaTtenem User2. Ha yKasaHHbIX
y3/1ax NPOBEpPMUTbL NOABNEHME HOBOIO y3/a.

e [lo6aBuTtb nosb3oBatena Petrov Ha y3ne MNonb3oBatens 2 dunuan (Net2-Client
¢unmnana 2), ceAsaTb €ro coO BCEMW MONAb30BATENSAMM TPYNNbl Y3/10B LEeHTPabHbIN
oduc. OnA yKasaHHbIX NO/Ib30BaTENEN NPOBEPUTL NOABAEHME HOBOW CBA3M.

e OTnpaBuTb NUCcbMoO No [lenoBoit noute nonb3osaTesnto Petrov ¢ yana admin.

e OTnpaBuTb TeKCTOBOE coobLeHne nonb3osatento AdminCA oT nonb3oBaTtena Petrov

Heobxoaumo 3adpuKcMpoBaTb NPOLECC HACTPOMKU CKPUHLLOTAMM  K/HOUYEBbIX
MOMEHTOB U 3an0JIHEHHbIX popm:

e CKpPMHLIOTbI A,EeN0BOI NOUYTbI HA OTNPaBUTeNE U NosyyaTene (Npu oTnpaBKe NUCbMma)
e CKpPMHLLOTbI TEKCTOBOrO COO6LLEHUA HAa OTNPaBUTeNe U nosaydatene

e CKpuHWOTbI ypHana IP-nakeToB Ha KoopauHatopax, noaTeepKpalowme
NPOXOXKAEeHUE NUCbMA Yepes KOOPAUHATOPbI.

Kpome Ttoro, Heobxoammo coxpaHutb ¢pann HTML c o6bHOBNEHHOMU CTPYKTYypou
3aLMLLEHHOMN CeTU, BbIrpy»KeHHbIu u3 LLYC.
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3apaHue 3. MexceTeBoe B3aumMopAeincTBUE 3alULLEHHBIX ceTei
(co cBA3AMM «BCe co Bcemu»)

Netl Certification Authority
Net2
InaBHbIt opuc «Cetb 1 LLO»
puc « HO> . Oduc punman «Cetb 2 dDunmnan»
bridge
SN vmnet1 ip n3 noaceTn
' 10.14.0.0/24 (@on. ceegeHbn) N
o vmnet1 '
% ——— e 192.168.100.0/24 ,
- KoopawnHaTtop %
Aamunuctpatop CA LleHTp. oduc KoopayHatop .
- i Knnent ViPNet
Netl-AdminCA Net1-Coord dunvan Net2-Client
Net2-Coord
N
' Net3
% Oduc napTHepoB «CeTb 3 MeXKceTb»
OnepaTtop CA KommyTaTop vmnet2
172.16.0.0/24
Net1-OperCA \'
NS KoopauHatop %
' Cetb 3
,— ALMUHUCTPATOpP ceTn 2
Net3-Coord-HW-VA
2 Net3-Admin
He3awwmueHHbIl y3en .
Net1l-Open '
HesawumweHHbI yzen
Net3-Open

PucyHok 2 Cxema merKceTeBOro B3anmoaencTems

Pa3sBepHyTb Ha Net3-Admin (CeTb 3 mexceTb) Ha K paboyee mecTo AAMMHUCTPATOpPA
NapTHEPCKOM CeTH, CO34aTb CTPYKTYPY BTOPOM CETU:

e Pabouee mecto agmuHuctpatopa (b4, LLYC, YKL, ViPNet Client)
e 1 koopanHaTtop (Net3-Coord-HW-VA)
e 1y3en Admin 1 nonbsosatens Admin

YcTaHOBUTE BUPTYyaNbHbIA  KoOpauHaTop, passBepHyB OVA-obpa3 BUpPTyanbHOM
MawnHbl HW-VA (13 nanku Auctpubytusbl MO_YMK_2021 Ha KecTKOM AucKe)

Bce naponu nonb3osaTenei B cetn ViPNet caenatb 12344321

Maponun agmuHuctpatopos cetn ViPNet caenatb xxXX1234
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YCTaHOBUTb M HAcTpouTb Heobxogmmoe MO

HacTpouTb mexceTtesoe Bsammo,u,eﬁcmme mMeXay ABYMA 3alMUWEHHBIMU CEeTAMM,
caenatb CKPUHWOTBLI BCEX 3TANOB YCTAHOBKU MeXKCETEBOIO B3aMMOAeﬁCTBMﬂ.

MpoBepuTb B3aMMOAENCTBME Y3/10B, OTMNPaBMB COOOLLEHME [enoBoi noutbl B
nporpamme ViPNet Client Monitor ¢ y3na Admin (cetb 1) Ha Admin (ceTb 2).

Heobxoaumo npeaocTaBuTb:

®annbl HTML cTpyKTypbl 3awWumLLeHHON ceTu ana obeunx ceteit nocne BbINOJHEHUSA
3apaHus.

CKpMHLWWIOTHI:

CKPUHLIOTbI KNIOYEBbIX 3TANOB YCTAaHOBKU MEMKCETeBOro B3aMMOAENCTBUA WU
06paboTkn mexceteBoit Hpopmauum (B LLYC u YKL, 06enx cetein).

CTpykTypa 3awmuweHHon cetu B LIYC nocne ycTtaHOBAEHUA MeXKCeTeBOro
B3aumogeicteua (Ana obeux 3alMLLEHHbIX ceTeid) € 3KPAHOM NpPOBEpPKU
AOCTYNHOCTU Y3/10B.

CKpUHLWOTbl AeNOoBOM MOYTbl Ha OTnNpasBuTene U nonydatene (npu oTnpaske
nucbma).

CKPUHLIOTbI TEKCTOBOro COObLEHMA HA OTNpaBuTene U nosay4yatesne (Npu oTnpaske
nMcbma).

3apaHue 3.1. Hactpoiika KoopauHatopa MNAK HW-VA

Ona HacTponkn HW-VA Heobxoanmo:

BkntoumTtb SSH goctyn Kk HW-VA ana yaaneHHOro ynpasaeHma BHYTPU IOKa/IbHOM ceTu
MpeaocTaBuUTb  CKPUHLIOTbI  CO34aHMA/HACTPOMKM  MpPaBuA M CKPUHLIOT
paboTtocnocobHoi SSH-ceccumn kK HW-VA

Mpn HeobXo0ANMMOCTU Ha BUPTYaibHble MalMHbl MOYKHO CaMOCTOATE/IbHO YCTaHOBUTb
noboit SSH-kAneHT

BKAOUNTb yAaneHHbId AocTyn 4yepe3s web-uHTepdenc BHYTPM /IOKANbHOM CETH,
HacTpoms cooTBeTcTBYlOWMe npasuna firewall n nposeputb pabotocnocobHocTb
MpenocTaBuUTb  CKPUHLIOTbI  CO34AHMA/HACTPOMKM  MPaBUA UM CKPUHLWOT
paboTtocnocobHol Beb6-koHconn HW-VA
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3apgaHme 4. TyHHeAMpoBaHME B PpPaMKax MeXceTeBoro
B3auMO4enCcTBUA

MoAKNOUYMTbL He3almueHHYo mawmnHy B ceth 3 (Net3-Open).
[na BTOPOM OTKPbITOM MalLMHbI Mcnonb3oBaTb Netl-Open y3en B cetn 1

HacTtpontb TyHHenuMpoBaHMe Takum o06pa3om, 4ToObl B3aMMOLENCTBME MEXKAY
OTKPbITBIMM Y3/1aMM U3 Pa3HbIX CETEN OCYLLECTBAANOCH NO WMPPOBAHHOMY KaHany.
MpoBepUTb AOCTYMHOCTb HE3ALWMLLEHHbBIX MALLIWH APYT Apyry ¢ nomolubto ICMP (ping),
a TaKxXe NobbIM ApPYrMM NPOTOKO/AOM, Hanpumep smb (obwan ceTeBaa nanka) unu
Apyrmum  yaobHbim (Kpome ICMP); npoaHanuM3npoBaTb KypHanbl |P-nakeTtoB Ha
KoopAnHaTopax.

CKPUHLIOTHI:
Hactpoiika makcMmanbHOro KoanyecTsa TyHHe1eid Ha KoopAWHaTopax

CKkpuHwoTbl npoxoxaeHua ICMP naketoB (ping) u nwboro apyroro Tpapuka c
He3alULEeHHOrO y3/1a

CKpUHWOTbI XypHana IP-nakeToB KoopauHaTopa C YCTAaHOBJ/IEHHbIM GUAbTPOM
«TyHHenuposaHue» ana NnpoBepKu npoxoxaeHua ICMP-nakeTtos 1 noboro gpyroro
TpadMKa C NOMOLLbIO TYHHE/IMPOBAHMUA
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