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1. ®opma y4yacTus B KOHKYpPCe: MHauBuaya bHbIil KOHKYPC

2. OO1ee BpeMsi HA BbINOJIHEHHE 3aJaHUS : j10 22 u.
3. 3agaHue 1JI KOHKYpca

ConepxaHueM KOHKYPCHOTO 3aJaHus SIBJSIOTCS IPUMEHEHUE Ha PAKTUKE CUCTEM
KOPIOPATUBHOM 3aIIUTHI OT BHYTPEHHUX YIPO3. YYaCTHUKU COPEBHOBAHUU ITOJIYYAOT
ONMCAHUE MOJIENIM OPTaHU3ALMH, BKIKOYasl ONMUCAHUE €€ OPraHU3allMOHHON CTPYKTYPHI,
uH(popMaIK, UUPKYIUPYIOLIEH BHYTPU NEpUMeETpa O€30MaCHOCTH, HH()OPMATUOHHON
MH(PPACTPYKTYpBI, KAHAJIOB CBSI3U, BUJOB TpapuKa, CIIMCKOB MOJIb30BaTENEH.

KoHkypcHOE€  3agaHMe  MMEET  HECKOJIbKO  MOJYJIEW,  BBINOJHSAEMbBIX
IIOCJIEIOBATENBHO.

KoHKypc BKJIIOYAET HCCIIEI0BAHUE OPTAaHU3ALMH C LUEIBIO 3aIIUTHl OT BHYTPEHHUX
yIpo3, HACTPONKY U NPOBEPKY CHEHUAIU3UPOBAHHOIO MPOrpaMMHOIO oOecreyeHus,
pa3pabOTKy M NPUMEHEHHE IOJUTUK HHPOPMALMOHHOW OE€30MaCHOCTH, KOHTPOJIb
MH(OPMAIIMOHHBIX IOTOKOB, aHAJIN3 BBISIBJICHHBIX MHIUJEHTOB U MOJArOTOBKY OTUETOB.

OKOHYaTeNbHbIE aCHEKThl KPUTEPUEB OLEHKU YTOUYHSIOTCS UJIEHAMH >KIOPH.
OueHka MPOU3BOAMTCS KaK B OTHOLIEHUHM DPAOOThI MOJIYJEH, TaKk U B OTHOIICHUHU
MpoIlecca BBINOJHEHUSI KOHKYPCHOM pa0oThl. Eciin y4acTHUK KOHKYpca HE BBITOIHSET
TpeOOBaHUs TEXHUKH 0€30M1aCHOCTU, KOH(PIUKTEH, HE BJIAJIEET TEXHUKAMH yIpaBICHUS
CTpPECCOM M pa3pelieHusi KOH(MIUKTHBIX CUTyallui, MOJBEPraeT ONacHOCTU ceds WiIn
APYrUX KOHKYPCAHTOB, TAKOM YYaCTHUK MOKET ObITh OTCTPAHEH OT KOHKYypca.

Bpems n neranm KOHKYpPCHOTO 33JJaHHsI B 3aBUCUMOCTH OT KOHKYPCHBIX YCJIOBUH
MOTYT OBITh U3MEHEHBI YWICHAMHU KIOPH.

KoHkypcHOe 3aiaHuMe JOJKHO BBINOJHATHCS MOMOJYJbHO. ONEHKa Takxke
IIPOUCXOJUT OT MOZYJISI K MOZYJIIO.

Ecnu  yyacTHMK 3aKOHYMIJI BBIMOJHEHHWE MOIYJS JOCPOYHO, OH JIOJDKEH
pacnucaThCsi B BEOMOCTH BPEMEHHM HANpPOTHB COOTBETCTBYIOUIEH MH()OpPMAIMOHHON
3aIMCH «Y4JacTHUK Ne  3aKOHYMJI BBIITOJIHEHHUE MOAYJISL _ ».
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4. MoayJu 3a1aHUsI M HE00X0IUMOe BpeMsi
Tabnuua 1.

CopeBHoBaTeabHBIH  Bpems Ha
3aJaHue

HaumenoBaHue Moxyis1 gens (C1, C2, C3)

VYcraHoBKa, KOH(PUTYpUPOBAHKE U YCTPAHEHNE Cl 3-4 yaca
S HEUCIIPABHOCTEW B CUCTEME KOPIIOPATUBHOM 3aIIUTHI
OT BHYTPEHHUX YIPO3

OT4eTHOCTh U HOPMATUBHO-TIPABOBOE 00ECIIEUEHUE C1 3 yaca
g KOPIIOPaTUBHON 0€30MacHOCTH
Pa3paboTka nosmTHK 0€30I1aCHOCTH B CUCTEME C2 3-4 yacoB
Ol KOpPIIOPATUBHOM 3aIMTHl HH)OPMALIUK OT BHYTPEHHUX
yrpo3
BB TexHOJIOTMH 3aIIUThI U aHAJIM3a CETEBOro Tpaduka C2 3-5 yacoB
B=8 TexHOIOTHY 3alUTh y3/1a U aT€HTCKOTO0 MOHUTOPUHTA C3 2-3 yaca
[IpenoTBpanieHne NHIMACHTOB U YIIPABJICHUE C3 3 yaca

COOBITHSMH HH(POPMAITMOHHOM O€30IMaCHOCTH

MoayJiu ¢ onucanueM pador

Mopyab A: YcTaHOBKa, KOH(PUTYPUPOBAHNUE U YCTPAHEHNE HEMCIIPABHOCTEH
B CHCTeMe KOPIOPATUBHOM 3aIMTHI 0T BHYTPEHHUX YIPO3

Texnonoruu sToro MmoayJis: DLP-cuctembl, CUCTEMBI 3alIUTHI CETEN U CUCTEM
Bpewms Ha BeInIOTHEHUME: 3-4 yaca

IHpumep 3aganus

3ajaHne Ha YCTaHOBKY, KOHQUIYPHPOBAaHHME W YCTPAHEHHE HEHCIPABHOCTEH B
cUcTeMe KOPNOPATHBHOM 3a1MTHI OT BHYTPEHHHUX Yrpo3

VYcranoBute cepBep Oe3omacHoctu InfoWatch Traffic Monitor B BupTyansHO# cpene
VMWare Workstation. Cepsep u CVYBJl nomkHbl OBITH yCTaHOBJICHBI Ha OJHOMU
BUPTYaJbHOW MAIIMHE CO CISAYIOUTMMH IMapaMeTpaMu:

e BupTyaibHblid 1uck pazmepoM 80 — 100 I'b B nHaMHU4YECKOM pEKUME;

e 2 mporieccopa, 2 JOTUYECKUX SApa;

e 8I'b O3Y.
[Tapamerpsl IWTM st ycranoBku: Bepeus - Enterprise, CYB/] - PostgreSQL.
Bce muctpuOyTHBBI HAXOIATCS B KATAIOTe ¢ TUCTPUOYTHBAMM.
Hactpoiiku ceTeBbiX HHTEp(hENCOB yKa3aHbl B JOMOJHUTEIBHBIX CBEJICHUSAX K 33JIaHUIO.
ITpu ycranoBke IWTM 3anaiite ciieayromiuii mapoiab cynepnoiib3oBarens: xxXX1234
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N3menute naposb oduiiepa 0e30macHOCTH Ui Aoctyna K Be6-unrepdeiicy IWTM Ha:
XXXX4321

AKTUBUPYUTE JUIEH3UIO, KOTOPasi HAXOJUTCS B KaTaJlore ¢ AUCTPUOYTUBAMHU.

Jns  wHTerparuu ¢ Active Directory HeE0OX0AMMO TMOJIYYUTh HMHQPOPMAIIAIO O
MOJIb30BATENSIX M KOMIIbIOTEpaX KommnaHuu «JlomeH Jokam» ¢ nomombo LDAP-
CUHXPOHH3ALINY.

3ajganune Ha ycraHoBKY M HacTpoiiky InfoWatch Device Monitor

BBeaute mammny, Ha KOTopyto OyaeT ycraHoBieH cepBep IWDM B 1oMeH U BBITIOJIHUTE
ayTeHTU(PUKAIUIO OT UMEHU TOJIb30BATEIsl, YKa3aHHOTO B JIOMOJIHUTENbHBIX CBEICHUSIX K
3aJIaHUIO.

YcranoButh 6a3y naHHbix PostgreSQL ¢ maponem cynepmonb3oBatenss XXX X1234.
VYcranosuth InfoWatch Device Monitor ¢ mapameTpamu o yMOJIYaHHIO, B Ka4eCTBE 0a3bl
JTAHHBIX MCI0JIb30BAaTh PAHEE YCTAHOBJICHHYIO 0a3y qaHHbIX PostgreSQL.

[Ipu ycraHOBKE HEOOXOAMMO HACTPOUTh IOJIb30BATENS Ul JIOCTyNa K KOHCOJHU
ynpasienus: officer ¢ maponem XXXX1234.

Ilocne yCTaHOBKM HCHOJB30BaTh JOMEHHOTO ITOJIB30BATENsl JUIsl BXOAAa B KOHCOJIb
ynpasienus (dmadmin).

Cunxponusupyiite IWDM c Active Directory (KOMIIbIOTEPBI U MTOJIb30BATENIN) U CBSKUTE
IWDM c Bammum InfoWatch Traffic Monitor.

3aganue Ha ycranoBky InfoWatch Device Monitor Agent
HeoOxoaumo co31aTh TOMEHHBIX IOJB30BaTEICH IS KIMEHTCKMX MaliuH. BBecTn
BUPTYQJIbHYIO MAIIMHY HAPYIIHUTENS B JOMEH M BOWTH B CHCTEMY OT paHEe CO3IaHHOTO
JIOMEHHOTO TOJIh30BaTeJIsl.
Ycranosute InfoWatch Device Monitor Agent Ha BUpTyaibHbIC MAITUHBI-HAPYIITHTEIISI
e Ha 1-t0 monp30BaTeNbCcKyr0 MalIMHy — C IIOMOINBIO 3aJlayd  MEPBUYHOTO
pacnpocTtpaneHus (0e3 QopmupoBaHus makeTa ycraHoBku) B Device Monitor
Server.
3adukcupyiiTe BBIMOJHEHHUE 3a]]a4l CKpUHIITIOTOM (1 Ha co3manue 3aauu, 1 Ha yCIenHoe
BBITIOJIHCHUE).
e Ha 2-10 moiap30BaTeIbCKYI0 MAITUHY — C TIOMOIIBIO TPYINIOBBIX MOJIMTHK JTIOMEHA.
[ToynMTHKa MOKHA MPUMEHATHCS TOJIBKO Ha KOHKPETHYIO MAaIMHY. 3aUKCUpYITe
BBITMOJTHCHHE CKPUHIIIOTAMH.

3ajanne Ha yCTAHOBKY M HACTPOHKY nmoacucrembl Crawler
Heo0xomumo ycTaHOBUTE U HacTpouTh nogcuctemy Crawler ua Windows Server IWMD.
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CospmaiiTe oOmmii JocTyn ToJabKO Ha KaTaior C:\data\share ma Windows Server IWDM ¢
HpaBaMU YTCHHS U 3aIMCH JJIs BCEX.

Hactpoiite Crawler Ha aBTOMaTMyeckoe €KETHCBHOE CKAaHMPOBAHUE TOJBKO paHEe
co3maHHoro karaiora Bamero Windows Server u 3adukcupyiTe BBITOJHEHHUE 3a/IaHUS
CKPHUHIIIOTOM HacTpoiiku crawler B web-koncomm IWTM.

Moayns B:  OrT4erHocTh W HOPMATHBHO-NIPABOBOe  olecmevyeHue
KOPIOPAaTUBHOM 0€3011aCHOCTH

TexHo0ruK 3TOro MOYJIs: MPOrpaMMHOE OOECTIEUEHUE ISl CO3/1aHUsl TEKCTOBBIX
nokyMeHToB (Hanpumep, MS World)
Bpewms Ha BeIIONTHEHME: 3 yaca
IIpumep 3apanus

KOHKprEIHTy HGO6XOI[I/IMO IIPOBCCTHU O6CJ'I€I[0B3HHC N aHaAJIUu3 CTPYKTYPLBI
OpraHu3anunuun (KaK IJIaBHOTO OOBEKTa SaIHI/ITBI) Ha OCHOBaHHH IIPCACTABJICHHOI'O
OIINCaHMA U BBIIIOJIHUTD 3aaHUA:

1.1. 3aganue Ha cBoaxu DLP. Co3naiite B cBoake «YeMmuoHaT 2 BUIKETA:
e BriO6opka 1o coOBITHIM KpayJiepa 3a MOCJICTHIOK HEACIIO
e BriOopka 1o moJUTHKAM C TEXHOJOTUAMHU: rpadudecKkue 00bEeKThI, IeYaTH, STaJJOHHbBIE
JTOKYMEHTBI 3a MOCIIeIHUE 3 JHS

1.2. 3apgaHuie HA OTYETHI.

e Cozpmaiite oTdyeT B pasjaene «OTdeTel», Ha3BaB ero «PernoHanpHbBIN» U 100aBBTE 2
BUJIKETA:

e Oto0Opa3uTh BcEX TMOJIb30BATENCH, 3aHUMAIOLIMXCS HE OTHOCAUIecs K padore
NEATEIBHOCTHIO (II0 TeraM WIH IPYTHUM KPUTEPUAM U3 3aaHUsI HA TIOJTUTUKH )

e BbIUKCIUTh TON-HAPYILIUTENIEH CPEAN BCEX COTPYIHUKOB KOMIIAHUU U BBIBECTU OTUET
0 HAPYILICHUSIM TOJIBKO TI0 CAaMOMY aKTUBHOMY OTIIPABUTEIIO.

1.3. B xommanuu (OOO Demo.lab) npoucxoasT yTeuku AaHHBIX, HapYIICHHUE
TPY/I0BOM JUCIUILUIMHBI U HEMPO(HUIbHOE UCTIOJIb30BAaHUE PA0OUHX PECYPCOB U BPEMEHH.
JIMUpeKTop paccepkeH M MPOCUT MPOU3BECTH OOPaA3IIOBO-TIOKA3ATEIIbHBIE JEHUCTBUS C
HanOoJiee HECO3HATENBHBIMU COTpyAHUKaMU. Ha ocHoBanum 3adukcupoBanHbix B DLP-
CUCTEME JACHCTBUN COTPYAHHMKOB, HEOOXOAUMO pa3padoTaTh M KOPPEKTHO O(POPMHUTH
MOJHBIM TAKeT JOKYMEHTOB (3a TMOJNUCHI0 PYKOBOJIUTENS OpraHu3aluu) s
OCYUIECTBICHUS JUCIUIUIMHAPHOTO B3bICKAHUS (BHITOBOP WJIM APYTOi BUJ B3BICKAHMS).
[Ipunoxkure K MakeTy JTOKYMEHTOB IOJHBIM MEPEUYEHb JOKYMEHTOB, KOTOPBIA JOJIKHBI
Obi1 mpuHAT B opranm3arnuu JIO ¢dakta HapymieHuWs aJjii 3aKOHHOTO OCYIIECTBIICHUS
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BBIILICIIEPEUNCIICHHBIX AeHCcTBUIA. CIIMCOK TOKEH OBITh 1OCTATOYEH I OCYLIECTBIICHUS
IPaBOMEPHOIO M 3aKOHHOTO B3BICKAHUS U HE COJEPKATh JIMIIHUX JIOKyMEHTOB, HE
OTHOCSIIUXCS K 3TOMY BOIIPOCY.
1.4. TloaroToBUTH OTYET 00 OOHAPYKEHHBIX aTakax COIVIACHO MpUJaraéMomy B
JOTIOJIHUTENBHBIX (paiinax mabnony. Hazsanue ¢aitna — Otuet 06 u3BecTHOU aTake.docx
1.5. Ha
MUPKYJUPYIOIUX JAHHBIX C TOYKM 3pEHUS KaTeropuil MHQOpMAaIuu OrpaHUuYCHHOTO

OCHOBAHMM  TPEJICTABIEHHOIO  ONWCAHUSA, OINPENEIUTE  THUIIbI
aoctyna (C y4yeToM JAOMYIIEHUs 2 — CM. HUXKE), MPENCTaBISIONIMX BaXXHOCTh MJIs
JEATEIbHOCTH KOMITAHUM M MTOJIEKAIUX 3aIIUTE, U KAHAJIBI IIEPEIay 3TUX JaHHBIX.

1.6. Onpenenure nepeyeHb HOPMATHUBHO-TIPABOBBIX AaKTOB M PEryJISTOPHBIX
noKyMeHTOB P®, KOTOpbIE MOTYT OTHOCHTH JAaHHBIE, [IUPKYJIUPYIONIME B OpraHU3aluu
(em. m. 1.1) k kareropussM uH(pOpManuu orpaHuyeHHoro jgocrymna. IlpuBenure

MaKCHUMAaJIbHO MOIPOOHBIN MEPEUEHb MO KaXKJAOMY TUITY HH(POpMAIIIH.

PesynbraTel BeinoaHeHUst MyHKTOB 1.1. 1 1.2. oopmute B BUI€ TaOIHIIBL:

Tun (xateropusi)| WUndopmanusa | [lonpaznenenus, Kanansr Perynupyromue
uH(pOpMAIUU | OTPAHUYEHHOTO KOTOpBIE repeadn HOPMAaTUBHO-
OTPAaHUYECHHOTO | JTocTyna (M3 II. Y4acTBYIOT B JTAHHBIX MIPABOBBIE AKTHI

J0CcTyna 1.1)) o0OpaboTke

JaHHBIX U UMCIOT
K HUM OOCTYII

1.7. CocraBbTe TNEpeUYEHb OCHOBHBIX Yrpo3 (PUCKOB) OT BHYTPEHHHX YTEUEK

vHpOpMaIIMM  OrPaHMYEHHOTO JOCTyma JJisi OpraHu3allid U OIEHUTE O0BEM
MOTEHITUATBHBIX (PUHAHCOBBIX MOTEPH JIJIST KAXKI0U yrpo3bl (B pyOIIsix).

Ucnonp3yiite mnpu pacuérax wMeroguueckue pexomeHgauuu DOCTIK wumm
npodmibabie ['OCT,

uHpopmanuu B

Harpumep «MeToauKy ompeneneHus yrpo3 0e30macHOCTH

UH(OPMAIIMOHHBIX ~ CHUCTEeMax». PaspemaeTcsi  HCMOJIb30BATh
aJbTEPHATUBHBIE MOJIETN CO CCHUIKOM HAa UCTOYHHK.

ITo uToram pac4€ToB OLIECHUTE MPUOPUTETHI: PEACTABBTE NIEPEUEHD YTPO3 B MOPSAJIKE
CHIKEHHSI BaXXHOCTU JUISl OPraHHU3alHH, T.€. MO CHUIKEHHUIO YPOBHS NOTEHUMAJIBbHBIX

(bMHAHCOBBIX MOTEPb.
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Pesynbrar BeinosiHeHus myHKTa 1.3. odopMute B BUjE TaOIUIIbI:

OCHOBHBIE YIpO3bl/pUCKU O0béM noTeHIMATBHBIX (PUHAHCOBBIX
MOTEPh ISl KaXI0H Yyrpo3bl (B pyOIIsix)

1.8. Onpenenure TUOBI W BO3MOXKHOCTH  MOTEHUHUAIBHBIX BHYTPEHHUX
HAPYLIUTEIIEH.
Pe3ynbrat BbinosHEHUA MyHKTa 1.4. opopMuUTe B BUI€ TAOIHIIBL:

Tun HapymmTens Xapakrepuctuka | CriocoObl peanu3anuu Xapakrep
HMMEIOIIMNXCS MPaB | yrpo3 BO3JICUCTBUS Ha BO3JCHCTBUSA
J0CTyIa UH(pOpPMaIUIO
OTPaHUYEHHOTO
OCTyIa

1.9. TloaroroBbTe IJIaH OPraHU3ALMOHHBIX MEPOIIPUATHH 110 YCUIICHUIO 3aIIUTHI
KOH(QUICHIMATbHOM HH(OpMAaLMK, OTBEYAIOUIMM TEOpUHM U MPaKTUKE NPUMEHEHUs
3aKoHozarenscTBa PO.

Pesynbrar BeinosiHeHUs myHKTa 1.5. oopmuTte B BUAe TaOIUIBI:

Opranu3aimoHHO-METOIUIECKIE OpraHu3aimoHHO-PEKUMHBIC MEPOTIPUSTHSI
IMTOKYMEHTBI 110 3aIUTe KOHPUACHITHATHHON
uHbopmaIuu

1.10. Ha ocHOBE KOHKYPCHOT'O 3a/IaHUsl, IIOJITOTOBLTE MPEIJIOKEHUS TI0 YCUIICHUIO
KOHTPOJSl LUPKYJIUPYIOIIMX B OpraHu3anuu (a TakKe NepedaBaeMbIX 3a MPeAeiibl
OpraHu3allii) JaHHBIX C HCIOJIb30BaHHEM cyliecTByromei DLP-cucrembl ¢ 1enbro
MPEIOTBpAICHUS yTeUeK MH(DOPMAIUK OTPaHUYEHHOTO JJOCTYIIA HIIH IPYTUX UHITUCHTOB
uHpopmarmonHoil Oe3zonacHocTH. Paspaboraiite He MeHee 2-X moiutuk st DLP-
cucrembl Infowatch, yuuteBarommx crnenuduUKy W HaANpaBICHUE JCATEIBLHOCTH
OpraHu3alliu, COTJIACHO MPECTABICHHOMY BbIIIE ONMHUCAHUIO.
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KonkypcaHT rotoBuT oT4€T B hopmare.docx, CyMMHUPYIOLIUN UTOTH UCCIEIOBaHUS
opranuzanuu. ['padpuueckne wumrocTpanu (MpU HAIUYUHU) JIOJDKHBI OBITH BHYTpPU
JIOKyMEHTA.

WrtoroBeIii MOKyMeHT AokeH ObITh cnaH Ha USB HocuTtene (B KOpHEBOM KaTajiore)
noj Ha3BaHueM Monynb 2 Aynut <@amuius ydyacTHHKa>.docx

['maBHBIN SKCIEPT pacrevaTbiBaeT JOKYMEHT U OTAAET YYaCTHUKY Ha MPOBEPKY HA 5
MuHyT. [locie dero yyacTHMK 00si3aH pacmnucaThCs HAa JTOKYMEHTE M CAATh OyMakKHYIO
konuto ['maBHOMY skcniepTy. PaboTa He mpuHHUMaeTcs K OlieHKe 0e3 HaIu4usl Ne4aTHOU
KOIUHU C TIOJNMKUCHI0 KOHKYPCAHTA.

3a/laHie CYUTACTCS BBIMIOJHEHHBIM MPU YCIOBUU MOAMUCAHHOTO OTYETa U YCTHOTO
JOKJIaJ]a yYaCTHUKA 00 OKOHYaHUU PadoT.

Moayas C: Pa3pa6oTka nouTuk 6€30MacHOCTH B cCUCTeMe KOPIOPATHBHOI
3alUThl HHPOPMALUM OT BHYTPEHHHUX Yrpo3.

Texnomorun storo moxayns: DLP-cuctema, xopmopaTtwBHas CHCTEMa 3alllUThI
nH(pOpMAIUU OT BHYTPEHHUX YTPO3

Bpems Ha BeITIOSIHEHHME: 3-5 yaca

IHpumep 3aganus

Cosnaiite B cucteme InfoWatch Traffic Monitor nonmutuku 6e30macHoOCTH COTIaCHO
HIDKETIEPEUHCIICHHBIM 3aaHUSM.

o [lonuTuKy TOMHKHBI ABTOMATHYECKH OJIOKUPOBATH Tpa)UK U/WITH TIPEAYIPEKAATH O
HapyIIEHUU B COOTBETCTBUU C 33JIaHUEM.

e HekoTopsie MOTUTUKU AOJKHBI OBITH CO3JaHBI C HYJIA, HEKOTOPhIE MOTYT OBITh
clieNaHbl MyTéM MOIU(UKAITUU CYIIECTBYIOIINX B CUCTEME.

e Jlns HEKOTOPBHIX MOJUTHUK HEOOXOauMa paboTa C pa3sHBIMH pa3jeliaMd KOHCOJIHU
yrpasieaus TM: kaTeropusiMu U TepMUHAMU, TEXHOJIOTUSAMH, 0ObEKTAMHU 3aIUTHI
1 T. 1. Crioco0, KOTOPBIM CO37jaHa KOPPEKTHAS TTOJIMTHKA, OCTABJICH HA YCMOTPECHHE
CaMOT0 IK3aMEHYEMOTO.

e Jlpu BeIBIeHMM  ysa3BumMocTH  DLP-cucrema  momkHa — aBTOMAaTHYECKH
yCTaHaBJIMBATh YPOBEHb YTPO3bl B COOTBETCTBUU C 3aJjaHHEM (€CJIM B 3aJIaHUH ATO
HE YKa3aHO SIBHO, YUYaCTHHUK JIOJDKEH CAMOCTOSTENIBHO 3a7aTh YPOBEHb YIPO3bI MPU
pa3pabOTKe TOIUTUKH).

e CHHUCKM COTPYIHUKOB, 3aHMMaeMble MO3MUIIMU M OTAeNbl coTpyaHukoB (HR,
Accounting u ap.) npeacrasieHsl B pa3aeine «Ilepconsny Infowatch Traffic Monitor
o pesyiabrataM LDAP-cunxponuszaunu ¢ AD-cepBepoM KOMIaHUU
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e [locne co3maHusi BCeX MOJUTHUK OyIET 3amylleH aBTOMATHYECKUN «TeHEpaTop
Tpaduka», kotopslii mepenact Ha InfoWatch Traffic Monitor moTok maHHBIX,
coJiepKalnX KaK YTeUKH, TaK U JIETAIbHYI0 HH(POpMAITHIO.

o [Ipu mpaBunpHO#l HacTpoiike mnonuTuku InfoWatch Traffic Monitor gomKHBI
ABTOMATUYECKH BBISIBUTH (WJIM OJIOKMPOBAaTb) W MapKUPOBATh WHIUICHTHI
6e3onacHocTH. He 10IKHO OBITH JIOKHBIX CpadaThIBAaHUH, T. K. JIETAIbHBIE COOBITHS
HE JIOJDKHBI MapKUpPOBaThCs KakK BpelOHOCHbIE. He MOMKHO ObITh HENMpaBUIIHLHOU
MapKUPOBKH. [[0MKHBI OBITH BBISIBJICHBI BCE MHITHICHTHI O€30MacHOCTH.

e Bnumanue! HeoOxonuMo Ha3bIBaTh MOJUTUKU/OOBEKTHI/KATETOPUU M TMPOYHE
00BEKTH B COOTBETCTBHH C HOMEPOM M Ha3BaHWEM 3aJIaHMs, HapuMep «3aTaHue
1», «ITomutuka 4», «ITomutuka 10», «O06beKT 1». be3 BepHO Ha3BaHHBIX 0OBEKTOB
IIPOBEpKa BAIIIETO 3a/IaHKsI MOXKET CTaTh HEBO3MOKHOM. [Ipy BBITIOJIHEHNH 33/1aHNs
YUYUTHIBAWTE, YTO COBMECTHO C CO3JaHHBIMH MOTYT CpalaThIBaTh CTAHAAPTHBIC
MTOJIUTHKH, YTO HEOOXOIUMO TIPEIOTBPATHTh.

e B KOMIUIEKCHBIX 3a/IaHUSIX HEOOXOAUMO TMOJIb30BATHCSA 00bEKTAMU 3aIUTHI.

e 3ajaHus MOKHO BBITIOJHATH B JIIOOOM TOPSIJIKE.

e [IpoBeprTe CHHXPOHM3AIIMIO BPEMEHU Ha BCEX CHCTEMax, T. K. PacXOXKICHHUE BO
BPEMEHU MEXKIy CHCTEMaMH MOYKET TIOBJIMATH Ha aKTYyaJIbHOCTh COOBITHH.

o JIy1s1 HEKOTOPBIX MOJUTHUK MOTYT MOHATOOUTHCS JOTIOTHUTENbHBIC (haliiIbl, KOTOPHIC
MOKHO Hanth B manke «Additional files» B oO1eii mamke U3 HOMOJHUTEIBHBIX
CBEJICHUM.

e BrimonaHeHne OTAENBHBIX 3aJaHUN HEOOXOIUMO TOJITBEPIUTH CKPUHIIIOTOM (3TO
BCETJa YKa3bIBAaeTCsA OTMAEIBbHO). B 3TOM ciaydae HE0OXOAMMO MPOTOKOJIUPOBATH
CBOM PE3YJIbTAThI C TIOMOIIBIO ABYX CKPUHIIIOTOB JIJIST KaXKJ0TO 3a1aHusl (CKPUHITIOT
3alaHHOM TOJMTHKM W CKPUHIIOT €€ pabotbl). [l HEKOTOpBIX 3aJaHuid
HEOOXOMUMO TIociie (PUKcaluu pe3yiabTaTOB B BHUJE CKPUHIIOTOB YyAAJIUTh
3aJIaHHYIO MOJIUTHKY, YTO OyJ€T OTOBOPEHO OTACIBHO B TEKCTE 3aJaHMUS.

e Bce CkpuHIIOTE HEOOXOUMO COXPAHUThH Ha pabodeM CTOJIC B ITalKe.
dopMaT Ha3BaHUS CKPUHIIIOTOB TOJIUTHK:

[Mpumep 1 11 coxpaHeHus CKpUHIIOTA co3nanHoi nonutuku: CP-1.jpg
rae CP — cokparenue ot aHri. creating a policy,
1 — Homep 3amanus
[Tpumep 2 11 cOXpaHeHHs CKPUHIIIOTA pabdoTaroiiel noautuku: PW-1.jpg
rne PW — cokpamienne ot anri. policy work,
1 — HOMED 3a7aHus.
[Ipumep 3 st coXpaHEHHsS HECKOJIbKUX CKPHUHILIOTOB OAHOW padoTarouieit
MOJINTUKHU:
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PW-1-2.jpg
rae PW — cokpaienue ot anri. policy work,
1 — Homep 3amaHus;
2 — HOMEp CKpPHUHITIOTA JIs 3a0aHus 1.

[Ipu mpoBepke MOJUTUK CTOUT YUYUTHIBATH, YTO HAPYIIUTEIEM MOTYT SIBISITHCS HE
TOJIPKO YKa3aHHBIC B 3aJaHUU TIOJB30BATElH, a CII¢ U BUPTYyalbHAas MallliHA C areHTOM
MOHUTOpPUHTA ()11 MPOBEPKH CPabOTKHU MOAUTHK). HeoOXoammo yduTHIBATH JaHHOE
yCIIOBHUE MPH pa3padbOTKe U MPOBEPKE MOJTUTHK.

3ananme 1

Cozpmaiite nokanpHyl0 Tpyniy mnonb3oBateneil «llomo3putenbubie» B Traffic
Monitor. Jlo6aBbTe B HEE MOIB30BATENS IOMEHA BUPTYAIbHON KIIMEHTCKOW MAIlUHBI.

[ToaTBEpAKTE BHINIOJIHEHUE 3a1aHUSI CKPUHILIOTAMHU.

3amanue 2
Jy1st paGoThI CUCTEMBI HEOOXOIUMO HACTPOUTH IEPUMETP KOMITAHUH
e TlouroBslii tomeH: demo.lab.
e Cnucok BeO pecypcoB (HE0OXOAMMO CO3/1aTh HOBBIN CITMCOK PECYpCOB, Ha3BaB €ro0
«JloBepennnie qomeHbl»): worldskills.moscow, worldskills.ru, new.guap.ru.
e HeoOxoamMo co3aTh HOBBIN CIIMCOK PECYPCOB, Ha3BaB €ro «JloBEepeHHBIEY.
e ['pynmna nepcoH: moJib30BaTENId TOMEHA.
e ICKIIIOUNTH U3 MEPEXBATA MOUYTY TEHEPAIBHOTO AUPEKTOPA.
[ToaTBEepaAUTE BHINIOIHEHUE 3a1aHUSI CKPUHIIIOTAMM.

3ananue 3

JIns HelaBHO HAHSATOTO ayJUTOpPa KOMIIAHUU HEOOXOJIMMO CO3/1aTh MOJIb30BATENs
cuctembl IWTM c nipaBamu 0oCTyIa TOJIBKO HA YTEHUE U BBIINIOJIHEHUE OTYETOB, CBOJIOK U
COOBITUM, a TAKKE HA TPOCMOTP KaTajora JOKaIbHbIX U JIOMEHHBIX MOJIb30BATEIICH.

Jlorun: newauditor, maposb: XXXX1234

[ToaTBepaUTE BHIMOJTHEHUE 3aJaHUSI CKPUHILIOTAMHU HACTPOWKH MPAaB MOJIb30BATEIS.

3apanue 4

B ¢Bsi31 ¢ MOCTOSTHHBIMU MTPOOJIEMaMHy MPU OPTaHU3AIMH 0YePETHOTO YeMITHOHATA
WorldSkills (KopniopaTtuBnbiii YeMInoHaT), COBET IUPEKTOPOB PEIIMIT KOHTPOIUPOBATH
nepeaauy uHpopmanumm o WorldSkills 1 mexBy30BCKkOM ueMnuoOHaTe 3a MpeAesibl
KoMIaHuu. B ¢Bs3u ¢ 3TUM HeoOxoaumo co3aaTh noautuky B InfoWatch Traffic Monitor
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Ha TIPaBUJIO MEPeIaun TEeKCTOBBIX JaHHBIX 3a MPEIesibl KOMITAaHUH (Ha aJipec BHE IOMEHA),
coaepxamux cioBa «BopinanCxkmmsy, « WorldSkillsy, «Pernonansabie» u «Reg2021».

Heo6xo1uMo y4uecTb, 4TO B CJIOBaX MOTYT COACPKAThCSA KOMOMHAIIUM JIATHHUIIBI U
KUPUJUTHIIBI, @ TAKXKE CTOSITh WUIM HE CTOSITH TIPOOE MEX Ty CIIOBaMH, Harpumep: «Bopia
Skills», «Reg 202 1». JIoxxabIX cpabaThiBaHUii OBITH HE TOJDKHO (HAIIpuMep, IpocTo Ha Per
i Skills).

Bepaukr: pa3pemnrsb

YPpOBEHb HAPYIIECHUS: HU3KUH

Ter: Ilonutuka 4

[IpoBepuTh pabOTOCIIOCOOHOCTD.

Moayasb D: TexnoJioruu 3aurhbl 1 AHAJIU3A CeTEBOro Tpaduka.

TexHOMOTHH 3TOTO MOYJIS: TEXHOJIOTUH 3aiuThl ceTeBoro Tpadhuka VPN VIpNET,
PKI-cuctemsr (ViPNet V11, Publication Service u np.)
Bpewms Ha BoionHeHue: 3-4 yaca

IHpumep 3apanus

3aganue 1.1. Ycranoska I10 ViPNet Administrator st co3gaHus 3alUIEHHON
CETH:
e VCTaHOBUTh M HACTPOUTh pabouee MecTto aaMuHucTpatopa VipNet: meHTp
yOpaBieHUs CeThi0  (cepBepHOe W KiMeHTckoe mnpuioxkenue LIYC),
VY nocroBepsitomuii u kitoueBoi eHtp (YKLI).
Ecnu Obutn mpousBeneHbl U3MEHEeHHs maposiei, |P-agpecoB u Tak manee, HEOOXOIUMO
OTpa3HTh ITO B OTUETE.

3amanne 1.2. YcranoBka IIO ViPNet Coordinator u IIO VipNet Client Ha
COOTBETCTBYIOIINE BUPTYaIbHBIC MAIIIHHBI:
e Ha xommbiotepe Ha Netl-Admin (I1O) ycranosuts I10 ViPNet Client (Windows),
pabouee MecTo aIMUHUCTPATOPA;
e Ha xommbiorepe Ha Netl-Coord (I1O) ycranoute [1O ViPNet Coordinator

(Windows);

e Ha xommnbiotepe Ha Net2-Coord (®unman) ycranosuts [10 ViPNet Coordinator
(Windows);

e Ha BM na Net2-Client (¢pumman) ycranosuts [10 ViPNet Client, pabouee mecto
TI0JTb30BATEJIS;

Heobxoaum CKpUHIIOT NEPBOTO 3aIlycKa MPUII0KEHHUS.
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3amanue 2. 3ammra JIOKAJILHO-BBIYHUCIMUTEIHLHOM  CETH

npumenenueM [10 ViPNet

NPEANPUATUS  C

Heobxoaumo ucnosib3oBaTh pabouee MEeCTO aJMHHHUCTparopa (Co3gaHHOE paHee) A
CO3JIaHUSl CTPYKTYpbl 3alIUIICHHOW CETH, pPa3BEpHYTh C TIOMOIIBI0O TEXHOJOTUU
BUPTYJIbHBIX MAIlIMH CETh TMPEANPUATHS UM HACTPOUTh HeoOxoaumbie APM B
COOTBETCTBHHM C 33JJaHHBIMU POJISIMHU.

Cxema ceTH, KOTOpyIo TpedyeTcs co3/1aTh, IPUBEIEHA HIXKE.

INTERNET
192.168.13X.253/24
(X = Pabouee mecro)

\ Netl
\
\ TnaeHbiii opuc «CeTb 1 LIO»

)
R

[NaBHbI aAMUHUCTPATOP
Net1-Admin

/-

N

B

HesawmuieHHbIN y3en

Net1-DB-Open

Net2

Odwuc dunmnan «Cetb 2 Punman»

R

KoopauHaTop
dunman
Net2-Coord

Net2_Lan
INTRANET 192.168.100.0/24

60.80.10.0/24

Netl_Lan
10.14.0.0/24

——@

KoopanHaTtop

LleHTp. odpunc
Net1-Coord

KnunenT ViPNet
Net2-Client

R

KommytaTtop

B wurore BBIIONHEHUS 3aJaHMs JOJDKHBI OBITH Ppa3BEPHYTHI W HACTPOCHBI
CIICAYIOIIUE CETEBBIC Y3JIbI 3AIMUIICHHON CETH (CM. TabJIHITY).

Ta6mauma 1 V3ael 3ammmennoi cetu ecin YKL u 1Y C Ha oxHOM MalInHE.

M mons3oBaTens
B Hazssa 0C a
UPT. a3BaHHUE 1O VipNet CETEROLO CETEBOTO y3I1a,
MalInHa CETEBOrO y3J1a 12 YPOBEHb
y HOJHOMOYHMH
ViPNet
Administrator
Net1-Admin | 1 TaBHBIA (IIYC xnuent | OC
(110) aAMMHUCTpATOp | U cepBep + | \Windows Admin
(VM) YKL Server
ViPNet
Client

© «Bopaackumic Poccus»

KopnioparusHast 3amura oT BHyTpEHHIX Yrpo3 HHYOPManNOHHON 6€30I1acHOCTH




N
world skills

Russia
oC Nms monb3oBarens
Bupr. Hazanue . CETEBOIO y3J1a,
ITO VipNet CETEBOr0
MaIllluHa CETEeBOr0 y3J1a e YPOBEHB
M MMOJJTHOMOYU I
Koopaunatop . oC
Net1-Coord | 11egrp Oguc ViPNet Windows | CoordinatorOffice
(IIO) Coordinator
(VM) 10
i Koopaunarop . oC
E\Icliilfaic;rd dunman \C/:)Fg:l deizator Windows CoordinatorSub
(VM) 10
: [Tonws3oBarens 2 | ,. oC
?ﬁz HC;:S) " | Duman \C/II iF;I:te t Windows | User2
. (VM) 10

Ces13u medxncoy y3n1amu HeobXo0UMo HACMPOUMb CAMOCMOAMETNbHO.

Taomuna 2. Cxema CBs3€i MOJIb30BaTEIEH

Cxema cszeii/Coordinator . Coordinator

. . Admin - User2
noJib30BarTeJien Office Subsidiary
CoordinatorOffice X * *
Admin * X *
CoordinatorSub * X *
User?2 * * X

Moayasb E: TexH010ruu 321U ThI Y3/1a M aTeHTCKOI0 MOHUTOPUHIA

Texnonorum 3Toro moayJasi: Arenrckuiit mouutop DLP, cpeacta 3ammThsl y3ia,
rpynmnoBsie moautuku OC Active Directory

BpeMms Ha BbITIOSTHEHHE: 2 Yaca

IIpumep 3apanus

3aaHus BEIHOJHIIOTCS € ITOMOIIBI0 KoMIToHEHTOB DLP cuctemsl InfoWatch.
Bce cuenapum 3amaHuii (rae NPUMEHUMMO) HEOOXOIWMO BOCIPOM3BECTH U
3apUKCUPOBATH PE3yibTaT.
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Heobxoaumo yOenutbcsi B KOPPEKTHOM OTOOpa)K€HUHU pe3yJibTaTa B CBOJKAX
COOBITHH.

Ha3spiBaiiTe co3gaHHble BAMU Pa3eibl/TIOJIUTUKH/TPYIIIBI U T. 1. B COOTBETCTBUH C
3aganuem, Hanpumep «llomutuka 1» nnm «llomutuka 1-2» u T. A.

JI71s1 HEKOTOPBIX TIOJUTUK MOTYT TIOHATOOUTHCS TOMIOJTHUTEIBHBIE (Pailyibl, KOTOPBIC
MOYHO HalTH Ha Jucke “D” X0oCT-MalluHBI.

BrinonHeHue OTAEIBHBIX 3aJaHUl HEOOXOAMMO TMOJTBEPIUTh CKPUHIIOTOM (3TO
BCEr/Jla yKa3bIBaeTCs OTAENbHO). B 3TOM cimydae HEOOXOauMO MPOTOKOIMPOBATH CBOU
pe3ybTaThl C TOMOIIBIO ABYX CKPUHIIOTOB ISl KXKJIOTO 3a7aHus (CKPUHILIOT 33JIaHHOMN
MOJIUTUKU M CKPHUHIIOT €€ padothbl). s HEKOTOPBIX 3alaHuil HEOOXOJMMO TMOCIIe
(dukcanuu pe3yabTaToOB B BUJE CKPUHIIOTOB YIAIUTh 33JaHHYIO MOJIUTUKY, 4TO OyIeT
OTOBOPEHO OT/IEJIbHO B TEKCTE 3a1aHUSI.

Bce ckpuHIIIOTH HEOOXOAMMO COXPAaHUTh Ha paboYeM CTOJIE B MAIKe

«Monyns 5».

@opmat Ha3BaHUS CKPUHIIOTOB MOJIUTHK:

[Mpumep 1 11 coxpaHeHus] CKPUHILIOTA co3nanHoi nonutuku: CP-1.jpg

rae CP — cokpaiienue ot aHri. creating a policy,
1 — HOMep 3anaHus

[Tpumep 2 11 coXpaHeHus CKPUHIIIOTA padoTaromiei noautuku: PW-1.jpg

rae PW — cokpaienue ot anri. policy work,
1 — HoMep 3agaHusl.

[Ipumep 3 st coxXpaHEHUsS HECKOJIBKUX CKPHUHIIOTOB OJHOW paboTaromieit
MOJIUTUKH:

PW-1-2.jpg

rae PW — cokpaienue ot anri. policy work,
1 — HOMeD 3amaHus;
2 — HOMEp CKPHUHIIIOTA IS 3a/1aHus 1.

3ananme 1

Heobxoanmo ycTaHOBUTH (CMEHHTH) Maposib i yaaineHus Device Monitor Agent
BCEX BHUPTYaJbHBIX MAIllMH HapymwuTeaed ¢ momormibio cpeactB DeviceMonitor Server
(ymanenno). ITapoinb: xxXX1357.

[IpoBeputh paboTOCIOCOOHOCTH U 3a()MKCUPOBATH BBHITOJIHEHUE CKPUHILIOTOM

3ananue 2

HeoOxomumo co3naTh HOBYIO MOJUTHUKY (KpOME MOJUTHKM Ha YCTPOWCTBA IO
YMOJIYaHUI0), Ha3BaB ee «Pernonanbubie202 1», NpUMEHHUTH €€ K IPYyIIe KOMIBIOTEPOB 110
YMOJTYAHUIO.
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HOCJ’IGI[YIOHII/IC IIpaBHJIa I10 3aJaHUAM JOJIKHBI OBITH ,ZIO63BJI€HI>I B 3Ty IIOJIUTHKY.
3&(1)I/IKCI/IpOBaTI) BBIIIOJJTHCHUC CKPHUHIIOTOM.

3aganue 3

Jlnst  ynoOctBa paboTel  odwuiiepa 0€30MaCHOCTH HEOOXOIWMO YCTaHOBUTH
JOMOJHUTENbHYIO KOHCOJb ympaBieHuss [WDM Ha XxocT-mMammuHy (KOMIIBIOTEP C
BUPTYaJbHBIMU MallIMHAMU) JJIs1 YJIaJIEHHOTO TocTyna k cepsepy IWDM.

[IpoBeputh pabOTOCIIOCOOHOCTh, 3a(PUKCUPOBATH BBITOJIHEHHE CKPUHIIOTOM
3aIyLIEHHON KOHCOJM Ha XOCT-MAallIUHE.

3ananue 4

Heo6xonumo 3ampetuTh nojis3oBaThes Microsoft Paint, a taxxe Paint 3D (mpu
HAJIMYUH), TaK KaK YYaCTHIIUCH CITydad MOJCIIKH IeyaTeil KOMIIaHUH.

[IpoBeputh pabOTOCIOCOOHOCTH U 3a()MKCUPOBATH BBHIITOJIHEHHE CKPUHILIOTOM.

Ipumep 3agaHuii Ha rPyNIOBbIE NOJIUTHKHU

I'pynnosasi mosiuruka 1:
C moMouipl0 penakropa TPYIIIOBOM IOJMTHUKH 3alPETUTh JOCTYII K pEecTpy.
BrinosHeHue 3a1aHns NOATBEPAUTh CKPUHIIOTAMMU.

I'pynnoBasi nosiuruka 2:

3amura RDP-ceccun ¢ momomsto SSL/TLS. cosnmaiite rpynmnoByr MOJUTHKY,
KoTopasi OyJeT nmpuMeHsTh mudpoBaHue npu nojakimoueHnu no RDP. Breimonnenwue
3aJaHUs] TOATBEPIUTH CKPUHILIOTAMM.

I'pynnosasi nonuruka 3:
C nomouipl0 pegakTopa TpynmnoBodl monuTukyu HacTpoiiTe 3amper yCTaHOBKHU
IIporpaMM Juis oJib30BaTesel. BelnonHenne 3a1auus MoATBEPAUT CKPUHILIOTAMM.

Moayas F: IlpenorBpaineHue HWHUMJAEHTOB W YyIpPaBJeHUE COOBITHSIMHU

HHGpOPMALMOHHOI 0€301aACHOCTH
TexHoJOTMKM 3TOrO0 MOMAYJIS: MOACHUCTEMBbI oT4eToB W cBogok DLP/VPN, cpencrsa
JeTeKTHpoBaHus U mpenoTpamienus Bropxkenuii (IDS/IPS), cucreMbl MeHemKMEHTA
coopiTuii  mH(pOopManmonHo Oe3zomacHoct (SIEM), TekcToBble pemakTOphl U
AJIEKTPOHHBIE TAOJIUIIBI

Bpewmst Ha BbinoHeHHe: 3 yaca
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IMpumep 3apanun

3aganue 1
1. Pazepuyth ViPNet IDS VA u3 OVA o6pa3a B cpene VirtualBox wmm VMWare
Workstation, Ho ceTeBble mHTEp(dEHChl HACTPOSHBI HE 0 KOHIIA.
a. HMcmonws3oBath ofuH ceTeBoi nHTEp(deiica Kax. ..., IPYrou s .....
b. AKTHBHpOBATH JIUIICH3UIO
c. Hactpouth 100aBUTH HOBOTO aIMHUHHCTpPATOpa CHUCTEMBI C TIOJHBIM
JIOCTYTIOM, a TaK)X€ CO37aTh OTPAaHUYEHHYIO YUETHYIO 3alKCh.
d. Hactpouts cereBble wuHTep(deiCcH ympaBlieHHs H IepexBara B
COOTBETCTBHH C puc. 1.
e. 3arpy3uTh U IPUMEHUTDH aKTyaJIbHBIE CHTHATYPHI.
2. Pazeepryth VIPNet TIAS u3z OVA o6pa3za B cpene VirtualBox wim VMWare
Workstation.
3. Ioaxmtounts ycTaHoBieHHbIN panee IDS VA B kauecTBe ceHcopa.
3aguxcuposams svinonnenue 3a0anus CKPUHUOMAMU.

3amanue 2. bazoBas pabora ¢ npasmiamu ViPNet IDS VA
1. Co3gath W TPUMEHHTH TMOJb30BaTelibckoe mpaBwio VIiPNet IDS VA
oOHapy>KeHHsI TIOTBITOK JIOCTYNMa K CETEBBIM IMamkaM HOyTOyka. [IpoBepuTh
BbITIOTHEHUE ¢ moMotikio [1K u HoyTOyKa.
2. Co3aarh ¥ IPUMEHHTBD MOJIH30BATEIBCKOE MTPABKIIO OOHAPYKEHHE PING MAaKETOB.
[IpoBeputs BoinIONTHEHHE ¢ ToMoIIbio [1K 1 HoyTOyKAa.
3. IlpoBectn pnerekTupoBaHue Tpaduka COTIACHO YKa3aHHBIM TIpaBUJIaM C
nmomouisio IDS-VA
3agurcuposams evinonnenue 3adanus (npasuna u oonapyscenuvie coovimus ¢ 1DS)
CKPUHUWLOAMU.

3ananue 3 [IpoBepka cuctembl Ha BeIsIBIIeHHE u3BecTHOM ataku: IDS+TIAS

1. CamocrostensHo, ¢ nomorpto yrwmT Kali Linux umutipoBats araky (Ha
BBIOODP yYaCTHUKA) HA YSI3BUMYIO BUpTyasibHYI0 Mamuay ¢ Winl0 wim Win7

2. 3adukcupoBaTh JIETEKTHpOBaHHME artaku ¢ mnomompio IDS-VA: Bkiaaka
Cobvimus

3. 3adukcupoBarh AeTeKkTUpoBaHUe aTtaku ¢ noMoiibio TIAS: Bknaaku Cobvimus
u Unyuoenmol

4. TloaroroBuTh OTUET 00 OOHAPYKEHHOM aTake COIIACHO MNpUJIaraeMoMy B
JIOTIONIHUTENBHBIX (aiinax madnaony. Hazpanue daiina — Omuem 06 uzgecmmotii
amaxke.docx
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5. Kpurepuu oneHku
Tabmauma 2.

Baniabl

Kpurepuii Cypeiickne OO0ObekTHBHAasA Oomasn
aACHEeKThI OIleHKA OlIEHKA

Opranu3anuus paboThl ¥ yIpaBIeHUE
YcTraHoBKa, KOHQUTYPUPOBAaHHE M yCTpPaHEHUE
HEHCIIPAaBHOCTEH B CHUCTEME KOPIOPATUBHOU 15,00 15,00
3aLIUTHI OT BHYTPEHHHX YIPO3

OTueTHOCTb u HOPMaTHBHO-TIPABOBOE
o0ecrieyeHre KOpIopaTUBHOM 0€30macHOCTH
Pa3zpaboTka nmoauTuk 0e30MacHOCTU B CUCTEME
KOPIIOPAaTHBHOM  3amUTHl  WH(POpPMAIMUA  OT 20,00 20,00
BHYTPEHHUX yTPO3

TexHoNoOrMM aHaNM3a ¥ 3aIIUTBl  CETEBOTO

5,00 2,00 7,00

25,00 25,00
Tpaduka
TexHOJOrMHM 3aIIUTHl  y3J1a W areHTCKOTO 17.00 17.00
MOHHUTOPHHTA
[IpenoTBpailieHre HWHIUACHTOB U YIPABJICHUE
o 11,00 11,00
COOBITUAMU UH(POPMAILIMOHHON 0E30IMaCHOCTH
5 95 100
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