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Moaynb B: YcTaHOBKA M HAacTpOiiKa CUCTEMbI
OnucaHue

B komnaHuma «emo Jlab» BO3HMKNA HeobxogmmocTb BHegpeHua DLP cuctembl
InfoWatch Traffic Monitor Bepcun 6.11 ans nAydwen 3awmTtbl pas3paboTok w
npeAoTBPaLLEHMA yTEeYeK Npoven nHGopmaumu.
Bawa 3apaya  — YCTaHOBUTb  YKa3aHHble KOMMoHeHTbl [IWTM  wucnonb3ya
pacnpeseneHHbIN CLLeHapWuii YCTAaHOBKM.
OCHOBHbIMW  KaHanaMu MOTEHUMANbHOM YTEYKM [AAHHbIX ABAAKOTCA HOCUTENM
NHPOpPMaLLMKM, SNEKTPOHHAA NOYTA M Pa3/IMYHbIE MHTEPHET-PECYPCbl.
CepBepHble KOMMNOHEHTbI YCTAHAB/ANBAOTCA B BUPTYa/IbHOM cpeae ,
ceTeBble MHTepdEeCbl NOHOCTbIO HacTpoeHbl (HO IP agpeca HyXKHO Ha3HAYMTb COrNACHO
npunaraemoi KapTouke). NMoaroToBneHbl cneayolme BUpTyaabHble MallWHbI 4NA
AanbHeunwen paboTbl:

1. AD Cepsep C KOHTpONNEPOM AOMEHA

2. DLP IWTM ycTaHOB/€EH (HO He HAacTPOEH), aKTUBMPOBAHA INLLEH3UA

3. BupTyanbHaa malunHa ana yctaHosBku cuctembl IWTM Device Monitor Server

4. BupTyanbHblie MalUWHbI «HApyLWKUTeNem» ana yCTaHOBKU areHToB

B KoMnaHWu pa3BepHYT AOMEH CO BCEMU COTPYAHUKaMM € yKazaHuem OO, foMKHOCTH
M  KOHTAKTOB. [0 YCTAaHOBKM CUCTEeMbl Heobxogumo noOAroToBUTb [OMEHHbIX
Nonb30BaTe/ien B COOTBETCTBUM C KAPTOUKOM 3aaHUA.

Ona 6onblwen ceteBoit 6esonacHocTM B KomnaHum HeT DHCP cepBepa, nosatomy Bce
YCTPOICTBA A40/IKHbl MMETb cTaTuyeckmin IP-agpec. Agpeca Bcex ycTpoicTB Heobxoammo
BbIOpaTb CaMOCTOATENbHO M 3anucaTb MX B OT4eT. CeTeBble HACTPOMKM YKa3aHbl B
OO0NONHUTENbHbIX CBEAEHUAX K 3a4aHMI0.

CTOUT OTMETUTb, YTO MMEeHa KoMnbtoTepoB (hostname) AonKHbI ObiTb YHUKANbHbBIMM.



Mopaynb B: YcTaHOBKa, KOHOUIrypupoBaHUe U yCTpaHEHUE HeUCNpPaBHOCTEN B cucTeme
CUCTEM KOPNOPaTUBHOM 3aLLMUTbl OT BHYTPEHHUX Yrpo3

3apgaHue 1: Hactpoiika InfoWatch Traffic Monitor

[na Bxoaa B KOHconb (Beb-uHTepdeincy) InfoWatch Traffic Monitor ucnonbsyinte
HOBOro AOMEHHOro NnoJsib3oBaTens ( ).

Heobxoanmo cMHXPOHU3MPOBATb KaTanor Nosib3oBatenein n Komnbtotepos LDAP ¢
AomeHa. Ina CMHXPOHU3aUMKM NONb30BaTeNeN U KOMNbIOTEPOB HEOBXOAMMO
Mcnonb3oBaTb NoapasgeneHue “ ”. OcTanbHble KaTasorM MMNOPTMPOBATL HE
HY*HO. PekomeHayeTca ana LDAP-CMHXpOHM3aLUMKM CO34aTb CNeumasibHOro 4OMeHHOro
NoNb30BaTENS C OTPAHUYEHHbIMM NPaBamm ( ), Yy KoToporo byaeT oTKAoYeHa
BO3MOXHOCTb JIOKa/IbHOrO BXOAa B AOMEH (CM. KapTOUYKy A0MN. CBeAEHWUN).

KoppeKTHO BbINONHEHHbIM 3aZaHNeM byaeT ABNATbCA paboTocnocobHas cuctema C
BEPHO HACTPOEHHbIMM MapamMeTpPamu.

3apgaHue 2: Hactpoitka lomeHa demo.lab

Heobxoanmo co3gatb AOMEHHbIX NONb30BaTeNel U HACTPOUTb UX B COOTBETCTBUMN C
KapTOYKOM AONO/IHUTENbHbIX CBEAEHUN.

O6paTute BHUMaHMe Ha OrpaHMUYeHMe NpaB Nosb3oBaTenei

3apgaHue 3: YctaHOBKa U HactpouKa InfoWatch Device Monitor

YctaHoBuTe U HacTponTe IWDM

Heobxoanmo sBeectn Windows Server DM (IWDM-Server) B gomeH

YcTtaHoBUTb 6a3y AaHHbIX PostgreSQL

YctaHoBuTb InfoWatch Device Monitor c napameTpamun N0 YMOYAHMUIO, B Ka4ecTBe
6a3bl faHHbIX UCMO/Ib30BaTb PaHee yCTaHOBAEHHY0 6a3y AaHHbIx PostgreSQL.

Mpu ycTaHOBKe HEOBX04MMO HAaCTPOUTb NOb30BaATENA ANA AOCTYNA K KOHCONM
ynpasneHus: officer c naponem

lNocne ycTaHOBKM MCMNO/b30BaTbh AOMEHHOIO NOb30BaTeNA ANA BXOAA B KOHCONb
ynpasieHUs | )

CunxpoHusnpyimnte IWDM c Active Directory (KomnbtoTepbl M NONb30BATENN) U CBAXKUTE
IWDM c Bawwum InfoWatch Traffic Monitor.

Hacmpoliku cemesbix uHmepgelicos yKa3aHbl 8 00M0AHUMEIbHbIX CBE0EHUSIX.
3apgaHue 4: YcraHoBKa InfoWatch Device Monitor Agent

Heobxoanmo co3gatb 4OMEHHbIX NONb30BaTEeNEN ANA KANEHTCKMX MaLUUH (CMm.
KapTOYKY). BBECTU BUPTYaNbHYO MALLUMHY HAPYLINTENA B 4OMEH WU BOWTU B CUCTEMY OT
paHee CO34aHHOro 4OMEHHOro noab3oBaTenA.

YctaHosuTe InfoWatch Device Monitor Agent Ha BUPTYasibHble MalUUHbI-HaPYLWINTENA



e Ha 1-t0 N0Nb30BaATENbCKYH MALLMHY — C MOMOLLLbIO 334341 NEPBUYHOTO
pacnpocTpaHeHua (6e3 popmmpoBaHmMa NakeTa ycTaHoBKM) B Device Monitor
Server.

e Ha 2-10 N01b30BaTE/IbCKYO MALUMHY — C MOMOLLLbIO FPYNMNOBbIX NOJINTUK AOMEHA.
MonnTMKa AOMKHA NPUMEHATBLCA TO/IbKO HAa KOHKPETHY0 MallnHY.

BaxkHo! MNntocom ByaeTt peannsaums Bcex AeNCTBUIM NpU BKAOYEHHOM BpaHamayape
Windows, He CHU}KafA 3aWML,EHHOCTb CUCTEMBbI. 1A KOPPEKTHOM paboTbl HEO6X04MMO
HacTpouTb BpaHamayap (1 apyrme HeobxoaMmble A1A 3TOrO NOACUCTEMbI) ANSA
B3aMMoAencTena KomnoHeHT IWDM/IWTM.

MpoBepbTe paboTtocnocobHocTb IWDM areHTa.

3apaHue 5: YcTaHOBKA M HacTpoiika noacucremol Crawler

Heobxoammo yctaHoBUTb M HacTpouTb nogcmuctemy Crawler Ha Windows Server IWMD.
Co3paiiTe 06K AOCTYN TONbKO Ha KaTanor c:\data\share Ha Windows Server IWDM ¢
npaBamMm YTEHUA U 3aMUCKU ONA BCEX.

HacTpoiite Crawler Ha aBTomaTMYecKoe exkegHeBHOEe CKaHUMPOBaHME TO/IbKO paHee
co3faHHoro Katanora Bawero Windows Server n 3adpuKcupyinTe BbiNOSHEHWE 3a4aHMUA
CKPUHLLIOTOM HAcTpoKku crawler B web-koHconm IWTM.

Mntocom byaeT peanmsaums Bcex 4eNCTBUIN NPU BKAKOYEHHOM bpaHamayape Windows.
[na KoppeKTHOW paboTbl HEO6XOANMMO HACTPOUTbL bpaHamayap/rpynnoBbie NOAUTUKK
ONA B3aumogenctena KomnoHeHT IWDM/IWTM.

3apaHue 6: NMpoBepKa paboTocnocobHOCTU cUCTEMbI

Heobxoanmo co3aatb npoBepoyHyto nonmtuky B InfoWatch Traffic Monitor Ha npasuno
nepegayun, KONMPoBaHMA, XpaHeHUA 1 bypepa obmeHa (Bce 4 BapmaHTa cpabaTtbiBaHMA
cobbITMIN) ANA AAHHbIX, COAEPHKALLNX CNOBO « », YCTAHOBUTb HU3KNIA
YPOBEHb Yrpo3bl ANA BCeX COObITUN, 406aBUTb Ter « ».

MpoBepuTb cpabaTbiBaHNE BCEMU YETbIPpbMA BO3MOXKHbIMK ciocobamu (nepenayn,
KOMMPOBAHMA, XpaHeHUs 1 bydepa obmeHa, xoTa bbl 1 cobbiTME Ha KaXKabIn TUN) C
NOMOLLLbIO BUPTYa/IbHOM MaLLMHbI HAPYLWKUTENA C YCTAHOB/IEHHbIM areHTOM.

3apaHue 7: bezonacHoctb gomeHa Windows

1. Ans MUHUMKU3ALUM BO3SMOXKHOCTEN M0JIb30BaTENEN MO USMEHEHUIO HAaCTPOEK
CUCTEM, OTKNIOUYUTb NAaHe b yNpaBieHUa KOMMNbIOTEPOM A5 Nonb3osatenei UT-
oTaena.

2. [ns nosblweHMAa 6e30nacHOCTM HAaCTPOMTE A1 BCEX COTPYAHUKOB (Kpome
AVpPEKTOpa 1 rnas OTAEN0B), Napo/iv NOJIb30BaTeNA AJIMHHON He MeHee 8 U UX
CMeHy pa3 B Tpu mecaua.

3. JloKanu3oBaTb C NOMOLLbIO FPYNMNOBbIX NOJIUTUK NCNONb30BaHME YCTaHOBOYHbIX
daiinos (.exe) Ha KomnbloTepax AomeHa B nanke allowexe (Ha aucke C:). B



OCTaNbHbIX ManKax 610KMpoBaTb 3aNycK UcnonHaembix ¢painos. NonnTnKa He
AO0MKHA HaBpeAUTb 3anyCKy CUCTEMHbIM npunoxeHnam Windows, Program Files
nT.n.

3apaHue 8: Pa3BepTbiBaHue DLP ypoBHa cetu. InfoWatch Traffic Monitor.

AnHamnyHoe pa3BuTMe KomnaHum Demo.Lab npuBeno K 3HaYMTENbHOMY PacCLUMPEHUIO
wTraTa (+600 yenoBeK) n nepee3ay B HOBbIN oduC.
B cBA3K € 3TMM, NPMHATO pelleHne o nepeHoce Bcen UT-MHPPACTPYKTYPbl KOMNAHUN, B
TOM 4ucne u cuctem obecneyeHms KopnopaTueBHoM BesonacHocTM B 06/1aKo. ITO, C
OAHOW CTOPOHbI, pelwaeT BOMNPOCblI C OpraHM3aumen AUCTAHUMOHHOIO A0oCTyna K
MHPPACTPYKTYpe AON1Aa COTPYAHMKOB, C ApPYyroM — KOHcoaupgupyet Bcio WUT-
MHPPACTPYKTYpPY, NOBbILWAA HAAEKHOCTb U AOCTYMNHOCTb.
Heobxoanmo murpuposatb peweHue InfoWatch Traffic Monitor (IWTM), cornacHo
peKOMeHAaUMAM, NOJyYeHHbIM OT nogpasaeneHun BHegpenna T[K  UHbosoOTu.
OCHOBHaaA mMaeAa — MaKCMMasibHOe pa3HeceHMe KOMMOHEHT YpPOBHA ceTu (network,
IWTM) wn xocta (endpoint, IWDM) pna pacnpegeneHva Harpyskm B CBA3M C
yBeIMYeHMEM YNCNA COTPYAHUKOB.
Mo BO3MOHOCTW BCE HACTPOMKM WU cobbiTuA B cucteme (Kak IWTM, Tak u IWDM)
HeobXo4MMO COXPaHUTb NPU MUTPALMUN.
CMCTEMHBIMW aAMNHUCTPATOPAMM KOMMAHMM B 06N1aKe yXKe pa3BepPHYTbI:

e KOHTpoAnep gomeHa (c Katanorom Active Directory),

® 0OYTOBbIN cepBep (YaCTUYHO HACTPOEH)
® npokKcu-cepsep (TpebyeT ceTeBON HACTPOMKHN)

B cooTBeTcTBMM C Baluel 4acTblo MMAOTHOMO NPOEKTa Ha OTAE/IbHOM CEFMEHTE CETU
«MNecoYHMLbI» 3aKa3zuMKa HeobXxo4MMO Pa3HECTM Ha 3 pasHbIX MalLMHbI cneayowme
ceTeBble KOmnoHeHTbl InfoWatch Traffic Monitor:
e OcHoBHoW cepsep 6e3zonacHocTn IWTM (Node)
e basa gaHHbIx IWTM (Database)
e BcnomoratenbHbiit cepep IWTM (Sniffer) ana npuema Konuum TpaduKa c
BMPTYaNbHOIro KOMMyTaTopa

Balwa 3apa4a — YCTAaHOBUTb YKa3aHHble KomnoHeHTbl IWTM ncnonb3ya
pacnpeaenieHHbIN CLULeHapuii ycTaHOBKM (cm puc. 1).
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PucyHok 1. Cxema pa3ssepTbiBaHuA DLP ypoBHA ceTu.

Heobxoanmo murpuposate Node nnm Database cepsep Ha OTAE/bHYHO MALLMHY C
coxpaHeHuem 6a3bl 4aHHbIX Ha OTAE/NbHOM MallMHE, YCTAaHOBUTb M HAaCTPOUTb
nepexBaT4MK ceTeBoro Tpaduka (Sniffer) Ha oTaenbHbIN cepBep, y KOTOPOro ecTb 2
ceTeBbIX MHTEpdencol (Ans ynpaBneHnsa n nepexsata Tpadpuka).

Bce pa3BepHyTble cepBepa A0/IKHbI ObITb 4OCTYMNHbI ANA ynpaBaeHua (Cny»Kobl)
MOHUTOPUHIa U3 KOHCOoU ynpasneHmna IWTM.

3apaHue 9: Noaroroska Active Directory

Ecnu He co3paHO paHee, 41 AaNbHENLWMX PaboT Heob6X0AMMO CO34aTb M HACTPOUTL
HECKOJIbKO CreLunanm3mpoBaHHbIX Nonb3oBaTenein B Active Directory:

° (npaBa NoKanbHOro aAMMHUCTPATOpPA)

L (npaBa nonab3oBaTeNIA 4OMEHA, OTKAHOUYNTb BO3MOXKHOCTb

JIOKaNbHOro BX0Aa B IOMEHE)
o 1, 2 (MalwmMHa HapywKnTens, npasa NoAb30BaTeNss AOMEHA)

Bawa 3aga4ya — co3gatb BblillenepevyncaeHHbIX nonb3oBaTenen B COOTBETCTBUM C
YKa3aHHbIMW YCZTOBUNAMMN.

3apaHue 10: Pa3sepTbiBaHue DLP ypoBHA xocTa. InfoWatch Device Monitor.

B cooTtBeTcTBMM € Bawein 4acTbio NMIOTHOrO NPOEKTa CeTU 3aKa3umKa Heobxoanmo (a)
Nnb60 pa3BepHYTb € HyAA (6) (nbo nponssecTn murpaumto cneaytowmx endpoint-
KomnoHeHT InfoWatch Device Monitor (IWDM):

e OcHoBHol1 cepBep 6e3onacHocTn IWDM (Node)



e ba3a aaHHbix IWDM (Database). CoxpaHeHue Bcex coObbITUIN U KOHPUTYpauui
6yAem 3HaUUTENbHbBIM MTHOCOM.

e AreHT IWDM Ha mawmnHy «HapywuTensa» (WIN-CLI)

Balwa 3aga4a — YCTAaHOBUTb YKa3aHHble KomnoHeHTbl IWDM Ha BUpTyasibHble MaLLMHbI

(cm puc. 2).
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PucyHok 2. Cxema pasBepTbiBaHMA DLP ypoBHA xocTa (+ nHTerpaums ¢ DLP ypoBHs

cetun).

OcyuwecTBuUTe MHTErpauuto cepaepa 6esonacHoctn IWDM c Active Directory.



3apaHue 11: NoaknoyeHne UCTOMHUKOB MHPopmauum ana DLP yposHa ceTu.
KopnopaTuBHbIii No4TOBbIM cepBep (B pa3pbis).

Heobxoanmo nokasaTb 3aKa3umMKy BO3MOXKHOCTb NepexsaTa NoYyTbl C BHYyTPEHHEro
NOYTOBOrO cepBepa KOMMNAaHMK. 1A 3TOro B «NecoYHMLEe» 3apaHee pa3BepHyT
KOoprnopaTuBHbI nouToBbIn cepBep iRedMail (y»ke nHTerpuposaH c Active Directory).
Bawa 3agayva — uHTerpmposatb IWTM c iRedMail (cm. puc 5).
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PucyHoK 5. Cxema nHterpaunm SMTP B paspbiB.

3apaHue 12: becnaponbHoe SSH-coeanHeHue 3awmueHHoro aoctyna K IWTM

[Ona ynaneHHoro ynpasneHus IWTM Node HacTpoliTe 6e3onacHbii 6ecnaponbHbii (no
ceptnuduKaTty) goctyn no SSH (ucnonbdys nporpammy PuTTY, c nomoubo RSA-Katoua) ¢
KoHTpoAnnepa gomeHa (Domain Controller).

TakKe HeoHXx04MMO HaCTPOUTb MeXKcepBepHbI gocTyn no SSH ¢ IWTM Node Ha IWTM
Sniffer c nomouibto Knrouen.



Moaynb D. Pa3zpaboTKka nonnTuKk 6€30nacHOCTU B cUCTeMe KOPNopaTUBHOM 3aLLMUTbI

MHPOpMaLUn OT BHYTPEHHUX Yrpo3

BHUMAHME! Heo6xogumo Ha3biBaTb NOJAUTUKU/0ObEKTLI/KaTeropnn/Tarm u 1.0.
TOJIbKO B cooTBETCTBUM C HOMEPOM U Ha3BaHWEM 3a4aHuUA

MNonantukmn — Monntuka XX, Hanpumep «Moautuka 4». Jna KOMOMHNPOBAHHbIX
nonntuk popmar: NMonuTtuka 4.1, Nonntnka 4.2 u 7.4.
O61bekT 3awmTbl — O6BbEKT M XX, Hanpumep «O6beKT 11».

OWwnbKM B Ha3BaHMAX NPUBOAAT K CHUMKEHUIO 6aNNoB NN farke K HEBO3MOXHOCTU
NpoBepKU. MNpu BbINONHEHUM 334aHUA YYUTbIBANTE, YTO COBMECTHO C CO3AaHHbIMM
MOTyT cpabaTbiBaTb CTaHAAPTHbIE NOJINTUKM, YTO HEOBXOAMMO NPEeAOTBPATUTD.

BHUMAHMUE! BCE NONAUTUKM «NO-yMONYaHUIO», Haxoasawmeca B IWTM Ha MOMeEHT
CTapTa COPEeBHOBAHWUM, B,ONXKHbI ObITb OTKNOUYEHbI N YA ANIEHDI

lpu paspa6omKe U mecmuposaHuu rnoaAuUMUK cmoum yyumsieame, Ymo
HapywumesiemM moacym A6s11MbCA HE MOs1IbKO YKA3dHHbIE 8 300aHUU rnosibzoeamendu, a
ewe u supmyanbHaaA MmawuHa ¢ d2eHmom MOHUMOPUHeza

3apaHue 1

Co3panTte NOKaNbHYO rpynny nonb3oBaTenen « » B Traffic
Monitor. lo6aBbTe B Hee No/sib3oBaTeNsA

3apaHue 2

[nsa paboTbl cMCTEMbBI HEO6XOAMMO HACTPOUTb MEPUMETP KOMMNAHUN:
e [omeH: demo.lab.
e Cnuncok Beb pecypcos:

Heobxoaumo co3aaTtbh HOBbIM CMIMCOK PeCcypcoB, Ha3BaB ero
« ».

e [pynna nepcoH 1:

e [pynna nepcoH 2: rpynna « D

e CKNIOYUTb U3 nepexsarta

3apaHue 3

[OnA HegaBHO HAHATOrO ayAMTOPA KOMMNAHMK HeobxoANMMO C034aTb NONb30BATENSA
cuctembl IWTM ¢ npaBamu goOCTyna TO/IbKO Ha YTEHUE U BbINOJIHEHUE OTYETOB, CBOA0K
1 cobbITMI, a TaK¥Ke Ha NPOCMOTP KaTanora 0KaabHbIX U AOMEHHbIX NO/b30BaTENEN.

NMonutuka 4

B cBA3M C NOCTOAHHbIMM NPO6IEMaMM NPU OPraHM3aLUmM O4epeSHOro YeMNMOHaTa
WorldSkills (KopnopatueHbiii YemnuoHat OO0 Demo.lab), coBeT AnpeKTopoB peLwunn



KOHTpO/InpoBaTb nepeaady nHpopmauymmn o WorldSkills n KopnopatnsHom YemnumnoHarte
3a npeaenbl KOMMNAHMM A0 OKOHYAHUA COPEBHOBAHWI. B cBA3M C 3TMUM HeobxoaMmo
co3gaTb noanTuky B InfoWatch Traffic Monitor Ha npaBnno nepeaayn TEKCTOBbIX
AAHHbIX 32 Npeaenbl KOMNaHUKM (Ha agpec BHe OMEHA), CoAeprKaLlMX CNoBa
«BopnaCkunnsz», « WorldSkills», « ». Caenatb UCKNOYEHUE HA AOMEHHYIO
30HY

Heobxoanmo yyecTb, YTO B CNOBAX MOTYT COAEPMKATbCA KOMOMHAUUM NAaTUHULbI U
KUPUNNINLbI, @ TaK¥Ke CTOATb UK He CTOATb Npoben mexay choBaMu, Hanpumep:
«Bopng cknnnz». lToxHbIX cpabaTbiBaHWUI ObITb HE A0KHO (Hanpumep, NPOCTO Ha
World nnau Skills).

Pa3zpewums nepedayy, ycmaHosumes cpedHull yposeHb yepo3sl. Tee «[lonumuka 4».

MNonutuka 5

[na KOHTPOAA 33 ABUKEHNEM 0PULMANbHBIX JOKYMEHTOB HEOOXOAMMO BECTH
HabntoaeHMe 3a Nnepesayent KaKk NycTbiX, Tak M 3aM0/IHEHHbIX WAab/0HOB AOKYMEHTA
(wabnon — «[orosop KomnaHuu.doc») 3a npegenbl KomnaHnu. CTOUT y4ecTb, YTO
COAEPKMMOE AOKYMEHTA MOXKET USMEHATLCA B Npegenax _ %.

YposeHb yepo3bl HU3KUL, He 610KUpos8ams, mea u Ha3saHue «lloaumuka 5.1».

B cnyyae, ecnu 8 doKymeHmMe npucymcmayem ¢hamuausi 2eHepasnbHo20 OUpeKkmopa,
8bICMABUMb YPOBEHbL y2p03bl cpedHUll, He bs10KUposams, mea u Ha3saHue «[lonumuka
5.2».

Monutuka 6

[Ns MOHUTOPUHTA ABUMKEHUA aHKET He0BX04MMO BECTM HabAtoaeHMe 33 aHKeTaMU C
NneyaTbio KOMNAHWM 33 Npeaenbl KOMMNaHMK, 3anpeLuasn Ntbyo BHELWHIO nepeaayy
AOKYMEHTOB, COAEepKaLLMX NeYaTb KOMMAHMK B NYCTbIX M 3aNOAHEHHbIX 61aHKax
«aHKeTa y4acTHMKa.docx».

Mpu asToM 61aHKK €3 neyaTn UAM NPOCTO NeYaTb HE KOHTPOIMPOBATD.
leHepanbHbIN AUPEKTOP M COBET AMPEKTOPOB MOTyT 06MEHNBATLCA AAHHOM
nHpopmaumen copeplueHHO cBoboaHo.

lMeuameo + 6510HK: YposeHb y2po3bl cpedHul, baokupoeame, mee «[lonumuka 6».

Monutuka 7

B cBA3M C CAHKUMAMM U paCTyLLMM Kypcom BastoT, KomnaHma OO0 Demo Lab pewwnna
CIKOHOMMTb U 3aKynuaa nporpammHoe obecrneyeHne Ha KOMMNbIOTEPbI COTPYAHMKOB Y
KUTaMCKMX NapTHEPOB. NPOKOHCYNIbTUPOBABLLMCH C OTAeN0M 6e30MacHOCTH,
PYKOBOZACTBO KOMMAHWM BbISICHU/O, YTO OTAEN 3aKYNOK nowen Ha 60blune puckm —
KuTanckoe MO cobmpaeT orpoMHoe KOIMYECTBO aHA/IMTUYECKUX CBEAEHWNI O MALLMHAX,
Ha KOTopbIX OHO paboTtaeT. Jabbl NpeAoTBpaTUTb Kakne-nnbo yTeuykn, HeobxogmMmo
3a6/10KMpPOBaTb AOCTYN K NOAAOMEHAM, COBMPAIOLLNMM aHANTUTUKY:



« »; 3aNPEeTUTb OTNPABKY AaHHbIX 33 NpeAebl KOMMNAHWUMY,
coaepkalyo MHpopmaumio o «Kenese» - ynommHaHua AMD, Intel, Bankan, ,
B ntobom perucTpe.

YposeHb yepo3bl cpedHuli, baokuposams, mae « Kumatiysi». [lposepKy nposodums npu
OomnpasKe Ha No4YMmMossie OOMeH®bl.

Monutuka 8

Y reHepanbHOro AMpPeKTopa KOMNAHMM HeAaBHO NOABUJICA KOTUK U ero GpOoTo yTEKNO B
ceTb KOMNaHUW. Tenepb COTPYAHUKN OOMEHNBAOTCA CMELLUHBbIMW KAPTUHKAMMU C
NOANUCAMM U MACKAaMM BHYTPU KOMMAHUKN U BbIKNAAbIBAKOT UX B COLMANbHbBIE CETMU.
[AVpeKTop pewmnn, 4To ero KOTUK BbI3BaJl CHUMXKEHNE KayecTBa PaboTbl COTPYAHUKOB U3-
33 NOBbIWEHHON MUIOTbl KAPTUHOK M XOYET 3anpeTuTb 06meH poTorpadurent KoTMKa.
Heobxoamnmo 3anpetntb obmeH potorpadmnein n HeMHOro n3ameHeHHomn poTorpaduren
KOTUKa (A0 = %) KaK BHYTPW KOMMaHMM, TaK 1 3a ee npesaenbl, YyCTAaHOBUTb HU3KUI
YpOBeHb yrpos3bl, Ter «Moantnka 8». dotorpadua KOTUKA eCTb B 4ONOJNHUTENBHbIX
AAHHDIX.

Monutuka 9

[AouepHas komnaHua « 000 MNoBo3Ka» 3aHMMaAETCA TPAHCNOPTMPOBKOM rPy30B B
pa3Hble ropoaa. Kaxkaomy pency npucesamBaeTca YHUKaAbHbIA MAEHTUPUKALNOHHDbIN
HOMep No cneaytollemy WabnoHy «3 6yksbl (naTMHULA, NtoboM pernctp) - (3HaK
aedunca) Homep rpysa (o1 0 go 1000, nckntovaa HecyacTanBble HOMepa: 666 1 13) .
(Touka) 2 6ykBbI (KMpMAAKLA, BEPXHUI PErmcTp)

Hanpumep: jDt-123.Y/1, kdU-665.bLL,

He nonKHO 6bITb cpabaTbiBaHMA Ha HecYacTAnBble HOMepa rpy3oB (Hanpumep: kdO-
666.4 nan jfd-13.10L ).

YposeHs y2po3si cpedHull, He baiokuposame, mee «llonumuka 9».

Monutuka 10

MN3-3a naHAEMWU KOPOHABUPYCHON MHPEKLMU K CE30HY OTNYCKOB ObINO peleHo
OTCNEeXXNBaTb MHPOPMALLMIO, KOTOPAs MOXKET COAEpPKaTb B cebe cNoBa, Tak UM UHaYe
OTHOCALLMECA K OTMNYCKY, TaK Kak HEKOTOpPble COTPYAHMKN MOTYT BEPHYTbCA Ha paboyee
MECTO U3 OTMYCKa NOTEHLMaNbHO 3apakeHHbIMK. CNUCOK cnoB (Bo Bcex popmax),

KOTOpble CTOUT YYNTbIBaATb: MOpPE, OTNYCK, KypopT, , U Ha3BaHMA NONyAAPHbIX
POCCUMNCKUX KYpOPTOB U ropoaoB Ana otTnycka netom (Kpbim, Coun, AHana, "
npoyee

YposeHs yepo3ei cpedHull, He baiokuposame, mez «COVID», mae «Pa3enevyeHue»
Nonutuka 11

Mo npuyMHe NaHAEMUN KOPOHABUPYCHOM MHDEKLIMM PeLLEHO BbIABAATb NOTEHLMANIbHO
OMacHbIX C UHPEKLMOHHOM TOUYKM 3PEHMA COTPYAHUKOB (3aboneBLimx, HaxoaUAUCh B



KOHTAKTE U T.M.), HEKOTOPbIE U3 KOTOPbIX MOTYT CKPbIBATb 3TM $aKTbl, YTOObI He
npourpaTtb No 3apnnarte. OTcneKmneaTb COODOLLEHMA, KOTOPbIE MOTYT COAEpPKaTb B cebe
CNOBa, TaK UM MHa4Ye OTHocALWMecA K 3abonesaHunto: COVID (BHyTpu ntobon ppasbi),
SARS (BHYTpU ntoboir ppasbl, Hanpumep SARS-CoV-2), (BHYTpU ntoboi
dpa3sbl, yunTbIBaTb MOPPONOTUIO).

YposeHb y2po3si cpedHul, He barokuposame, mee «lonumuka 10», « COVID».

Monutuka 12

CoTtpyaHuku otgena UT 3anoao3peHbl B cavBe 6a3 gaHHbIX KAneHToB. Heobxoanmo
HACTPOUTb MOHUTOPUHT BbIrPY30K M3 B[] AN KOHTPONA ABUMKEHUA AAaHHbIX 13 6a3bl
OAHHbIX CTPAXOBbIX KOMMAHWUM TO/IbKO NPU OTNPaBKe U3 oTAeNa MHPOpMaTM3aLUM.
KpUTUYHbIMKU AaHHBIMUK B BbIrpy3Ke aBnatoTca TenedoHsl, MHH, n mel
AOKYMEHTe NpucyTcTByeT ____ uam bonee KomnaHui. 1na HAaCTPOMKKM UCMNONb3YyiTe
dann «Boirpyska ns b.csv».

YposeHb yepo3sl cpedHul, briokuposams, mez «llonumuka 12»,

MNonutuka 13

BblI0 3aMeyeHO, YTO COTPYAHMKM KOMMNAHMM CTa/In NOJIy4aTb MHOMECTBO PEKNAAMHbIX
COOBLEHMIN 3NEKTPOHHOM NOYTbI, U3-32 YEero BO3HUK/IAa HEOHXOANMOCTb OTCNEeANTb
noTeHuManbHyl yTeuky 6a3 email agpecoB coTpyaHUKOB. B cBs3n ¢ 3Tm Heobxoammo
AETEeKTUPOBATb COObLLEHMSA, cCoAep KalLMe aapeca 31eKTPOHHOM NOYTbI JOMEHOB
KOMMNaHUU

YposeHb yepo3bl cpedHul, He baiokuposams, mee «llonumuka 13».

Monutuka 14

Mpu nepeesae B HOBbI NPOCTOPHbIN oduc, kKomnaHmen OO0 Demo Lab 6bin
pacwupeH wTab CcOTpyAHUKOB — OblNnO peweHo B3ATb HECKO/IbKO AeCATKOB
BbIMYCKHWMKOB TEXHMYECKMX BY30B HA CTAa*KMPOBKY. [OnA TOoro, 4tobbl OHM paboTanu
6onee 3PPEKTUBHO, AOMPEKTOP KOMMAHUM NPESNOXKWUA  OTCAEXMBaATb  A0CTyN
COTpyaHMKam, paboTtarowmm B otaene UT, 4ocTyn K OCHOBHbIM COLMANbHbIM CETAM U
aHOHMMHbIM UMUAK60paam — vk.com, ok.ru, t.me, , ,

KOHTpONb ANna TecTtoBbIX LI,EJ'IEﬁ YCTAaHOBUTb 3a 3I/IEKTPOHHbIMUA MUCbMAMMU B 3TU
AOMEHHbIE 30HbI.

YposeHb y2po3bl cpedHul, 0emekmuposams, mez «Pa3gsnevyeHuey.



Moaynb E. TexHonOrMu 3awmTbl U aHanU3a ceTeBoro TpadukKa

3apgaHue 1: HacTpoiika ceTeBOro oKpy*eHua U KOMNOHEHTOB cUCTEM

C NOMOLLLbIO TEXHO/IOTMW BUPTYa/IbHbIX MaLUUH ANA BbINONHEHUA 3a4aHUSA
CMOZEeNNpoBaHa KOPNopaTUBHAA CETb OpraHM3aumm Ha 2 duamanax.

MpuY BbINOJIHEHUM 334aHUIA HEOBXOAMMO KAlOYEBblE HACTPOMKM (YCTaHOBKa Naponew,
HAaCTPOMKKN coeguHeHua ¢ B[, KomnpomeTauus, CKPUHLWOTbI paboTtocnocobHol cetu
ViPNet © aHanoruyHbie) WAM YyKasaHHble MOMEHTbl B 33aJaHMW NOATBEPXKAATb
CKPMHLIOTaMM.

B xope BbINONHEHUA OAHHOrO 33a4aHMA HYXKHO YCTaHOBWUTb OCHOBHOe 10 VipNet Ha
paboune cTaHUUM ByayLien 3aLMLLEHHON CETH.

[octyn Ha Bce Windows 10: 6e3 napons

[doctyn Ha Bce Windows Server: xxXX1234

Bce naponu nonb3oBatenen B cetn ViPNet caenatb 12341234
Bce naponun agmmnHuctpatopos B ceTh ViPNet caenatb xxXX1234.

Nepep, ycraHoskoir MO ViPNet HeobxoguMmo HacTpouTb CeTb B COOTBETCTBUM CO
cxemon. Ecnm mawmHbl AnA KOOPAMHATOPOB He MapLUPYTUIUPYET NaKeTbl Mexay
uHTepdeiicammu, He06X0AMMO BKNAIOUUTD 3TY OMNLMIO CAMOCTOATE/IbHO.

3apaHue 1.1. YcraHoBKa no VIPNET administrator gna co3gaHuma 3alWULEHHON ceTu:

e YCTaHOBUTb M HACTpouUTb paboyee mecto agmuHuctpatopa VipNet (Ha 6ase
BUPTYyanbHoi mawunHbl Netl-Admin (LLO)): LleHTp ynpaBneHus ceTbio (cepBepHoe
N KnneHTckoe npunoxenne LIYC), YaocTtoBepstowmii u knrodesoi ueHTp (YKLU).

3apaHue 1.2. YcraHoBKa MO ViPNet Coordinator u MO VipNet Client Ha
COOTBETCTBYIOLWUE BUPTYa/IbHbI€ MALUUHDI:

e Ha komnbtoTepe Ha Netl-Admin (LLO) yctaHoBuTb MO ViPNet Client (Windows),
paboyee MecTo aAMUHUCTPATOPA;

e Ha komnbtoTepe Ha Netl-Coord (LLO) yctaHoBuTb MO ViPNet Coordinator
(Windows);

e Ha komnbtoTepe Ha Net2-Coord (Punman) yctaHosuTb MO ViPNet Coordinator
(Windows);

e Ha BM Ha Net2-Client (dunuman) ycraHosutb N0 ViPNet Client, pabouyee mecto
nosib3oBartens;



3agaHue 2. 3awWwmTa I0Ka/IbHO-BbIYUC/IUTENIbHOW CETU NPEANPUATUA C NPUMEHEHUEM
MO ViPNet

Heobxoanmo 1cnosib3oBaTb paboyee mMecTo aAMUHUCTPaTopa (co3aaHHoe paHee) Ans
CO34aHUA CTPYKTYpbl 3aWMLLEHHON CeTW, Pa3BepHYyTb C MOMOLLbD TEXHONOTUM
BMPTYa/IbHbIX MaLUWH ceTb NpeanpuATUA N HAaCTPOUTb Heobxoanmbie APM
B COOTBETCTBUW C 3aA4aHHbIMU PONAMM.

Cxema ceTu, KOTOpPYIO Tpe6yeTCF| co34aTb, npmneedeHa ganee.

INTERNET
192.168.13X.253/24 Net2
(X = PaBouee mecro)

\ Netl Oduc punmnan «Cerb 2 dununan»
\

\ FnagHbIii oduc «CeTb 1 LIO» .y

Net2_Lan Q '
S Net1_Lan INTRANET @ 192.168.1000/24 SN
Q ’A 10.14.0.0/24 @ 60.80.10.0/24 |
.%‘ 5

17/

KoopawnHaTtop

KoopanHaTop dunnan
[NaBHbI agMUHUCTPATOP LienTp. oduc Net2-Coord

Net1-Admin Net1-Coord

- K
N .
&>
HesawumiweHHbli yzen

Net1-DB-Open

Knunent ViPNet
Net2-Client

KommytaTtop

PucyHok 1 Cxema 3alMLLEHHOM CETU

B utore BbINONHEHMA 334aHUA AO/KHbI ObiTb Pa3BepPHYTbl M HACTPOEHbI Caeaylolime
ceTeBble Y3/bl 3aWMLEHHON ceTu (cm. Tabaunuy).

Tabnunua 1 Y3nbl 3awmueHHon cetn ecan YKL n LUYC Ha oaHoM malinHe.

Mma nonb3osatens
HasBaHue ceTeBoro . OC ceTteBoro
BupTt. mawmnHa MO VipNet CeTeBoro y3na, yposeHb
y3na y3na .
nonHoMounii
ViPNet
[naBHbIN Administrator _
Net1-Admin aAMUHUCTPaTOp (LYC knnent | OC Windows Admin
Server
(LO) (VM) cepsep + YKL)
ViPNet Client
KoopauHatop
Net1-Coord (L|O) | HeHTP Ojpunc . 0OC Windows 10 | CoordinatorOffice
Coordinator
(VM)
KoopauHatop .
2-
Net2-Coord dunnan V|PNeF OC Windows 10 | CoordinatorSub
(Punnan) Coordinator
(VM)
Net2-Client Monbsosatenb_2 | yipNet Client | OC Windows 10 | User2
(dnnnan) dunnan




Umsa nonb3oBartens
HasBaHue ceTeBOro . OC cetesoro
BupT. mawmHa NoO VipNet CeTeBOro y3na, yposeHb

y3na y3na o
noAHOMouUM

(VM)

CeAaszu Memdy y3namu Heobxooumo Hacmpoume camocmoAameribHo.

Tabnunua 2. Cxema cBA3€eN NOb30BaTENEN

Cxema cBA3sem . . . Coordinator
- Coordinator Office Admin - User2
nonb3oBaTtenem Subsidiary

CoordinatorOffice

Admin

CoordinatorSub

User2

3apgaHue 2.1. Co3aaHue CTPYKTYpbl 3aLMLLEHHOMN CeTu:

e LIYC. Heobxoamnmo co3aatb B LUYC cTpyKTypYy 3aLMLLEHHOM CETU B COOTBETCTBUM C
3a4aHHOM cxemon (Bbirpy3uTtb otuetr B HTML). Co3aaTth nonb3oBaTenien y3nos,
HACTPOUTb NOJIHOMOYMA NONb30BaATENEN N UX CBA3WN B COOTBETCTBUM CO CXEMOMN.

e VYKU. TMpoBect wuHMUManm3aumio YKL, COXpaHUTb KOHTEMHep K/auen
agMuHUCTpaTopa B obuiein nanky (co3gate noananky 3agaHue 2.1), NOMeEHATb
TMN naponen Ana nonb3oBatenei («cobcTBeHHbIM®»). 3agatb nNaponu
nonb3oBaTenen N coxpaHuTb B TeKCToBbIN dann. CdopmmpoBaTb AUCTPUOYTUBDI
KNOYEeN ANA BCex CeTeBbIX Y310B (COXPaHUTb Ha XKecTkui guck). Co3gaTb rpynnbl
Y3108 ANA LEeHTPanbHOro odomca n dpmanana, HaCTPOUTb NAPOIb AAMUHUCTPATOPA
rPynnbl CETEBbIX Y3/10B A8 KaXK 40N 13 rpynn (NpoBepuTb, YTo Naposib paboTaeT).

e Ha Bcex y3/lax CeTM KOPPEKTHO HACTPOUTb WM NPOBEPUTb KOPPEKTHOCTb
HaCTPOWMKM ceTeBbIX NHTEPdENCOB B COOTBETCTBUMN CO CXEMOM (Ha KOOpAMHATOpPaXx
2 uHTepdelica — BHEWHUI U BHYTPEHHUI), NPOBEPUTb AOCTYMHOCTb COCEAHMX

y3/10B.

e Pa3sHectn DST ¢annbl no APM, nNpoBecTM MePBUYHYIO WUHULMANM3ALMIO Y3108
3aWmLLEeHHON ceTn (KOOPAMHATOPOB M KIMEHTOB), NPOBEPUTL AOCTYNHOCTb Y3/10B

3aU.LMU.LeHHOﬁ cetTn n caenatb CKPUHLIOTDI pa6OTOCﬂOCO6HOCTM Y3/108B.



3apgaHue 2.2. KomnpomeTaumsa y3na 3alULLEHHON CeTU

MNepen Havyanom BbINONHEHWMA 3aPUKCUMPOBATb CKPUMHLUOTAMM MMEIOLLYHOCA CTPYKTYpPY
cetTm U OKHO YKL ¢ BapumaHTamM nNepCoHasIbHOrO K/4Ya KOMMNPOMETUPYEMOro
nonb3oBaTens, T. K. B CAy4ae HeyaauyHOM KOMMPOMETAUMWU CTPYKTypa CETU MOXKET
HapyLWwmuTbCA.

Mpoun3BecT KOMMPOMETaLUMIO KaloYel U BOCCTaHOB/AEHWE CEeTeBOro B3aMmMOoAencTBuA
cpeacteamu YKL/LLYC:

® CKOMMPOMETUPOBATb KAOYM MNO/b30BaTenAa user 2 Ha y3ne [lonb3oBaTtesnb 2
dununan

® [1POU3BECTU CMEHY K/Nt0O4Yen N0Nb30BaTesNIA U CETEBDIX Y3208,

e 0OTNpaBuUTb OOHOBAEHUA U MPOU3BECTU NpoUEeAYyPYy CMEHbI K/O4Ya NoJsib3oBaTeNA
Ha y3ne Monb3osaTtenb_2 Puaunan (duKcnpoBaTth BCe Waru),

e MpoBepuTb PaboTy 3aLULLEHHON CeTU Nnocne 0H6HOBIEHMA OTNPaBUB COObLLEHNE
OT Nonb3oBaTesna user 2 aAMUHUCTPATOPY.

BocctaHoBNEeHME B3aMMOAENCTBMA C NMOMOLLbIO PYYHOM YyCTaHOBKM DST 3acumMTaHO He
byger.

3agaHue 2.3. MoauduKaumua 3aLmLLLEHHON CeTH

MNepen HayaNoOM BbINONHEHMA cAenaTb Snapshot Bcex moandpuLmMpyembixX MaLLUH.
MoanduKkauma CTpyKTypbl CeTH:

e [106aBUTb HOBbI CETEBOM Yy3en M nosb3oBaTens 3a
KoopaunHatopom LeHTpOduc (6e3 daKTtMyeckoro pasBepTbiBaHUA €ro Ha
BMPTya/sibHOM MalumHe). [ob6aBuTb CcBA3b MNONb30BaTeNA HOBOrMo Yy3fna C
nosb3oBaTenem user2. Ha yKasaHHbIX y3/1ax NpoBepUTb NOABIEHME HOBOrO Yy3Na.

e [lo6aBuTb nosb3oBaTenA Ha y3ne MNonb3oBatens 2 dunmnan (Net2-
Client ¢unmana 2), cBAsaTb ero co BCEMW NO/b30BATENAMM TPYNMbl Y3108
LeHTpanbHbIM oduc. [Na yKasaHHbIX MNOAb30BaTeNEeN MNPOBEPUTb MNOABAEHME
HOBOM CBA3M.

L OTI'IpaBVITb NMMCbMO MO ,El,enosoﬁ no4yTe NoJab30BaATE/IO Cy3na admin.



3apgaHue 3. MexceteBoe B3aumogeiicTeue 3almLEHHbIX ceTei (co cBA3AMM «Bce CO
BCEMUY)

INTERNET
192.168.13X.253/24 Net2
(X = Pabouee mecro)
\ Netl Ooduc dpunman «Cetb 2 dunuan»
\\ [nasHbiit opuc «Cetb 1 LLO» INTRANET ~
60.80.10.0/24 Net2_Lan Q ’
.
=N Net1_lan @ 192.168.100.0/24 N 3
'A 10.14.0.0/24 @ ——————————— ~i
A
< S
% Koopauratop KnuneHT ViPNet
KoopauHatop unman Net2-Client
[NaBHbIi agMUHUCTPaTOP LieHTp. oduc Net2-Coord
Net1-Admin Net1-Coord
@ Net3
Q\’ Oduc naptHepos «CeTb 3 MeXceTb»
.
N\ — Kommyratop Net3_Lan
3 172.16.0.0/24
£ |
HesauuuieHHbIi y3en \Q ’A
Net1-DB-Open %
KoopauHatop
Cerb 3
Net3-Coord AZMUHUCTPATOP ceTh 2
Net3-Admin
N
Ny
.%‘ S
HesawuueHHblit ysen
Net3-Open

PucyHoK 2 Cxema merKceTeBoro B33MMOA€V1CTBMH

Pa3BepHyTb Ha Net3-Admin (CeTb 3 mexceTb) Ha MK paboyee mecto AgMUHUCTPaTOPa
NapTHEPCKOW CeTn, CO34aTb CTPYKTYPY BTOPOM ceTu:

e Pabouee mecto agmuHuctpatopa (b4, UYC, YKL, ViPNet Client)
e 1 koopanHatop (Net3-Coord)
e 1vy3en Admin n nonb3oBaTtenb Admin
Bce naponu nonb3osatenen B cetu ViPNet caenatb 12344321
Maponn agmuHuctpatopos cetn ViPNet caenatb xxXX1234
e YCTAHOBUTb M HacTpouUTb Heobxoanmoe MO

e HacTpouTb MeXKceTeBOe B3aMMOAENCTBME MEXKAY ABYMS 3aLLULLEHHBIMU CETAMM,
cAenaTb CKPUHLLOTbI BCEX 3TaNOB YCTAaHOBKM MEMKCETEBOrO B3aUMOAENCTBUA.

e [lpoBepuTb B3aMmoAenCTBME Y3/10B, OTNPaBMB COObOLLEHME [e/0BOM MNOYTbl B
nporpamme ViPNet Client Monitor c y3na Admin (cetb 1) Ha Admin (ceTb 2).

3apgaHue 4. TYyHHeNMpPOBaHME B paMKax MeXCeTeBoro B3aumoaencramsa
e [loakntounTb HesawmuweHHy MmawnHy B cetn 3 (Net3-Client-Open).
e [InA BTOPOM OTKPbITON MalLnHbI ncnonb3oBaTb Netl-DB-Open y3en B cetn 1

e HacTpouTb TyHHENNpPOBaHME TakKMM 06pa3om, 4YTOoObl B3aMMOAENCTBME MeXAay
OTKPbITBIMWU y3/1aMU U3 pPasHbiX CeTel OCyWecTBAAN0Cb MO WudpoBaHHOMY



KaHany. MNpoBepuTb AOCTYNHOCTb HE3AWMLLEHHbBIX MaWWH APYT APYry C NOMOLLbIO
ICMP (ping).



Moaynb F: TexHonorum 3awmTbl y371a U areHTCKOro MOHUTOPUHra
3apaHue 1

Heobxoanmo ycTaHOBUTL (cMeHUTb) naponb ana yaaneHusa Device Monitor Agent Bcex
BMPTYabHbIX MalLMH HapyLwmTenen c nomoubio cpeacts DeviceMonitor Server
(yaaneHHo). Maponb:

3apaHue 2

Heobxoanmo co3aatb HOBYHO MOANTUKY (KPOME NONIUTUKM Ha YCTPOMCTBA MO
YMOJI4aHUIO), Ha3BaB ee « », NPUMEHUTb €€ K rpynmne KOMMbTePOB MO
YMONYaAHUILO.

MNocneaytowme npasmaa No 3agaHNAM 40NXKHbI ObITb 406aBNAEHbI B 3TY NOJIUTUKY.
3apaHue 3

[Ona ynobcrea paboTbl opuuepa 6esonacHoCTM HEOH6XOANMMO YCTAHOBUTL
AOMOJIHNTENIbHYIO KOHCO1b ynpassiieHna IWDM Ha KomnbloTep «HapywmnTena» ana
yAaneHHoro aoctyna K cepsepy IWDM.

3apaHune 4

Ncnonb3ynte gna Bxoaa B KOHcob IWDM gomeHHOro nonb3oBaTens

3apaHue 5

Heobxoanmo 3anpetntb Nnonb3oBaTtbca Microsoft Paint, a Takke Paint 3D (npwu
Ha/IMYMMK), TaK KaK y4aCTUAMCh C/Ty4an NOAAENKM NnevaTet KOMNaHuu.

3apaHue 6

Heobxoanmo 3anpetnTb CO34aHME CHUMKOB 3KpaHa B TabanyHbix npoueccopax (Libre
Office calc) n KanbKynaTope Ana NpeaoTBPALLEHUA YTEYKN CEKPETHbIX pacyeToB 1 6a3
OAHHbIX.

3apaHue 7

HeobxoamMmo nocTaBUTb Ha KOHTPO/Ib bydep obmeHa B 0PUCHbBIX NPUNOKEHMAX NaKeTa
Libre Office (writer n impress), a Tak:ke notepad++.

lMposepums pabomocnocobHOCMb U 3ahUKCUPOBAMb BbINOAHEHUE 3AHECEeHUEeM napbl
cobbimuli 8 IWTM Ha nrobeie noaumuku Traffic Monitor.

3apaHue 8

Heobxoanmmo noctaBuTb HAa KOHTPO/Ib KONMMPOBAHMA AaHHbIX 40 M6 Ha USB-
HaKOMUTENIN N CeTeBble MaMnKM.

lMposepums pabomocnocobHOcmMb 06bIM CIOCOBOM U 3ahUKCUPOBAMSb 8bIMOMHEHUE
3aHeceHuem napel coboimuli 8 IWTM Ha awbsie nonumuku Traffic Monitor.

3apaHue 9

Co3pgatb NOAUTMKY NO BNOKMPOBKE KONMPOBAHUA MCNOHAEMbIX exe-pannos Ha USB-
HakonuTtenu. MNposepntb paboTocnocobHOCTb U 3aPUKCMPOBATL BbINONHEHNE
(3admKcnpoBaTh pesynbTaThl B BUAE CKPUHLLOTOB),
3apaHue 10




Heobxoanmo 3anpeTnTb 3anmcb ¢anaos Ha BCce CbeMHble HOCUTENN MHGOPMaLLUK
(dnewkmn), octaBnB BOSMOKHOCTb YTEHUA M KONMMPOBAHUSA C HUX.

3apgaHue 11

C yyeTom paHee CO34aHHON NOAUTUKM HEODBXOAMMO pa3peLlmnTb 3anmcb ¢aiiioB Ha
AOBEPEHHbIN HOCUTE/b. 3aNPeT Ha 3aNnCb Ha OCTa/lbHble HOCUTE/IN OCTABUTb B CUJIE.
3apaHue 12

[ns npepoTtepaleHma HeadpdeKTMBHOro pacxoaa paboyero BpemMeHn COTPYAHMKOB
OTCNEeXMBaATb ABUMKEHUE BUAEO KOHTEHTA (*.avi, *.mov, *.mp4) B 06wwmnx nankax
KomnaHuu. OTaenbHO KOHTponMpoBaTb pannbl bonbwe  M6anT n meHbwe
M6anrT.

3apaHue 13

Heobxoanmmo yCTaHOBUTb KOHTPO/1b 338 KOMMNbIOTEPOM NOTEHLMANbHOIO HapyLWMWTENSA B
cnyyae ncnonb3oBaHuA bpaysepa Google Chrome nytem co3gaHMs CHUMKOB 3KpaHa
Kaxkable 15 cekyHA nam npm cMeHe OKHa.

3apaHue 14

3apaHue ...



Mogaynb G: NMpeaoTBpaweHne MHLUAEHTOB U yNpaBieHue cobbiTuamu
MHPOpPMaLUOHHOU Be3onacHOCTH

3apaHue 1: cBoakm
Co3paiiTe HOBble BK/1aZIKM CBOAKM B pasaene «CBogKa» noj HasBaHUem «4emnumoHaT»
N« »

3apaHue 2: CBOAKMU

Co3paiite B cBOAKe «4emnuMoHaT» 2 BUAKETA:

o BbibopKa no cobbiTnam Kpaynepa 3a

o BbibopKa N0 NOIMTUKAM C TEXHONOTUAMM: FTpadUYecKkne o6 bEeKThI, ,
3a nocnegHuve

3apaHue 3: OTuetnbl

Co3panTte otyeT B pasgene «OTyeTbI», HA3BaB €ro « » n pobasbTe 2

BUAXKETa:

J OTo6pasunTb BCcex Nonb3oBaTeNeM, 3aHMMAOLLMXCA He OTHOCALLENCA K paboTe
AEeATeNbHOCTbIO (MO Teram UaAn APyrum KpUTEpUsam M3 3aaHUA Ha NOINTUKN)

J BbluncanTb TON-5 HapywuTenen cpeamn Bcex COTPYAHMKOB KOMMNaHUM

3apaHue 4

Heobxoammo co3aatb BUAXKeT B pasgene «CBoAKa», BKNaAKA « »,
oTobparkatoLnii cobbITMA C YPOBHEM YrPO3bl OT HU3KOTO A0 BbICOKOro Ha NpaBmAa
KONUpOBaHMA (BHELIHWE HOCUTENN, NeYvaTb) 3a nocneaHne  aHa(/aHen).

3apaHue 5

Heobxoamnmo co3aatb BUAKeT B pasgene «CBoAKa», BKNaAKaA « » ANA
OTObparkeHUA HapyLEeHUN TO/IbKO OT 060UX KOMMNbIOTEPOB HapyLuUTenen (BUPTyasbHble
MaALLMHbI) CO CPEAHUM U YPOBHEM yrpo3bl 3a nocnegHue _ aHA(/aHen).



Mopgynb 2. UccnepgoBaHue (ayauT) opraHU3aLmum € Lenbio 3alUTbl OT BHYTPEHHUX
yrpos.

e 3agaHuA AONXKHbI 6bITb BbINONHEHbI B BUAE 0TY4ETa B popmaTe .odt nam.docx;
lpadunyeckne MANOCTPALUN AONKHbI ObITb BHYTPU AOKYMEHTA.

® /TOroBbI CKaH AOKYMEHTa (C NoANUCHIO y4aCTHMKA) A0MKEH ObiTb 3arpy*KeH Ha
nnatdopmy file.worldskills.ru nog HazsaHnem Modyae_2_ Aydum_<damunus
yYacmHuKa>.pacuwupeHue

YYyacTHUKA CaMOCTOATENIbHO pacrneyaTbiBaeT AOKYMEHT, MPOBEPAET, PaCnMCbiBaETCS,
CKaHupyeT u 3arpy»kaeT pdf-otyét Ha nnatopmy file.worldskills.ru. PaboTa He
NPUHMMAETCA K OLeHKe 6e3 HaIMumA CKaH Konum ¢ NOANUCbIO KOHKYPCaHTa.

3apaHue. MNoarotosKa ayauta MHGOpPMaLUOHHOM 6€30NacHOCTU OpraHu3auumn

B uenax BbINONHEHMA NOATOTOBUTENbHBIX PaboT An1s nocTpoeHma Moaenm yrpos
MHOPMaLMOHHOM 6e30NacHOCTM NAAHUPYETCA NPOBECTM ayANT MHPOPMALMOHHbIX
CUCTEM M NPOLLECCOB OPraHn3aLLmm.

Bam, Kak cneymanuncty, nopy4eHo NpPoBeCcT! NOAroTOBUTEIbHbIE MEPONPUATUA MO
noAroToBKe ayanta MHGOPMaALMOHHOM 6e30MacHOCTU MHPOPMALMOHHOM CUCTEMBI MO
MCXOAHbIM AaHHbIM M OCHOBbIBAACh HAa AeMCTBYOWMX TpeboBaHMAX Poccuinckoro
3aKOHOAaTeNbCTBA NO 3alnTe MHGOPMALIMKN OrPaHUUYEHHOTO AOCTYNa, HE coAep Kallen
cBeZleHuMA, COCTaBAAIOLINE rOCYAapPCTBEHHYIO TaliHy. B npouecce npoBeaeHMa ayanTta
Bbl AONIXKHbI PELUUTb Ceayloliue 3a4auu (3agaHus):

1.1 Onpepnenntb nepeyeHb OCHOBHbIX 06bEKTOB MHbOPMATM3IALNMY,
npeacTaBAEHHbIX B OpraHM3auuu.

1.2 Onpepenntb KaHanbl Nepeaavn AaHHbIX

1.1 OnpeaennTb NepedyeHb CYyObeKTOB, UMEIOLLNX AO0CTYN K UHPopmaLmK, Ha
OCHOBaHWM AaHHbIX Tabanubl 1, CTPYKTYPa KOMMNAHUU U IMYHBIM OMbITOM
paboTbl c AD

1.2 OnpeaennTb rpaHnLbl AOMeEHOB aoBepus (nepumeTp(bl) 6e3onacHocTy).

1.3 OcyulecTBUTb KaTeropuposBaHue (Knaccndukaumio) npeacTasieHHON B

opraHusaumm nHGopmaLmMm B COOTBETCTBME C TUNAaMKU MHbOPMaLMK
OorpaHWYeHHOro AocTyna



NHdopmauma | Tun nHpopmauunm CybbekTbl, metowme | KommeHTapum
OorpaHWyeHHoro [O0CTyN K
aocrtyna nHbopmaLnm

1.4 OnpeaennTb NepevYeHb akTyabHbIX 419 OpraHM3aumMm 06 bEKTOB 3aLLNUTDI,
npueectTM o60CcHOBaHMe. 3anoNHUTb Tabanuy.

Ob6beKkT O6beKT 3aLuThI ObocHoBaHue Tun ob6beKTa
nHpopmaTnsaymm aKTyaNbHOCTH 3aLLNTbI
3alWNTbI cornacHo
onpeaeneHus B
FOCT P 50922-
2006

1.5 MNposecTn conocTtaBneHme TUNOB MHGOPMaALUM OFPAHMYEHHOrO A0CTYNA
OrpaHMYEeHHOro Aoctyna TpeboBaHMAM 3aKOHOAaTenbCcTBa PO,
NaeHTndmnumposaTtb nepedyeHb HOPMaTUBHO-NPaBoBbIX akToB (HMA) PO n
PerynaTopHbIX AOKYMEHTOB, TPEOOBaHMA KOTOPbLIX PAaCNPOCTPAHAIOTCA Ha
opraHmMsaymio. 3anofHUTL Tabanuy.

NHpopmauua Tun nndopmauymm HIMA n perynatopHble
OrpaHUYeHHOro OOKYMEHTbI
AoCTyna

1.6 CocTaBbTe nepeyeHb OCHOBHbIX YrPo3 (PMCKOB) OT BHYTPEHHUX yTeueK
MHbOPMaLUM OrPaHUYEHHOro A0CTYNa AN opraHusaumn. Mpuseaete
NOSACHEHUSA, Npu HeobxoaMMOoCTU. PaccmoTpeTb TONbKO Cay4yald, Korga



NCTOYHUK yrpo3bl 6e30nacHOCTN MHPopMaLMK (CYOBEKT) — BHYTPEHHWUM
HapywuTenb, GU3nYecKoe N1uo.

MpunoxkeHune 1. Pe3ynbTaTbl ONpoca COTPYAHUKOB U PYKOBOACTBA
HanpasneHus pabor

HayyHo-uccnepgoBaTenbckaa komnanusa «emo Jlab» 3akazana gemosepcuto DLP-
CUCTEMbI C Lenbto onpoboBaTb GYHKLUMOHAbHbIE BO3MOMKHOCTU NPOrPaMMHOro
obecneyeHus.

KomnaHusa «lemo /1ab» 3aHMMmaeTca (@) KOHTpaKTHOM pa3paboTkon u (6) Npoaarken
NepCcneKTUBHbIX 31EKTPOHHbIX CUCTEM B MHTEpPECcax rocyAapCTBEHHbIX U KOMMEPYECKNX
opraHusaumi. TakxKe B NapTHEPCTBE C KOMMNAHUAMMK «BONbLION YeTBEepPKa» KOMMNAHUA
(B) ocywecTBnAeT ayaAnT CTOPOHHMX OPraHM3aLnii (B 4aCcTM CTaHAAPTOB KayecTBa U T. N.),
obnagan Bcemun HeobXoANMMbIMUM ANA STOMO NNLEHIUAMMU.

[AoxogHocTb paboT No HanpaBAeHUAM

Map*KMHaNbHOCTb PaboT, CBA3aHHbIX C KOHTPAKTHOM pa3paboTKOM pa3NYHOro poaa
cuctem (HUP/HUOKP) coctaBnsieT 20%, OT NpoAaK 3N1eKTPOHHON KOMMNOHEHTHOW 6a3bl
(cobcTBEHHOM M CTOPOHHENM pa3paboTku) — 50%, oT ayauTopcKon aeatenbHocTM — 50%.
CpeaHAa CTOMMOCTb KOHTPaKTa Ha pa3paboTky — 100 maH pybneit (Bcero 3a 1 KOHTPAKT),
cpeaHuit nepuoa UCnoaHeHua - 2 roga. B roa 3akntovaetcs, B cpeaHem, 20 KOHTPAKTOB.
TemaTunkm paboT HOCAT HeCEKPETHbIN, HO 3aKPbITbIN XapaKTep, Hanpumep: pa3paboTKka
NepcneKkTUBHbIX CUCTEM KOCMMUYECKOM CBA3U, PAANO/IOKALMOHHBIX CTaHLUMN, CUCTEM
CBA3U, CUCTEM AaBTOMATMU3ALMM ANA OPraHOB roCyAapCTBEHHOM BAACTU U T. N.

CpegHAaa CTOMMOCTb A0roBOPA NOCTAaBKM INEKTPOHHbIX KOMNoHeHT — 20 000 gonnapos,
ANUTENbHOCTb NOCTaBku — 2 Heagenun. B roa 2000 «cpeaHUX Npoaark».

JloroBopa Mo y4yacTu1io B ayAUTOPCKOMN AeATeNIbHOCTM NPUHOCAT 1 MAH. S B roa,

TaKKe y KOMNaHMK ecTb A0rOBOP C rOCYAapCTBEHHbIMM OpraHammn 06 opraHu3aumm
rocyaapCTBEHHbIX 3aKYMNOK NO OTAE/IbHbIM KaTeropmMam NPOAYKTOB NYTEM OpraHM3auum
TOpros (T. e. KOMNaHWA AeNCTBYET Kak ornepaTop TOpros). B pamKkax opraHusaumm
TOProB KOMMNaHMA 3aHMMaeTca cOopoM 3aABOK, NPEeAOCTaBAAEMbIX YY4aCTHUKAMK TOPros
B COOTBETCTBUM C NPaBUIAMKN OPraHU30BaHHbIX TOProB B COOTBETCTBUM C TpeboBaHUAMM
325-03. [laHHas aeaTenbHOCTb YObITOYHA 414 OpraHM3aLUum, HO NONOKUTENIbHO
CKa3blBaeTCA Ha eé penyTauuu.



MCXOAHbIE AAHHbIE

MpumeuyaHue: ChopmynnMpoBaHHbIE UCXOAHbIE AAaHHblE OPraHM3aLUKU B TOYHOCTU
COOTBETCTBYIOT 6a3e AaHHbIX OpraHM3auuKn, pacnonoxeHHon Ha cepeepe AD.

CTpyKTypa KOMnNaHum

fpynna TM Kon- UHdopmayUOHHbIe UupKynupyrowme
BO cucrembl OaHHble
coTpy
AHUKO
B

Byxrantepua 8

(Accounting)

Otpen 10

[,0roBopos

(Financial)

Coset 3

OMPEKTOPOB

(BOD)

Otpen kagpos 3

(HR)

NHPopmaumoHH | 10

ble TeXHON0rnm

(IT)

Otpen npopgaxk | 15

(Sales)

TeHaepHbIN 7

KomuTeT

(Tenders)

Tabanya 1

B AD KoMNaHWM ANs KaxkA0ro COTPYAHUKA YKasaHbl cieaytouimne atpmbyTol:
1. ®oTorpadwus

damunua

Uma

HOoNXKHOCTb

Otpnen

DNeKTPOoHHaA NoyTa

ouneswN




7. MobunbHbIN TenedoH
8. Skype/WhatsApp



