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1. BBEAEHUE

1.1. HA3BBAHUE Y OIUCAHUE MMPO®ECCUOHAJIBHON
KOMIIETEHLIUU

1.1.1 Ha3zpanue npodecCHOHAIBHOM KOMIIETESHIINH:

«KopriopatuBHasi 3amurta OT BHYTPEHHUX YIpo3  HMH(QOpPMaIMOHHOM
0e30MacHOCTHY.

1.1.2 Onucanue npopecCuoHAIbHON KOMITETEHIIUU.

B Hamm pgHM omHMM W3 HamOoyiee aKTyalbHBIX BOIIPOCOB  3alllMTHI
KOpIIOpaTUBHOU MH(OpMaIU — oOecrieueHne 0e30MacHOCTH OT BHYTPEHHUX YTEUEK
M0 TEXHUYECKUM KaHajaM cBs3u. OjHa U3 [IaBHBIX yTIPO3 KOPIOPATUBHOU
UH()OPMAITMOHHOW OE30MacHOCTH — HENPAaBOMEPHBIE JEUCTBHUS COTPYIHUKOB (T.H.
WHCANJIEPOB), IPUBOISIINE K TOTEPE KOHPUIECHIIUATBHBIX JAHHBIX, COBEPIIICHHBIC KaK
[[EeJICHANPABJICHHO, TaK M W3-3a XaJIATHOCTH, HEBHUMATEIHLHOCTH WM HE3HAHUS
DJIIEMEHTAPHBIX TMPaBWJI OCE30MAaCHOCTH MpeanpusaTus. VMMeHHO «Ha WX COBECTH»
OOJBIIMHCTBO TPOMKUX KpaXK JaHHBIX, 3a(UKCUPOBAHHBIX IO BCEMY MHUpPY B
nocyeHre Toel. [I[pudnHOi yTeuek Takke MOTYT OBITh ACHCTBUS TOCTOPOHHUX JIHII,
HAXOJIAIIUXCS Ha TEPPUTOPUU TIPEINIPUATHS U UMEIOIINX JTOCTYN K BBIYMCIUTEIHHO-
ceTeBOil MHGpaACTpyKType (KIUEHTHI, MOCTABIIMKH M T.I.). YTEYKH HHPOpMaLUU
MOTYT TIOPOJHTH HEJbIN PsJT TPOOIeM:

1. YTeuka nmepcoHaabHBIX JaHHBIX. MOJKET TOBJICYh 3a COOOM KaK CaHKIIUH CO
CTOPOHBI KOHTPOJUPYIOIINX OPTaHOB, TaK U OTTOK KJIMEHTOB, CBSI3aHHBIN C YTpaTOH
JIOBEPHS K KOMITaHUH.

2. VYTeduka KOMMEpPYECKOW TaWHBI W HOy-Xay. YTeuka wuHpopMmammu o0
WHBECTUIIMOHHBIX IUIaHAX, MApKETHHTOBBIX IIpPOrpaMMax, HWHHOBAIMAX, JaHHBIX
KJIMEHTCKON 0a3bl CIOCOOHA MPUBECTH K CPHIBY BAKHBIX U MTPUOBLILHBIX MTPOCKTOB.

3. VYreuka cmyxeOHOM mnepenucku. CnyxkeOHas Nepenucka MOXKET JaTh

KOHKYPCHTaM MHOI'O I/IH(l)OpMaIII/II/I O CUTyallM1 B KOMIIAHHH.
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4. YTeuku B mpeccy. MoryT moBieys 3a coOOM pasrialieHue KOMMEpUYECKON
TalHbI OPTAaHU3ALIAH.

5. VYrteuka unbopmanuu o cuctemMe Oe30nmacHOCTH. OTKPBIBAET HIMPOKHE
BO3MOXXHOCTH JJIS IEATEIIbHOCTH KPUMUHAIIBHBIX CTPYKTYP.

6. YTeuka CBEJICHUM, COCTABIISIIONIUX TOCYJAPCTBEHHYIO TallHY U T.J.

HeobxoaumocTh 3a1IUThl OT BHYTPEHHUX M BHEUTHUX YTPpo3 HHGOPMAIIMOHHON
0€30MacHOCTH HE TOJIbKO JOKa3aHa Ha MpaKTUKE, HO M YHNOMSHYTa B KJIHOYEBBIX
MEXIYHAPOJHBIX CTAaHJApPTaxX MO OPraHU3alMd U MEHEIKMEHTY WHOOPMAIMOHHOU
oe3onacHoctu (Hanpumep, B ISO/IEC 27001).

TexHOI0rnu KOPIOPaTUBHOM 3aIUTHI OT BHYTPEHHUX YTPO3 HHPOPMALIMOHHOMN
6e3omacHocTH, OTHOocsmuecss K kimaccy Data Leak Prevention (DLP) mosBossitor
BBIABJISITh M NPEAOTBpAIllATh yTEYKU KOH(PUACHIMAIbHOW wuHbOpPMALUU U
MEPCOHAIBHBIX JaHHBIX, 3alIMIIATh KOMIIAHWH OT MOIIECHHUYECTBA, BOPOBCTBA U
KOpPPYMNIMHU, JETEKTUPOBATh HEMPABOMEPHBIE NEMCTBUS COTPYAHUKOB U HEIIEIEBOE
UCIIOJIb30BAaHUE KOPIOPATUBHBIX pecypcoB. CHCTEMBbI KOPIIOPATUBHOM 0€30MacHOCTH
MO3BOJISIIOT OJIHO3HAYHO BBISBISITH MHIUMICHTHI U JAIOT BECh HEOOXOIUMBIN HAOOp
WHCTPYMEHTOB JUIsl TNPOBEACHUS BHYTPEHHUX pACCIEIOBAHUM M JaJbHEWIIEH
IIPABOBOM 3aIIUTHl KOPIIOPATUBHBIX HHTEPECOB.

Crnenmanuctel MO  KOPHOPATUBHOW  OE€30MacCHOCTH  JIOJDKHBI  00JaaaTh
TEOPETUYECKUMHU 3HAaHUSIMU TI0 OOECIEUEHHI0 KOPIMOpPATUBHOM 3alllUThl  OT
BHYTPEHHHX YTPO3, IOHUMATh ACTICKTHI IPUMEHEHHS HOPMAaTUBHO-TIPABOBOM 0a3bl JIsI
KJ1acCU(UKAIMU U pacciaeI0BaHNS UHIIMICHTOB, B COBEPILIEHCTBE BIaJAETh CUCTEMAMHU
Y TEXHOJIOTUSIMM T TOCTUKEHHUS LIEJIEHN 3aIUTHI.

HeoTrwsemiremoii 4acThio padboT 110 00SCIIeUSHUIO KOPIIOPATHBHOM 0€30acHOCTH
OT BHYTPEHHUX YTEYEK SBISACTCS MPOBEACHUE BCErO0 KOMIUIEKCA TEXHUYECKHUX
MEpONPUSATUNA MO aHATU3Y MOTOKOB JAHHBIX, KAK IMPKYJIUPYIOIIUX BHYTPHU IEPUMETPA
3amuIEaeMoil nHPOPMAITMOHHOW CHUCTEMBI, TaK W Tepecekaronmx ero. J[ms storo
CHEIUANINCTBl JODKHBl YMETh IMPOBOJUTH BECh IUKI pabOT IO YCTaHOBKE,

pa3BEPTHIBAHNIO, HACTpOIiKe, Ucnoab3oBaHuio DLP-cuctem, Bkimouas pa3paboOTKy
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MOJIUTUK HMH(POPMALMOHHOW 0€30MacHOCTH, Kiaccu(ukanuio OOBEKTOB 3allUTHI,
MPUMEHEHUE TEXHOJOTUH (UIBTPAIMN Pa3IMYHBIX BHIOB Tpaduka, (QUILTPAIUIO
NEepexXBaueHHOT0 Tpauka JJid TIOMCKAa HAaWJACHHBIX WHIMJICHTOB, BBIIAYY
pasperieHus/3anpenieHus Ha JOCTaBKy ONMPESICHHBIX JaHHBIX, aHATU3 COICPKUMOTO
MEePEXBAYCHHOTO TpaduKa C TIETbI0 BBISABICHUS HAPYIICHUA KOPIMOPATUBHOU
MOJINTUKHU O€30MACHOCTH, AMATHOCTUKY Pa0OTOCTIOCOOHOCTH, U T.I1.

Baxupim  HampaBieHueM oOecrniedeHUsi 0€30MacHOCTH  KOPHOPATUBHOM
uHpopMaluu — peaju3alus [PO3pPavHOro  JIOCTyNMa K  TEePPUTOPUATIBHO-
pacrpeesieHHbBIM HH)OPMAITHOHHBIM PECypcaM KOMITAaHUH Y€pe3 CETH CBSI3H OOIIETO
MOJIb30BaHUsA, B TOM uucie MurepHeT. g 3amuThl TiepenaBacMbIX JTaHHBIX
UCTIONIB3YETCSl TEXHOJIOTUM BUpTyasbHOW uacTHOM cet (Virtual Private Network,
VPN) u MexceTeBoro 3KpaHupOBaHMS, BKIIIOYAs:

e 3amuTy HHGOPMAITIH, TIEpeIaBaeMOi TT0 KaHATIaM CBSI3H;

® 3aIHUTy CETH B IIEJIOM, €€ CErMEHTOB OT HECaHKIMOHHPOBAHHOTO
JI0CTYyTIA, KaK U3 BHEITHUX, TaK U U3 BHYTPEHHUX CETEH;

e KOHTpoJIb Tpaduka Mexay y3namu VPN-ceru, Biitouas (GpuibTparuio
Tpaduka;

® WCIIONB30BaHWE B KAaueCTBE TPAHCIIOPTHOW CpeIbl Mepeaadyd JTaHHBIX
KaHaJbl CETEH CBS3U OOIIETO MOJIb30BAaHUS,

® BO3MOXHOCTh MOAEPHU3ALIUH, MOAYJIbHOTO HapamuBanus VPN-cery;

® I[CHTpPAJIU30BaHHOE yrpasieHue VPN-ceThlo.

JIyist mpetoTBpalieHusl 1 MUHUMM3AIUHU TTOCJICICTBHI aTaK Ha KOPIIOPATUBHYIO
UHOPACTPYKTYPY ¥ OOBEKTHI 3aIUTHI, HEOOXOIMMO UX CBOEBPEMEHHOE BBISBJICHUC U
npaBuiIbHAs KJAcCU(UKAIUS C MCIOJIb30BAaHUEM CHUCTEMBbI OoOHapykeHus arak |DS
(Intrusion Detection System).

HeoOxogumo 3HATh W yMETh NPHMCHATH Ha TPAKTUKE CPEICTBA 3alllUThHI
nH(OpPMAITUU ¥ MEXaHU3MbI Pa3TPAHUYCHUS TOCTYIIA OTIEPAIIMOHHBIX CUCTEM, TaKue

KaK rpymnmnoBbie moauTuku aomeHa Windows, mudpoBbie cepTHU(PHUKATBI, JIEMEHTBI
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uHPpacTpykTypbl OTKpHIThIX Kitouer (PKI), daliepBonbl, cuCTEMBbI KOHTPOJIS
LEJIOCTHOCTH | T.II.
[ToMrUMO TEpPEYNCICHHOTO, CIEIUAINCT IO KOPIOPATUBHON 0€30MacHOCTH
JOJDKEH YMETh MOATOTOBUTH OTYETHI O HAWJCHHBIX MHITUACHTAX (C OIEHKOW yPOBHSI

yYIPO3bl 1 HOPMAaTUBHOW OLIEHKOM) MEHEI)KMEHTY OPTaHU3alUH, KOTOPYIO 3allHIIAET,

a TAKKC IMIPABUJIIBHO OLICHUTD YI'PO3bI U PUCKHU HH(i)OpMaHHOHHOfI 0e30I1acHOCTH.

1.2. BA’JKHOCTb U 3BHAYEHHUE HACTOSIIEI'O JOKYMEHTA

JIOKyMEHT COAEpKUT MH(MOPMAIUIO O CTaHJIapTaX, KOTOPbIE MPEIbSIBISIOTCS
y4aCTHUKaM [IJI1 BO3MOKHOCTH YYacTUsl B COPEBHOBAHUSIX, a TaKKE IPUHIIUIIBI,
METOIBl W TPOIEAYPHI, KOTOPBIC PETyIHUPYIOT copeBHOBaHusA. [Ipm stom WSR
npusHaér apropckoe npaso WorldSkills International (WSI). WSR Ttakke npusnaér
IpaBa MHTEIUIEKTyaabHOW coOcTBeHHOCTH WSI| B OTHOIICHNH TTPUHITUTIOB, METOJIOB H
IPOLIETYP OLEHKH.

Kaxap1i1 s3kcniepT 1 y4aCTHHUK JTOJKEH 3HATh U IOHUMATh JaHHOE TexHuuyeckoe

OITMCaHUC.

1.3. ACCOHMUPOBAHHBIE JOKYMEHTbBI

[Tockonbky aaHHoe TexHHUYECKOe OMUCAaHUE COACPKUT JUIIb MH(GOPMALHIO,
OTHOCAIIYIOCS K COOTBETCTBYIOIIEH MPOPECCHOHATIBHOM KOMIIETEHLIUH, €r0

HGO6XOI[I/IMO HCITIOJIB30BATh COBMCCTHO CO CJIICAYIOIIUMHU NOKYMCHTAMMU:

o WSR, pernaMeHT npoBeACHHS YeMITHOHATA;

o WSR, onnaitH-pecypchl, yKka3aHHbBIE B JAHHOM JJOKYMEHTE.

o WSR, noiauTrka 1 HOpMAaTUBHBIE MOJOXKEHUS

o WNHcTpykuusi 1o oxpaHe Tpyla U TEXHUKE O€30MacHOCTH 110
KOMITETEHIIUH
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2. CHEHUPUKALUA CTAHIAPTA WORLDSKILLS (WSSS)

2.1. OBIIIUE CBEJEHMS O CHELIU®UKALINA CTAHIAPTOB
WORLDSKILLS (WSSS)

WSSS onpenensier 3HaHne, MOHUMaHUE U KOHKPETHBIE KOMITETEHIIMH, KOTOPbIE
JeXaT B OCHOBE JIYUIIMX  MEXKIYHAPOAHBIX MPAKTUK TEXHUYECKOTO U
po(heCCHOHATLHOTO YPOBHSA BBITIONIHEHHMsT pabotel. OHa JODKHA OTpakaTh
KOJUICKTUBHOE OOIllee TMOHMMaHHWE TOTrO, 4YTO COOTBETCTBYIOIIAs pabouas
CHEIUATBLHOCTh WK TIPOo(deccHs MpeacTaBseT AJIT MPOMBIIIIICHHOCTH U OM3Heca.

[lempt0 COpeBHOBaHHUS 1O KOMIIETCHIIMM SIBJISICTCS JIEMOHCTpPAIUS JTYYIIAX
MEXIYHAPOJHBIX MPAKTHK, Kak ornricaHo B WSSS u B To# cTeneHu, B KOTOpPOH OHU
MOTYT OBITh peanu3oBaHbl. Takum oOpazoM, WSSS sBisercs pyKOBOJICTBOM IO
HE00X0AMMOMY OOYYEHHIO U TIOJIFOTOBKE JIJISi COPEBHOBAHUM 110 KOMITETEHIIUU.

B copeBHOBaHMAX 10O KOMIIETEHIIMM TMPOBEPKA 3HAHUNW U TOHHUMAaHUS
OCYIIECTBIISETCS TTIOCPECTBOM OIICHKH BBITIOJIHCHUS MPAKTHYECKOW paOOTHI.

WSSS pasnenena Ha 4eTKue pas3ziesibl ¢ HOMepaMu U 3arosioBkamu. Kaxmomy
paszueny Ha3Ha4YeH MPOIEHT OTHOCUTEILHOM BakHOCTH B paMkax WSSS. Cymma Bcex
MPOIIEHTOB OTHOCUTENIbHOM BakHOCTHU cocTaBiseT 100.

B cxeme BbicTaBIIeHUS OIIEHOK U KOHKYPCHOM 3aJIaHUU OIICHUBAIOTCS TOJIBKO TE
KOMIETEHIIMU, KoTopble u3nokeHbl B WSSS. Onm pomksbl oTpaxkaTh WSSS
HACTOJILKO BCECTOPOHHE, HACKOJIBKO JOIMYCKAIOT OTPAaHWYEHUS COPEBHOBAHUSA TIO
KOMITCTCHIINH.

CxeMa BBICTABIICHHS OIIGHOK M KOHKYPCHOE 3aJaHWe OyIyT OTpaXarh
pacnpeneneHue orneHok B pamkax WSSS B MakcHMMalbHO BO3MOKHOW CTETIEHHU.
Jlomyckatotcs konebanus B peaenax 5% mpu yCIoBUH, YTO OHU HE UCKA3sT BECOBBIC

kod(hurreHTsl, 3amannbie yeaoBusimMu WSSS.

© «Bopnackuminc Poccusiy KopmnoparuBHast 3a1ira oT BHyTPEHHUX Yrpo3 nH(pOopMaIMOHHOI 6€301acHOCTH 8



\.
worldskills
Russia

Pa3zgen BaxxHocTh
(%)

1 | Opranu3amnusi paGoThl ¥ yIpPaBJIeHHE 5%

Crnenuanuct AOJDKEH 3HaTh U IOHUMATh:

* llonumanue  mpuHOMIOB  pabOTBl  CHENUAIUCTa MO
UH(POPMALIMOHHOM 0€30MaCHOCTH U UX PUMEHEHHE;

* 3HaHUWe NPUHIIMIIOB U MOJIOKEHUH 0e30macHoN paboThl B 001IeM
¥ 110 OTHOIICHUIO K KOPIOPATUBHOM Cpee;

* Pernmamentupyromme IOKYMEHTHI B 00JacTu O€301MacHOCTH
UH(POPMALIMOHHBIX CHCTEM;

* Pernamentupylomue JOKyMEHTHl B 00JAacTH OXpaHbl Tpyda U
0€30I1aCHOCTH KHU3HEIEATEIbHOCTH;

* BaxHocTb Opranu3zanuu TpyJia B COOTBETCTBUU C METOJMKAMH;

*  MeToabl U TEXHOJIOTUH UCCIIEOBAHUS;

* BaxnHocTh ympaBineHHS COOCTBEHHBIM HPOQECCHOHATBHBIM
pa3BUTHEM;

*  Ckopocts m3menenusi UT-chepbl u obnactu nHMOpMAITMOHHOH
0€30I1aCHOCTH, a TaKXkKe BaXKHOCTb COOTBETCTBUSI COBPEMEHHOMY
YPOBHIO.

* BaxnHocTh yMeHHs choymarh CcOOECeIHMKAa KaK — YacTH
3¢ (eKTUBHON KOMMYHHKAIIHH;

* Pomu u TpeGoBanus xoyuter u Hambosee d(P(HEKTUBHBIE METOIBI
KOMMYHUKAIIH;

*  BaxHOCTb MOCTpOEHUS U MOAJEPKAHUS POTYKTUBHBIX pabounx
OTHOILIEHUH C KOJUIEraMU U YIPaBJISAIOIINMU;

* CnocobObl paspelleHHss HEMOHMMAaHUs U KOHQIMKTYIOIIHUX
TpeGOBaHUM;

* Meroabl yIpaBiI€HHs CTPECCOM W THEBOM JJIsl Pa3pelieHust
CJIIOKHBIX CUTYallUH.

Crenuanmict 10JKeH YMETh:

* TlomnepxuBaTh O€30MaCHYI0, aKKypaTHYIO U 3G(HEKTUBHYIO
pabodyto 30HY;

* Hcnonp3oBaTh Bce 000py0BaHHE U IPOrPaMMHOE 00eCTIeUeHHE
0€30MacHO ¥ B COOTBETCTBUU C HHCTPYKIUSAMH MPOU3BOIUTEINS;

* CnenoBath NpeANKUCAHUSM B 00JaCTH OXpaHbl TPyAa U OE30MaCHOCTH
KHU3HEIEATEILHOCTH;

*  PerymspHo rutaHupoBaTh CBOXO pabOTy M KOPPEKTHPOBATH TUIAHBI B
COOTBETCTBUH C U3MEHSIOIIUMUCS PHOPHTETAMU;

* TlonnepxuBath pabovee MECTO B JJOJDKHOM COCTOSIHHU U TTOPSIIIKE.

*  JIeMOHCTPHPOBATH Pa3BUTHIE CIIOCOOHOCTH CIYIIATh U 32/1aBaTh
BOIIPOCHI JUTs O0J1ee TIIyOOKOTO TOHUMAHHUS CIIOKHBIX CUTYaIlUH;

*  BricTpauBath 3¢ (PEKTHBHOE TMCHEMEHHOE U YCTHOE OOIICHHUE;

* [loHumaTh U3MEHSIOUINECS TPEOOBAHMS U AN TUPOBATHCS K HUM;

YcranoBka, KOHPUTypHpOBaHUE U YCTPaHEeHHe 15%
HEUCIIPABHOCTEH B CHCTEMe CUCTEM KOPIHOPATUBHOM 3a1UThI

OT BHYTPEHHHUX YIpPo3
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CHCI.[I/IaJ'II/ICT JOJIDKCH 3HAaTh U ITIOHHUMATh:

CeTeBoe OKPYKEHHUE;

CereBble MPOTOKOJIBI;

3HaTh METO/IbI BBISIBJICHUS U TTOCTPOCHUS MTyTEH ABUKECHUS
uHPOpPMALIUU B OpraHU3alNu;

ITonxoael K IOCTPOEHUIO CETU U KAK CETEBBIE YCTPOMCTBA MOTYT
OBITh HACTPOCHBI JIs1 2P(HEKTUBHOTO B3aUMOJICUCTBUS;

Turbl CeTeBBIX YCTPOMCTB;

PaznooOpasue oneparmoHHBIX CUCTEM, X BO3MOXKHOCTH C TOUKH
3pEHHUSI UCTIOIb30BAHMS MOJIB30BATEIAMU U JUIS1 pa3BEPTHIBAHUS
KOMIIOHEHT CUCTEM 3alllUThl OT BHYTPEHHUX YTPO3;

[Iponece BIOOpa MOAXOAAMINX IPpaiBEPOB M MPOrPAMMHOTO
oOecrnieueHus /Uil pa3HbIX TUIIOB allllapaTHBIX CPEJICTB U
ONEPALIMOHHBIX CUCTEM;

BaxxHocTb cnejoBaHUsI MHCTPYKUUSM U MTOCJE/ICTBUS, LICHY
peHeOpeKeHUsI UMU;

Mepsl pe10CTOPOKHOCTH, PEKOMEHIYEMbIE K IPUHATUIO TIEPE]T
ycranoBkol [10 wim 0OHOBICHHEM CUCTEMBI;

Oranbl yCTAHOBKM CUCTEMbI KOPIIOPATUBHOMW 3aLUTHI OT BHYTPEHHUX

yIpos;

3HaTh OTJINYMS PA3IMYHBIX BEPCUI CHCTEM KOPIIOPATUBHOM 3aIUThI
OT BHYTPEHHHUX YIPO3;

3nartb kakue CYB/l noanepxuBaroTCsi CHCTEMOM;

3HaTh Ha3HAYEHHUE PA3IUYHbIX KOMIIOHEHT BEPCHIl cucTeM
KOPIIOPaTUBHOM 3allIUTHI OT BHYTPEHHUX yIpo3;

3HaTh TEXHOJIOTMH ITPOTrPAaMMHOM U allllapaTHON BUPTyaJIn3alluy;
3HaTh 0COOEHHOCTH PabOTHl OCHOBHBIX TUIIEPBU30POB (MOHUTOPOB
BUPTYaJbHBIX MAIlIMH), TakuxX Kak VirtualBox, VMWare
Workstation;

Llenb JOKyMEHTUPOBAHMS TPOLIECCOB OOHOBJIEHHUS M YCTAHOBKHU.
BaxxHOCTB CITOKOWHOTO U CPOKYCHPOBAHHOTO MOJIX0A K PEIICHUIO
npo0JIeMbl;

3naunmMocThb cucteM UT-6e30macHOCTH U 3aBUCMOCTb
MIOJIB30BATENEN U OPraHU3alUi OT UX JOCTYITHOCTH;

[TomynsipHbIe anmapaTHbIE ¥ IPOTPaMMHbIE OLITHOKY;

3HaTh pa3/enbl CUCTEMBI KOPIIOPATUBHOM 0€301MacHOCTH, KOTOPBIE
OOBIYHO HCTIONB3YET CUCTEMHBIN aJIMUHHUCTPATOD;
AHaJIUTHYECKUN U TUAarHOCTUYECKHUH MOAXOAbI K PEHICHUIO
npo0Jem;

['panuiipl cOOCTBEHHBIX 3HAHH, HABBIKOB M TIOJTHOMOYHH;
Cutyanuu, TpeOyrole BMEIIaTeIbCTBa CIYKObI MOAICPKKY;
CranpapTHOE BpeMsl perieHusi Hanbosiee MONyJISIPHBIX MPooIIeM.

Crenuanuct T0JDKeH YMETh:

HNHTepnpeTrpoBaTh MOIH30BaATEILCKHIE 3aMIPOCH U TPEOOBAHUS C
TOUYKH 3pPEHUS KOPIIOPATUBHBIX TPEOOBAHUM;

[TpumeHsTh Bce TUIIBI KOH(UTYpaIHii, TPOrpaMMHBIE U annapaTHbIe
OOHOBJICHHSI HA BCE THIIBI CETEBBIX YCTPOWCTB, KOTOPBIE MOT'YT OBITH
B CETEBOM OKPY>KEHUHU;

HactpauBathb ceTeBble yCTPOICTBA;

© «Bopnackuminc Poccusiy
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*  AJIMUHUCTPUPOBAHHME ABTOMATU3UPOBAHHBIX TEXHUUYECKUE CPEJICTBA
yIOpaBieHUs U KOHTPOJISE HHPOPMAUU U HH()OPMALIMOHHBIX
MOTOKOB;

*  HaBbIkM CUCTEMHOI0 aIMUHUCTPUPOBAHUS B ONEPAIIMOHHBIX
cucremax Windows, Windows Server, Linux (Red Hat Enterprise
Linux, CentOS u ap.);

* HaBblku cUCTEMHOT0 aJMUHUCTPUPOBAHHUS B 3AILIUIIICHHBIX
oIepanruoHHbIX cucremax (Astralinux u ap.);

* Hacrpoiika B onepalinoHHBIX cUCTEMax IpaB JA0CTYIIa B
COOTBETCTBUE C POJICBOM /WM MaHIaTHOW MOJECIIBIO;

* Hacrpolika cpeacTs BUPTyaIn3aluu M0 ONepaMOHHBIMU
CUCTEMaM,;

* KoudurypupoBaHnue orneparioHHbIX CUCTEM TSI IPABUIIBHOTO U
3alIMIIEHHOT0 UCTIOJIB30BaHUs CPEACTB 0€30MaCHOCTH, B T.4.
CHUCTEMBI KOPIIOPATUBHOM 3aIIUTHI OT BHYTPEHHUX YIPO3.:

* VYCTaHOBKA CEPBEPHOM YaCTH CUCTEMBI KOPIIOPATUBHOMN 3AILUTHI OT
BHYTPEHHUX yTPO3;

* VYcranoka CYB/] paznuunoro Buaa;

* YcraHOBKa areHTCKON YaCcTU CHCTEMbI KOPIIOPATUBHOM 3aIlIUTHI OT
BHYTPEHHUX yTPO3;

*  3amyckK rocTeBbIX BUPTYaAILHBIX MAIIMH U TIPaKTHUYECKast paboTa ¢
HUMH C UCIIOJIb30BAHUEM COBPEMEHHBIX TUTIEPBU30POB;

* Hactpoiika OTIeJIbHBIX KOMIIOHEHT CHUCTEMBI KOPTIIOPATUBHOM
3alIUTHl OT BHYTPEHHUX YIPO3 U CHCTEMBI B LIETIOM;

* Hcnonb30BaTh TOMOTHUTEIbHBIC YTUIUTHI €CIIA 3TO HEOOXO0IUMO;

*  VYMeTh mpoBepATh pabOTOCIIOCOOHOCTh CUCTEMBI U BBISIBIISTH
HEUCTPABHOCTH, YCTPAHATh POOIEMbI U TPOBOAUTH KOHTPOJIbHBIE
MIPOBEPKHU;

* Tloaxoauts k npoGieme ¢ HEOOXOAUMBIM YPOBHEM YBEPEHHOCTH /ISt
YCIOKOEHUS MOJIb30BaTelNs B CIyyae HEOOXOIUMOCTH;

*  VYMeTh CKOHPUTYPHPOBATH CUCTEMY, YTOOBI OHA TIOJTyJalia TEHEBHIS
KOITUHY;

*  PerynspHo npoBepsTh Pe3yIbTaThl COOCTBEHHOUN pabOTHI BO
n30exanue MpooJieM Ha MOCIeIYIONINX dTamax;

* JleMOHCTpUPOBATh YBEPEHHOCTh U YIIOPCTBO B PEUICHUH MPOOIIeM;

*  BrICTpO y3HABaTh M IOHUMATH CYTh HEUCITPABHOCTEH M pa3peniaTh
UX B XO0JI€ CAMOCTOSITETLHOU YIPaBIlsieMOil pabOThI, TOUHO
OINMCHIBATh MPOOJIEMY U JOKYMEHTUPOBATH €€ pElICHHUE;

* TmarensHO pacciieZoBaTh U aHAIU3UPOBATH CIIOKHBIE,
KOMILIEKCHBIC CUTYaIlUu U TIPOOIEMBI, TPUMEHSATh METOANKHU TTOUCKA
HEUCIIPAaBHOCTEH;

*  BwiOupars u npuHuMath aAuarsoctupyromee [0 1 uHCTPYMEHTBI
JUTsl IOMCKA HEUCITPaBHOCTEH;

OT4eTHOCTH 1 HOPMATUBHO-TIPaBOBOE O0ecreYeHne

KOPIOPATHBHOI 0€30MaCHOCTH
Crienuanuct JOIKeH 3HaTh U [IOHMMATh!
¢ TunoBble OPraHNU3alMOHHO-IITATHBIE CTPYKTYPbl OpraHU3aluil
pas3InuHBIX chep AesITEIbHOCTU U Pa3Mepa;
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*  TumnoBoit HAOOp OOBEKTOB 3AMIUTHI, TPHOPUTETHI JOCTYTA K
UH(pOpMaLKH, TUIIOBBIE POJIM M10JIb30BATENCH;

* Kanansl nepenaun JaHHBIX: OIPEEICHUE U BU/IBI;

* Tloxxoxms! u MeTOABI 0OCTE0BaHUS 00BEKTa HHPOPMATUZALUH JIIS
MOCJIEAYIOIIEH 3aLUTHI;

* CereBbI€ YCTPOICTBA, KOTOPHIE MOTYT OBITh HCIIOIB30BAHBI KAK
UCTOYHUKHU COOBITUH JUI aHAIN3a;

*  ®dopmuUpOBaHME MPOIIECCOB U Npouenyp ayaura Mb.

* OO0cnenoBaHue KOPIOPATUBHBIX HHPOPMALIMOHHBIX CUCTEM.

* CocrosiHME KOPIOPAaTUBHON HH(OPMAIIH.

*  VHCTpyMEeHTBI M TEXHOJIOTUHU 0OecIieueHUs] KOPIOPATUBHON 3aIlIUThI
OT BHYTPEHHHUX yTPO3.

*  Kpurepun 3pheKTUBHOCTH MPOEKTA 110 00ECIICYEHUIO
KOPITOPATHBHOM 3aIIUTHI OT BHYTPEHHHUX YTIPO3.

* IlpensaTcTBus peanu3aiy MPOEKTOB MO 00ECTICUCHUIO
KOPITOPATHBHOM 3aIIUTHI OT BHYTPEHHHUX YTIPO3.

*  OCHOBHBIC IPABOBBIC TIOHATHS U HOPMATHBHO-TIPABOBBIC
JIOKYMEHTBI, perJIaMEeHTUPYIOLIHE OPraHu3alUI0 KOPIIOPATUBHON
3alIUTHl OT BHYTPEHHHUX YTPO3 B XO3SHMCTBYIOIIUX CyObEKTaxX;

*  HWucrpymeHnTapuii, TEXHOJIOTHH, UX 001aCTh MPUMEHEHUS U
OTpaHU4eHUs PH POPMUPOBAHNH KOPIIOPATHBHOM 3aIUTHI OT
BHYTPEHHUX yTPO3;

* TunoBoif makeT HOpPMaTUBHBIX JOKYMEHTOB, HEOOXOAUMOTO ISt
pa3BEPTHIBAHUS U SKCILTyaTalluH CHCTEMBI KOPITOPATUBHOM 3aIIUTHI
B OpraHu3aIuy;

*  Buasl TUIIOBBIX OTUETHBIX ()OPM O BBISBICHHBIX YIpo3ax U
UHIIMICHTAX;

*  Twunsl yrpo3 nHOpMaIMOHHON 0€30MacHOCTH, TOHUMATh X
aKTYyaJbHOCTb U CTEIIEHb YIPO3bl 1151 KOHKPETHOM OpraHu3aluy;

* IloHuMaTh MOAXO/BI K IPOBEICHHUIO pacciel0BaHHUs WHIMJIEHTA
UH(POPMAIIMOHHON 0€30MaCHOCTH, METOAMKH OIICHKH YPOBHS YTPO3;

* Cucremsl DLP u TpeGoBanus no nH$popMalnoHHON 0€301MacCHOCTH.

* KareropupoBanue nupopmanuu B PO.

* IOpuanyeckue Bonpockl ucnoiab3zoBanus DLP-cucteM: nmuunast u
ceMmeliHas TaliHbl; TaifHa cBs3u; CrienuaabHble TEXHUYECKHE
CpeacTBa

*  Mepsl o obecnedeHuo puarueckoit 3uaunmoct DLP (Pre-DLP).

* IIpakTuky npaBo MpUMEHEHHS MTPH PACCIICIOBAHUN HHITUICHTOB,
CBSI3aHHBIX C HAPYIICHUSIMH peXHMa BHYTPEHHEH HH()OPMAIIMOHHOK
6e3onacuoctu (Post-DLP).

Crienanuct J0KeH YMETh:

* IIpoBomuTh 06cneI0BaHNE KOPIOPATUBHBIX HH(POPMAITMOHHBIX
CHCTEM.

*  CaMOCTOSITETThHO U3yYUTh CTPYKTYPY OpTaHH3aIMH HAa OCHOBAaHUH
HOJTY4EHHBIX MaTepHAJIOB;

*  Ompenenutb 00BEKTHI 3AIUTHI, POJIN TTOJIB30BATEIICH, IpaBa
JOCTYTa;

*  BbIIBUTH IOTOKM Mepeaun JaHHBIX ¥ BO3MOKHBIE KaHAIbl yTEUKH
uHbOpMAaLINH;
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Co3nath 00BEKTHI 3aIUTHI U TONMUTHKY B, Mcronb3yst TeXHOIOTUH
aHaJM3a B CUCTEME KOPITOPATHBHOM 3alUTHI;

Ha ocHOBaHWMM COOCTBEHHOTO aHAJIN3a, YMETh CBSI3aTh TPeOOBaHUS
HOPMATHUBHOM 0a3bl, CTPYKTYpPY OpraHHU3allliH, BBISIBIICHHBIC YTPO3BI,
00BEKTBI, pOJIH OE30MACHOCTH ISl [IOCTPOCHUS AKTYaJIbHBIX MMOJUTHK
0€30I1aCHOCTH;

3aJ0KyMEHTHPOBATh  YMETh MPEJACTABUTH PE3YIbTATHI
oOcieioBaHus (ayIUTa), BKIIFOYAs TIOTOKH JaHHBIX, TOTCHIIHATLHBIC
KaHaJIbl YTEUCK, POJIU MOJIb30BaTEIICH, 00BEKThI 3AIUTHI U T.I1.
Pa3pabareiBaTh HOpPMAaTUBHO-TIPABOBBIE JOKYMEHTHI
XO3SIMCTBYIOIETO CYOhEKTa 110 OpraHU3aIiyd KOPIOPaTUBHOM
3aIIUTHI OT BHYTPSHHUX YTP03 HHPOPMAIMOHHON 0€3011aCHOCTH;
[IpoBoauTh paccieoBaHus UHIUACHTOB BHYTPCHHEH
UH(POPMALIMOHHOM OE30MTaCHOCTH C COCTAaBIICHHEM HEOO0XOIMMON
COIIPOBOJIUTEIILHOW JOKYMEHTAIIHH,

Co31aBath OTYETHI O BBISBJICHHBIX HHIIUACHTAX, YIpo3ax  T.II.
[IpencraBisTh OTYETHI M TAKETHI JOKYMEHTOB PYKOBOJICTBY,
00OCHOBBIBATh MMOJIYUYCHHBIE PE3YJIbTAThI AHAJIN3A.

4 | Pa3paboTKa MOJUTHK 0€30MACHOCTH B CHCTEMe

KOPNOPATUBHOI 32U THI MHGOPMAIIUM OT BHYTPEHHUX YIPO3
CHeI_[I/IaJ'II/ICT JOJI’KCH 3HATh U ITIOHUMATh.

TexHonoruu paboThl ¢ HOIUTUKAMHU HH()OPMAITMOHHON
0€30I1aCHOCTH;

Coztanue HOBBIX MOJIUTUK, MOJU(UKALINS CYIIECTBYIOIIMX;

OO6ue npuHLIUIBI IpU paboTe nHTephEeiicoM CUCTEMBI 3aIUThI
KOPIOpaTUBHON UH(POpMAIN;

OOBEKTHI 3alIUTHI, IEPCOHBI;

KiroueBble TEXHOIOTUY aHANIN3a TpaduUKa;

Tunosble NPOTOKOJIBI ¥ MOTOKH JIAaHHBIX B KOPIIOPATUBHOM Cpefie,
TaKUMH Kak:

KopropatuBHas noura (mpotokoiasl SMTP, ESMTP, POP3, IMAP4)
BeO-oYTa;

WNuTepHer-pecypebl: cailTsl, 010rH, GOpYMBI U T.A. (IPOTOKOJIBI
HTTP, HTTPS);

COLIMAJIbHBIE CETH;

untepHeT-mecceHkepel: OSCAR (ICQ), Telegram, Jabber, XMPP,
Mail.ru Arent, Google Talk, Skype, QIP;

MPUHTEPHL: NTe4aTh (PaiiIoB Ha JIOKAJIBHBIX U CETEBBIX IPUHTEPAX;
Jr00bIe CheMHbIE HOCUTENIN U YCTPOWUCTBA;

Oco3HaHue BaKHOCTH MOJHOTHI TOCTPOEHHSI MTOJUTHK 0€3011acCHOCTH
JUISL BBISIBIICHHSI BCEX BO3MOKHBIX MHIIU/ICHTOB U BBISIBJICHHUS (DAaKTOB
yTEueK;

Tuns! yrpo3 nHGOpMallMoOHHON 6€30MaCHOCTH, TUIIBl HHIUAECHTOB,
Texnonoruii ananusa Tpapuka npu padoTe NOIUTUKAMHI
nH(pOpMaITMOHHOM 0€30MaCHOCTH B CHCTEME KOPIIOPATUBHOM
3alUThl MH()OpMAIIH;

OcHOBHBIE pa3Jiesibl 1 0COOEHHOCTH paboThl HHTEpderica
YIPaBJICHUS] CUCTEMBI KOPIIOPATUBHOM 3alIUThI HH(GOPMAIIUH;

© «Bopnackuminc Poccusiy

KoprnopaTtusHas 3amura oT BHyTPEHHHX Yrpo3 HH(POPMALMOHHOH 0€301acHOCTH

13



N
worldskills
Russia

*  ANropuTMm AeicTBUI IPH pa3pabOTKe U UCIOIb30BAHUN TOJIUTUK
0€30MacHOCTH, OCHOBBIBASICh Ha PA3JIMYHbBIX TEXHOJIOTHIX aHAIN3a
JTAHHBIX;

* TumoBkle CUTHATYPBI, UCIOIB3yEMBbIE JJISl IETEKTHPOBaHUs (ailyioB,
LHUPKYJUPYIOLIUX B CUCTEMAX XPAaHEHUS U IEpeAaun KOpIOpaTUBHON
nHpopmanuu;

* Ponb puibTpoB npu aHaIu3e NEepPexXBaYCHHOTo Tpaduka;
TexHuyeckue orpaHndeHusi MexaHnu3Ma GuiIbTpam, ero
IIPEUMYIIECTBA U HEJAOCTATKU;

* Pa3zgensl cucTeMbl KOPIIOPATHBHOW O€30MMACHOCTH, KOTOPHIC
UCIIONB3YIOTCS OPHIIEpOM 0€30IaCHOCTH B IIOBCEIHEBHOI padoTe;

*  Ocob6ennoctu 06pabotkr HTTP-3ampocoB u muceM, OTIPaBIIeMbIX
C TIOMOIIIbIO BEO-CEPBHCOB;

* TexHonoruu ananu3a KOpIOpaTUBHOTO TpaduKa, UCHIOIb3yEMbIC B
CHCTEME KOPIIOPAaTUBHOM 3amuTe HHpOpMaIumy;

Crenuanuct J0JKEH YMETh:

* Co3parb B CUCTEME MAKCHUMAIIbHO MOJIHBINA HA0OP MOJIUTUK
0€30MacHOCTH, MEPEKPHIBAIOIINI BCE BO3MOXKHbBIE KaHaJbI IIepeadn
JIAHHBIX U BO3MOKHbBIC UHIIUJICHTHI,

» Pabota ¢ pa3aenoMm TEXHOJIOTMU CUCTEMbI KOPIIOPATUBHOM 3aLLIUTHI:
KaTeropu U TEPMHUHBI, TEKCTOBbIE OOBEKTHI;

* PaGota ¢ coObITUSIMH, 3aMIPOCHI, OOBEKTHI IIEpeXBaTa,
UACHTU(UKAINST KOHTAKTOB B COOBITUY;

* Pabora co cBoiKaMH, BUIKETaMH, CBOIKAMU;

* Pabota ¢ nepconamu;

* Pabora ¢ 00beKTaMH 3aIUTEL;

* IIpoBectu HMHUTAIUIO IPOIECCA YTEUKHU KOH(DUIEHIINAIBHOMN
nH(pOpMallUU B CUCTEME;

* Co3zaarb HENPOTUBOPEUUBBIE TOJUTUKH, COOTBETCTBYIOIINE
HOPMAaTUBHOM 0a3e U 3aKOHOJIaTENIbCTBY;

*  3aJ0KyMEHTHPOBATh CO3/IaHHBIE ITOJIUTUKU HCIIOJIb3YS B
COOTBETCTBUH C TPEOOBAaHUSIMH COBPEMEHHBIX CTaHAAPTOB B 00JIACTH
3alUThl HH()OPMALINH.

* Palota ¢ kareropusiMu 1 TEpMHUHAMU;

* cnonb3oBaHuE PEryIsIPHBIX BBIPAKEHUN;

* Hcnonb3oBaHue MOP(OIOTHIECKOro MOUCKA;

* Pabora ¢ rpaduueckuMu 00bEKTaMU;

* Pabora ¢ BeITpy3KaMu 1 0a3 JaHHBIX;

* PaOora ¢ meuarssmu u OJ1aHKaAMH,

* Pabora ¢ (ailIoBEIMU THTIAMU;

*  Dd¢eKkTUBHO UCTIOTB30BaTh MEXAaHU3MBbI CO3/IaHUS GUIBTPOB IS
aHaJM3a MepexBauyeHHOro TpaduKa M BBIIBICHHBIX HHIIUICHTOB;

TexHo10ruM 3a1IMTHI M AaHAJIM3A CETEBOro Tpauka

Crneunanuct JOJKeH 3HaTh U TOHUMATh:
*  OpraHn3alMOHHO-TEXHUYECKHE U MTPABOBBIE OCHOBHI UCIIOJIb30BAHUS
AIIEKTPOHHOTO JOKYMEHTO000pOTa B MH(OPMAIIMOHHBIX CUCTEMAX;
*  CTpyKTypy BUPTyaJIbHOH 3aiuieHHol ceTh. Haznauenue
BUPTYyaJbHOH 3amuiieHHoi cetu. Ocobennoctu nocrpoenus: VPN-
cerei. OcHOBHBIC THIIBI KiTaccudukanmii VPN-ceTel;,
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* HopmaruBHO-TIpaBOBBIE JOKYMEHTHI, TPEOOBAaHUS 3aKOHOIATEIbCTBA
U peryiaupyoux opraHoB P® B 061acTu 371€KTPOHHOM MOIKUCH,
yaocroBepsitomux nentpos, CK3U, M3;

* Kunaccel 3amunieHHocTy 1 ypoBHU Aosepust C3U;

* TexHonOrMu NOCTPOEHUS BUPTYAIbHBIX 3alIUIICHHBIX CETEeH Ha
OCHOBE IIPOrPaMMHBIX U MPOTPaMMHO-aNNapaTHBIX PELICHUII;

¢ KiroueBrie komnoHeHTsl VPN-ceTeii;

*  Ocob6ennoctu VPN-cetn 1 MexaHU3MBbI HX YIIPABJICHHUS,

* CoBpeMeHHbIE KpUNITOTrpahUIECKHE aITOPUTMBI.
Kpunronposaiinepsl, kpunrorpadudeckue HHTephernchl 1
OMOINOTEKH;

*  Apxurtekrypa, ocHoBHbIe KoMrnoHeHTHI PKI nx ¢pynkuum n
B3aUMO/ICHCTBUE;

* HasnaueHue u poJib JOBEPEHHOT'O YAOCTOBEPSIOIErO LIEHTPa B
CHCTEME KIIIOUEBOU HHPPACTPYKTYPHI OpraHU3aIHH;

*  JKu3HEHHBII LUK KIIIOYeH U CepTH(HUKATOB;

*  DnexTpoHHbIH cepTudukar kioyei 1. Dopmuposanue,
MOJIMCAaHUE U UCTIONb30BaHUE CePTU(UKATOB,

* 3ammra BUIEO U KOHPEPESHIINH PHUIIOKEHUH;

* Hasnauenue u ocHOBHBIE clieHapuH npuMeHeHus |DS-Texnonornii;

*  ApXUTEKTYpY U ocobeHHOCTH BHenpeHus |DS-TexHonoruii;

* PacnpoctpanéHHbBIC BEKTOpaA aTaK U YA3BUMOCTU COBPEMEHHBIX
KOPIOPATUBHBIX HH(POPMAIIMOHHBIX CHCTEM.

Crnennanuct JOKEH yMETh:

e Ocy1ecTBIATh pa3BEPThIBAaHUE U aAMUHUCTpUpoBaHue VPN-ceTbro
(tobaBnenue, ynaneHue, i3MeHeHe 00BbEKTOB CETH, HACTpOIiKa
napameTpoB paboThI, KOHTPOJIb PAOOTOCTIOCOOHOCTH U Jp.).
O6Hnonenue [10, ycTaHOBIEHHOTO Ha y3J1axX 3aIIUIIECHHON CeTH.

* Paborarh u ynocroBepstoleit 1 Kit04eBoil HHpopMarien.
®opMUpPOBaHUE U YIIPABICHUE KIOYEBOU CTPYKTYpPOMl CETH.
W3nanue n ynpasienue cepTudrkaraMy MoJb30BaTeNEH.

* Hacrpauars 3amuty cermeHToB [P-cereil, koopauHanus paboTsl
y3JI0B 3aIIMIIEHHON ceTH. 3amuThl Tpaduka, mepeaaBaeMoro mno
OTKPBITHIM KaHajaM CBSI3U;

*  OcymiecTBIATh 3alIUTY OKOHEUHBIX pabouux MecT; KoHTposb
MIOJIB30BATEIBCKAX ITPHIIOKECHUM;

* PeanuzoBbIBaTh MEKCETEBOE B3aMMO/JICICTBIE U TYHHEIMPOBAHNUE;

* Kommpomerarnus pabo4nx MecCT;

* OO6ecrieueHue MEXKCETEBOTO SKPAaHUPOBAHUS M KPUITOTpapruecKon
3alUThl MH(OpMaINH;

e IIpou3sBoaNUTH yCTaHOBKY, HACTPOHKY, pa3BEPThIBAaHUE
YAOCTOBEPSIOLIUX IEHTPOB HHMPACTPYKTYPhI OTKPBITHIX KIHOUEH
BKJIIOUAs TIOJICUCTEMBI PETUCTPALINN TI0JIb30BATENEH, CO3/1aHUs
kiroueit D11, u3nanusa cepruduxartos kiroueit nposepku Il
noJiep>kaHust MHQpacTpyKTypsl Kitodel mposepku JI1.

*  Kondurypuposars [10 a5 371€KTPOHHOTO JOKYMEHTOO0OPOTA B
VPN-cucremax;

* 3ammra cucteM, 00eCeUnBAIOLINX MOIEPIKKY IPOLECCOB
MH(POPMALIMOHHOTO B3aUMOJEHCTBYS,;

*  BBINIOJHITH HACTPONKY U TPOBEPKY PaOOTOCIIOCOOHOCTH;

© «Bopaackmmic Poccus» KoprnopaTtusHas 3amura oT BHyTPEHHHX Yrpo3 HH(POPMALMOHHOH 0€301acHOCTH
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[IpoBoUTH ETEKTUPOBAaHUE aTaK (TIOTEHIUAIBHBIX YTPO3) B
PYYHOM, aBTOMaTH3UPOBAHHOM M aBTOMAaTHYECKOM PEIKUME;
[TpoBOIUTH NMPaBHIIBHYIO KIACCU(UKAIIUIO YPOBHS YIPO3BI
UHIMJICHTA;

Hcrnonb3oBaTh 60a3pl KOHTEHTHOH (QUIBTPALINH;
Hcnonp30BaTh JONOTHUTENBHBIE MOTYJIH aHAIH3A
UH(POPMAIMOHHBIX TIOTOKOB, €CJIH ATO MPOJAUKTOBAHO
0COOEHHOCTSIMH YCIIOBHIA BEeICHUs OM3Heca;

TexH0JI0ruM 3aIUTHI Y3Jia 1 AareHTCKOro MOHUTOPHUHI' A
Crneunanuct JOJKEeH 3HaTh U IOHUMATh:

OYHKIUUA ar€HTCKOT0 MOHUTOPUHTA;

OO01re HaCTPOMKHU CUCTEMbI areHTCKOTO MOHUTOPHUHTA;
Coenunenue ¢ LDAP-cepBepom u cunxponu3zanus ¢ Active
Directory;

[Tonutrku areHTCKOro MOHUTOPHHTA, 0OCOOEHHOCTH UX HACTPONKH;
Oco0eHHOCTH HACTPOEK COOBITHI areHTCKOTO MOHUTOPHHTA;
MexaHu3Mbl TUarHOCTUKH areHTa, MOAXOAbI K 3aIIUTE arcHTa.
3HaTh BO3MOXHOCTH U OTPAaHUYEHHUS COBPEMEHHBIX POCCUICKUX U
3apyOeKHBIX OMEPALMOHHBIX CUCTEM B paMKax perieHus 3a/1a4y
3a1UThl HH(OPMALIUN

3HaTh apXUTEKTYPY ONEPALIMOHHBIX CUCTEM

3HaTh UHCTPYMEHTAPHUH 110 paboTa ¢ COBPEMEHHBIMU
ONEPALMOHHBIMU CUCTEMaMU, KOMaH ibl, [10. yTumuTel

Crenuanmict 10JKeH YMETh:

YcraHoBKa M HaCTpOMKa areHTCKOr0O MOHUTOPHUHTA;

Co3zanue MOJUTHK 3aIUTHl HA ar€HTaXx;

PaGota B KOHCONHM yNpaBIeHUS ar€HTOM;

OunbTpalys coObITHI;

Hactpoiika coBMECTHBIX COOBITHII ar€HTCKOTO U CETEBOTO
MOHHUTOPHWHTIA;

PaGora ¢ HOocuTensIMU U yCTpOICTBAMU;

Pa6ora c daiinamu;

Kountponb npusnoxenuii;

Uckmrouenne u3 coOBITUI TIepexBara.

IIpon3BOaUTE HACTPOWKY CEPBUCOB U KOMITIOHEHT ONEPAIIMOHHOMN
CHCTEMBI JIJI1 TOCTUKEHUS LETIEN 3alIUThI

Paznienatb KOMIIOHEHTHI ONEPAIIMOHHON CUCTEMBI 110 YPOBHSIM
JIOBEpUsI, COKpauiasi MOBEPXHOCTh aTaKH IS 3JI0YMBILIJIEHHUKA
[IpumeHATs MEXaHU3MBI POJIEBOTO U MAHJIATHOI'O JOCTYIa U
KOHTPOJIS LIEJIOCTHOCTH

Peanu3oBbIBaTh OrpaHUYEHHYIO IPOrPAMMHYIO CpEAyY IS
MIOJIB30BATENS

3HaTh 0COOEHHOCTH 0€301MacHON PabOThI M 3arpy3KH ONEpPaIMOHHBIX

CHCTEM Ha pas3JIMYHbIX allllapaTHBIX IJIaTopMax

HpezmTBpameHHe HHIOUJICHTOB M YIIPABJICHUE COOBITUSIMH

HHGOPMALIMOHHOI 0€30IIACHOCTH
CHCI_[I/IaJ'II/ICT JOJIDKCH 3HAaTh U ITIOHHUMATh.

11%
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* Hasnauenue, posb, Bo3moxxHocTu cucteM IDS/IPS s 3anaun
3alIMThl OPTaHU3ALUHU OT YIpo3 HHOOPMAIIMOHHON 0€3011acCHOCTH
* Hasnauenue, poiib, BO3BMOXHOCTH cucTeM SIEM s 3amaun 3amuth
OpraHu3aly OT Yyrpo3 HHPOPMAIMOHHOHN OE30MaCHOCTH
* Hasuauenwue, ponb, Bo3moxxHocTu cucteM Threat Intelligence ms
3aJ1auy 3aIIUThl OPTaHU3AIMH OT YrPo3 HHPOPMALMOHHOM
0€30M1aCHOCTH
Crnennanuct JOHKEH YMETh:
* VYcranaBiuBaTh, HacTpauBath cuctembl IDS/IPS
* VYcraHaBiIuBaTh, HacCTpauBaTh cucteMbl SIEM
* VcraHaBiuMBaTh, HacTpauBath cucteMbl Threat Intelligence,
reHepanuu TpaduKa v MPOBEPKH 3alUIIEHHOCTH
* IIpumensTs Ha npaktuke cuctemsl IDS/IPS ns BeisBiaeHus
WHIMJICHTOB HH(POPMAITMOHHON 6€30MaCHOCTH
* IlpumensTh Ha mpakTuke cucrembl Threat Intelligence
* IIpumensTs Ha npakTuke cucremsl Threat Intelligence u Attack
Simulation (Breach and Attack Simulation) mis npoBepku/oeHKH
YCTOMYMBOCTH CUCTEM U CETEN K KOMIIBIOTEPHBIM aTaKaMm
* TIpoBoauTh aHAIN3 BBISIBJICHHBIX HHIIUJCHTOB, UCTIOJIb30BaTh
BCTPOCHHBIC U BHEITHHE CUCTEMBI ITOJITOTOBKH OTYETHOCTH
| Beero | 100%

3. OHEHOYHASA CTPATEI'US U TEXHUYECKUE
OCOBEHHOCTHU ONEHKH

3.1. OCHOBHBIE TPEBOBAHUA

Crpareruss ycCTaHaBIMBaeT TMPUHIUIBI W METOABI, KOTOPBIM JIOJKHBI
COOTBETCTBOBATH OlleHKA M HauucieHue 6auioB WSR.

DKcnepTHasl OlleHKa JIeKUT B ocHOBe copeBHoBaHuit WSR. Ilo stoit mpuunne
OHa SBJISCTCS MPEIMETOM ITOCTOSHHOTO MPO(GECCHOHAIBHOTO COBEPIICHCTBOBAHMS H
TIIATEIPHOTO HCCIIeoBaHUs. HaKOIJIEHHBIM OMBIT B OIEHKE OYIET OIMpeacisTh
OyyIiiee UCTIOIb30BaHNE M HAITPABJICHHUE Pa3BUTHS OCHOBHBIX HHCTPYMEHTOB OIICHKH,
npuMeHsieMbIX Ha copeBHOBaHUsIX WSR: cxema BBICTABJICHUS OILIEHKH, KOHKYPCHOE
3ajanue u uHopmanronHas cucrema uemnuonara (CIS).

Onenka Ha copeBHOBaHusix WSR momamaer B OAHY M3 JABYX KaTerOpuil:

U3MEpeHue U cyaeiickoe pemieHue. Jns o0enx kateropuid OIEHKU HCIOIb30BaHUE

© «Bopaackumnnc Poccusi» KopriopatuBhas 3amnTa OT BHyTPEHHHUX Yrpo3 HHPOPMALMOHHON 6€30I1acCHOCTH 17
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TOYHBIX ATAJIOHOB JUISI CPaBHEHUS, MO KOTOPHIM OIEHUBACTCS Ka)bIi AacIeKT,
SIBJISICTCSI CYIIIECTBEHHBIM JIJISI TApAHTUH Ka4eCTBa.

Cxema BBICTABIICHHS OILIGHKH JOJDKHAa COOTBETCTBOBAaTh IMPOIEHTHBIM
nokazatessiMm B WSSS. KonkypcHoe 3amaHme SBISICTCS CPEICTBOM OIICHKU IS
COPEBHOBAaHMSI 1O KOMIIETCHIIUH, U OHO TaKXXe TOJDKHO COOTBeTcTBOBaTh WSSS.
HNudopmanmonnas cucrema udemnuonara (CIS) oOecrmeunBaeT CBOCBPEMEHHYIO H
TOYHYIO 3alUCh OIICHOK, YTO CIIOCOOCTBYET HAJJIC)KAIICH OpraHu3aIiH
COPEBHOBAHUI.

CxeMa BBICTABIICHHSA OIICGHKM B OOIMHMX dYepTax SBISCTCS OIMPEACIISIONTIM
dakTopom s mporecca paspabotku  KonkypcHoro 3amanus. B mpomecce
nanbHeien paspadorku CxeMa BbICTaBIeHUS OlleHKH U KoHKypcHOe 3a1anne OyayT
pa3pabaThIBaThCS W PA3BUBATHCSA MOCPEACTBOM HTEPATHBHOTO TIpoIlecca I TOTO,
YTOOBl COBMECTHO ONTHUMHU3HUPOBATh B3auMoOCBsizM B pamkax WSSS u Crparterun
orieHku. OHU MPECTABISAIOTCS HA yTBEpKIeHne MeHeKepy KOMIIETCHIIUU BMECTE,
9TOOBI JEMOHCTPUPOBATH UX Ka4ecTBO U cooTBeTcTBHE WSSS.

JIyist moBBITIIEHUST OOBEKTUBHOCTH U CHPABEIJIMBOCTH OIIEHKH PE3yJbTaTOB

BBITTOJIHCHU S KOHKYPCHBIX SaﬂaHI/Iﬁ B KOMIICTCHIIN HCIIOJIB3YHOTCA

NpEUMYIICCTBCHHO OOBEKTHUBHBIC KPUTCPHUU OLICHKU.

4. CXEMA BBICTABJIEHUA OLHIEHKUA

4.1. OBIIUE YKA3AHUSA

B nmannoMm pazzaene onuckiBaeTcs posib U MeCTO CXEeMbI BBICTABJICHUS OLICHKH,
MIPOIIECC BHICTABJICHHSI KCTIEPTOM OIICHKHA KOHKYPCAHTY 32 BBITTOJIHEHHE KOHKYPCHOTO
3aJlaHus, a TAKXKe MPOIIeTyPhl U TPeOOBAHMUS K BHICTABJICHUIO OIICHKH.

CxeMa BBICTABIICHUS  OIEHKH  SIBJSCTCS  OCHOBHBIM  HHCTPYMEHTOM
copeBHoBanmii WSR, omnpenensisi coorBercTBue oneHkd KOHKYpCHOTO 3amaHus u
WSSS. Ona npenazHadeHa JJis pacrpe/ieiaeHus 0aaioB Mo Kaxa0My OIIEHUBAEMOMY
aCIeKTy, KOTOPBIN MOKET OTHOCUTHCS TOJIBKO K oHOMY Moyt WSSS.

© «Bopnackuminc Poccusiy KopmnoparuBHast 3a1ira oT BHyTPEHHUX Yrpo3 nH(pOopMaIMOHHOI 6€301acHOCTH 18
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OTtpaxkast BecoBble K03 duinentsl, ykazanubie B WSSS Cxema BbICTaBICHUS
OLICHOK yCTaHaBIMBaeT mnapaMmerpbl pa3padoTrku KoskypcHoro 3amanusa. B
3aBUCUMOCTH OT MPHUPOJbI HABBIKA U TPEOOBAHUI K €ro OILICHHUBAHUIO MOXXET OBITh
MOJIE3HO H3HAuYaldbHO pa3paboraTh Cxemy BBICTABICHHUS OICHOK Oojiee EeTallbHO,
YTOOBI OHA TOCITY>KUJIa PyKOBOJICTBOM K pa3zpaboTtke KonkypcHoro 3ananus. B npyrom
ciyyae pa3zpabotrka KoHKypcHOTO 3aiaHusi OJKHA OCHOBBIBATHCS Ha 0OOOIIEHHOM
Cxeme BbIcTaBieHus oneHkd. JlanbHeilmas pa3spaborka KoHkypcHoOro 3amanust
COIIPOBOXAAETCS Pa3pabOTKON aClIEKTOB OLIEHKH.

B pazpgene 2.1 ykazaH MakCHMalabHO JOMYCTUMBIA MPOLIEHT OTKJIOHEHHS,
CxeMbl BbICTAaBJIEHHSI OLEHKHM KOHKYpCHOro 3afaHusi OT JIOJIEBBIX COOTHOIIECHHI,
npuBeieHHbIX B CrienuguKalnuy CTaH1apToB.

Cxema BbIcTaBieHHs OLEeHKH U KOHKypCcHOE 3a7aHue MOTyT pa3padaThiBaThCs
OJITHUM Y€JIOBEKOM, I'PYIIOH 3KCIEPTOB UM CTOPOHHUM pa3padoturkoMm. [logpoOHas
U oKoHuaTenbHast Cxema BbIcTaBleHUs OlleHKU U KoHKypcHOe 3a1aHue, JOJKHbBI ObITh
yTBepkaeHbl  Menemkepom komnereHuun (MK) wmm  ero  3amecturenem,
YIIOJJHOMOYEHHBIM Ha 3T0 MK.

Kpome Toro, BceM akcniepTam npejjaraercs npeacTaBisiTh CBOU MPEJIOKEHUS
no pazpabotke CxeM BbICTaBICHHUS OLICHKM U KOHKYypCHBIX 3ajaHuii Ha (popym
HKCIIEPTOB IS JANBHEMIIET0 X pacCMOTpeHNsT MeHeKEPOM KOMIIETEHIINH .

Bo Bcex cnydasx mosiHasi M yTBepKiaeHHass Menemkepom komneTeHuu Cxema
BBICTABJICHUSI OIICHKM JOJDKHA OBITh BBeJEHA B MH(POPMALMOHHYIO CHUCTEMY
copeHoBanuii (CIS) He MeHee uYem 3a JeHb 10 Hayajla COPEBHOBAaHHM, C
UCIIOJIb30BAHUEM  CTAHJAPTHOM  3yeKTpoHHOW Tabmuubl CIS  wmm  gpyrux
COTIACOBAaHHBIX CHOCOOOB. ['N1aBHBIN AKCHEPT SIBISIETCS OTBETCTBEHHBIM 3a JTAHHBIN

nporiecc.
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4.2. KPUTEPUU OLNEHKHN
B namHOM pasmene ompeneneHbl KPUTEPUU OIEHKHM W KOJIHYECTBO
BBICTaBJIsIeMbIX Oa/IoB (00BeKTUBHBIE). OO0IIee KOIUYECTBO OANIIOB MO BCEM

KpUTEpHUsAM olieHKH cocTasiseT 100.

B JaHHOM pas3JICjiC OIMHUCBIBACTCA POJIb U MCECTO CxeMbl BBICTABJICHUS OLICHKH,

MpOoUECCC BBICTABJICHH OKCIICPTOM OLICHKHN KOHKYPCAHTY 3a BBIIIOJTHCHHUEC KOHKYPCHOI'O

3alaHuA, a TAKKC IIPOOCAYPLI K Tpe6OBaHH$I K BBICTABJICHHUIO OLICHKH.

Kpurepnii

Opranu3zanus paboThl U yIpaBIeHUE
YcraHoBKa, KOH(HUTYpHUpPOBaHHE u
yCTpaHEHHE HEHCIPaBHOCTEW B CHUCTEMeE

. 15,00 15,00
KOpPIIOPATHUBHOM  3aIlMTBl OT BHYTPEHHHX
yIrpo3
OT4eTHOCTD " HOPMAaTHUBHO-TIPABOBOE 5,00 2.00 7.00

o0ecrnieueHre KOpIopaTUuBHON 6€30MacHOCTH
Pa3paborka monuTHK  0€30MACHOCTH B
CHUCTEME KOpPIOPATUBHOM 3aIIATEI 20,00 20,00
nH(OPMAIIMY OT BHYTPEHHUX YIPO3

TexHomornm 3amMTBEI W aHaAJHW3a CETEBOTO

25,00 25,00

Tpaduka
TexHONOTMHM 3allUTHl y3Jla W areHTCKOTo 17.00 17.00
MOHHUTOPHHTA
[IpenoTBpamieHNe HHIMICHTOB B YIIPABIICHUE

. 11,00 11,00
COOBITUAMH MH(POPMALIMOHHOM 0E30I1aCHOCTH

5 95 100

OcHoBHbIe 3aroyioBKM CxeMbl BBICTABICHHS OLICHKU SIBISIFOTCS KPUTEPUSIMU
OLIEHKU. B HEKOTOPBIX COPEBHOBAHUSAX MO KOMIIETEHIMH KPUTEPHUH OLIEHKU MOTYT
CoBMaaaTh C 3arosioBkamu paszaenoB B WSSS; B apyrux OHM MOTYT MOJHOCTBIO
otnuuatbesa. Kak npaBuio, ObIBaeT OT MATH 0 JEBATH KPUTEPUEB OLIEHKU, IIPU STOM

KOJIMYECTBO KPUTEPHUEB OLIEHKH JIOJKHO ObITh He MeHee Tpéx. HeszaBucumo ot Toro,

© «Bopaackumnnc Poccusi» KopriopatuBhas 3amnTa OT BHyTPEHHHUX Yrpo3 HHPOPMALMOHHON 6€30I1acCHOCTH 20
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COBIAJAIOT JIM OHU C 3arojioBkamu, Cxema BBICTABIICHUS OLEHKH JIOJDKHA OTPaXKaTh
JI0JIeBbI€ COOTHOIIIEHUS, YkazaHHble B WSSS.

Kpurepuu oueHku co3fgarorcs JTUIOM (TPYNION JuIl), pa3paldaThIBAIOIIUM
CxeMy BBICTABJIEHUS OLIEHKH, KOTOPOE MOXKET MO CBOEMY YCMOTPEHUIO ONPENEIATh
KPUTEPHUH, KOTOPHIE OHO COYTET HamOOJee MOIXOIAMMMHU ISl OIICHKH BBITIOJTHEHUS
KonkypcHoro 3aganusi.

CBogHast BEIOMOCTH OIIEHOK, reHepupyemas CIS, BkIOUaeT mnepeyeHb
KPUTEPUEB OLICHKH.

KonuuectBo 6aioB, Ha3HAYaEMBIX MO KaKJIOMY KPUTEPUIO, PACCUMUTHIBACTCS
CIS. DTo 6yzaet obmias cymma 0ajioB, MPUCYKACHHBIX MO KAKIOMY aCIIEKTy B paMKax
JTAHHOT'O KPUTEPUS OLICHKHU.

4.3. CYBKPUTEPUUA

Kaxxnpiii kputepuil OLICHKU pa3fielisieTcs Ha OJUH WM 0ojiee CyOKpUTEPUEB.
Kax b1l cyOkpuTepHii CTAaHOBUTCS 3ar0J0BKOM CXEMBbI BBHICTABJICHHS OLICHOK.

B kaxmoi BegoMocTH OLIEHOK (CyOKpUTEpHEB) yKa3aH KOHKPETHBIA JI€Hb, B
KOTOPbIN OHA Oy/IET 3aMOJHATHCS.

Kaxnast BeoMOCTh O1IEHOK (CYOKPUTEPHUEB) COJICPIKUT OIICHUBAEMBIE ACTIEKTHI,
nojJiexanire oneHke. i Kaxxaoro Buga OUEHKH UMEETCs CleluaabHas BEJOMOCTb
OLICHOK.

4.4, ACIIEKTHBI

Kaxxaplii acriekT moipoOHO ONMMCHIBAST OJIMH M3 OIEHHBAEMBIX ITOKa3aTelei, a
TaKXe BO3MOKHbBIC OI[EHKHU WJIM MHCTPYKIIUU 11O BHICTABJICHUIO OIICHOK.

B BemomMocTH O11eHOK MOAPOOHO MEPEUUCTIAETCS KaXIbIM aCleKT, 0 KOTOPOMY
BBICTABJISIETCS. OTMETKA, BMECTE C HA3HAYECHHBIM Ui €ro OLEHKH KOJIUYECTBOM
OaJIyIoB.

CyMMma 0ajuioB, MPUCYKIAEMbIX MO KaXXIOMYy acleKkTy, JO/DKHA TOoIMajiaTh B
Juana3oH 0aioB, ONPEIEICHHBIX Ul KaXI0ro pazaena komnereHuuu B WSSS. Ona

Oynet otoOpaxaTbes B Tabnuie pacnpenenenus 6amior CIS, B cnenyromem popmare:
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4.5. MHEHUE CYJEM (CYAEHCKAS OILIEHKA)
B kxoMIieTeHIIH HCTIOIB3YIOTCS TOJIBKO 00 BEKTUBHBIE H3MEPUMBIE KPUTEPHH.
IIpn npussTHM pemeHus wucnoiasdyercs mkana 0-3. Jlnsg yeTtkoro u
MOCIIEI0BATEIHLHOTO TPUMEHEHHUS IIIKAJIBI CyIEHCKOE PEIICHHE JOIKHO TPUHUMATHCS
C y4eTOM:
® DOTAJIOHOB I CpPaBHEHUS (KPUTEPHUEB) MJig TMOAPOOHOTO PYKOBOJCTBA IO
Ka)KIOMY acIleKTy
e mxansl 0-3, rue:
* (: UCIIOJTHEHHE HE COOTBETCTBYET OTPACICBOMY CTaHIAPTY;

" ]: MCMOJHEHUE COOTBETCTBYET OTPACIEBOMY CTaHIAPTY;
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" 2: UCIIOJHEHUE COOTBETCTBYET OTPACIEBOMY CTaHJIAPTy U B
HEKOTOPBIX OTHOLICHUSAX MPEBOCXOIUT €r0;
" 3: WCIOJHEHHE MOJHOCTBIO MPEBOCXOAHUT OTPACIECBOW CTAaHAAPT H
OLICHUBAETCS KaK OTIIMYHOE

Kaxnpiii acnekT OLEHHWBAIOT TPHU DOKCIEPTA, KaXKIAbIA DSKCIEPT JTOJKEH
IIPOU3BECTHU OILIEHKY, MOCJE YEro MPOUCXOAUT CPAaBHEHHUE BHICTABICHHBIX OLICHOK. B
cllydyae pacxOoXKIEHUsI OIIEHOK OKCIepToB Oojiee vyeM Ha 1 Oamwi, sKcrnepram
HEOOXOJMMO BBIHECTH OIIEHKY JaHHOTO aclekTa Ha OOCYXJIEHHE M YCTPaHUTH
PaCXOXK/ICHUE.

4.6. UBMEPUMAS OLIEHKA

OueHka KaXXIOro acreKkTa OCYIIECTBISIETCS TpeMs »Kcnepramu. Ecin He
yKa3aHO MHOE, OyeT MPUCYXACHA TOJbKO MaKCUMAaJIbHAsl OLICHKA WJIM HOJb OAJIIOB.
Ecin B pamkax Kakoro-aubo acmekTa BO3MOXXHO NPUCYXKIACHHE OICHOK HIDKE
MaKCUMAJIbHOM, 3TO omnuchbiBaeTcsi B (CXemMe OLEHKH C YKa3aHUEM H3MEPUMbIX
MapaMETPOB, IEPEUNCICHUEM JIOITYCTUMBIX OTKJIOHEHUM OT 3TAJIOHA U BBICTABIISIEMBIX
P 3TOM OaJLIIOB.

4.7. ACITIOJIb30OBAHUE U3MEPUMbBIX U CYJEHCKHUX OIIEHOK

OkoHUaTeNbHOE MOHMMAHUE MO HU3MEPUMBIM M CYJECUCKUM OILICHKaM OyJeT
JIOCTYIHO, Koraa yTeepxkaeHa Cxema oneHku u KonkypcHoe 3ananue. [IpuBenennas
tabimia (B myHKTe 4.2) COACPKHUT MPUOIU3UTEIBHYI0 HH(POPMALIMIO U CITY>KHT JUISI

paspabotku OrieHouHOM cxembl 1 KOHKypCcHOTO 3a1aHusl.

4.8. CHEIUOUKALIUA OHEHKN KOMIIETEHIIUA

Onenka KonkypcHoro 3amaHusi OyneT OCHOBBIBATBCA Ha CJIEAYIOUIMX
KpUTEpHUSIX (MOIYJIISX):

A. Opranuzaiusi paboOThI U yIIPaBJICHHUE

Meronrka NpPOBEPKH 3aAKIKOYAETCSI B COOTBETCTBMM IOBEICHUS yYACTHHKA

TpC6OBaHI/IHM, MNpEAbABICHHBIM KOHKYPCHBIM 3a1aHUCM.
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B. YcranoBka, koH(purypupoBaHue U ycTpaHeHUE HEUCTIIPABHOCTEN B CUCTEMAX
KOPIOPAaTUBHOM 3aIIUThI OT BHYTPEHHHUX yTPO3

B xone mpoBepkH mociaea0BaTesbHO CpaBHUBAETCS ()aKT YCTAHOBKU CUCTEM U
OTJIEIBHBIX MOAYJIEH COrJIacHO KOHKYPCHOMY 33JaHHIO, MPOBEPSIETCS KOPPEKTHOCTH
X (QYHKITMOHUPOBAHUS.

C. OrtyeTHOCTP W HOPMATUBHO-TIPABOBOE OOECIEUYEHHE KOPIOPATHUBHOM
0e30macHOCTH
[IpoBepke NOANEKHUT KOMIUIEKT JOKYMEHTOB, pa3paOOTaHHBIA yYaCTHUKOM, Ha
COOTBETCTBHE 33JJaHHOMY ATAJIOHY. JlOMyCTHUMbIE OTKIIOHEHUS OT 3TaJOHA YKa3aHbI B
3aJIaHUU.

D. Pa3paboTka MmojauTHK O€30MACHOCTH B CHUCTEME KOPHOPATUBHOW 3alUThHI
nH(OpPMAITUU OT BHYTPEHHUX YTIPO3

[Tpouenypa npoBEpKHU 3aKIHOYAETCS B OCIIEIOBATEIIBHOM OLIEHKE COOTBETCTBUS
pEe3yJbTATOB BBITIOJIHEHUSI CETEBBIX TIOJUTUK, CO3JaHHBIX W TMPUMEHEHHBIX
YYaCTHHKOM, B CHCTEMax 3alllUThl OT BHYyTpeHHHX yrpo3 Mb. [MomuTuku JOMKHBI
0TpaboTaTh KOPPEKTHO (C yUETOM TpeOOBaHUM 3aJ]aHUS B YaCTU BBHICTABIICHUS YPOBHS
yIpo3bl, MPUOPUTETA U T.M.) BBIIBUB BCE WMHIMACHTHI 0€30MaCHOCTH, 0€3 JOKHBIX
cpabaTbiBaHui. 32 OIMOKKU (JIOKHBIE cpabaThIBaHUs, MPOIYCKU MHIMICHTOB U T.II.)
Oaim MakCUMaJbHBIM MOXET ObITh CHUkEH. [Iporenypa CHUXEHUS HOJKHA OBITH
OMHMCaHa B KOMMEHTAPUSIX K aCTIEKTaM.

Baxxno, 4ToObl (pakT BBISBICHUS WM Tporycka wHIMaAeHTa B DLP-cucreme
ONpEENSUICS HAa OCHOBE PEAIbHO MOCTYNUBIIMX B CUCTEMY JAHHBIX WM MO UTOTY
paboThI crieIMaILHOTO FreHepaTopa Tpaduka.

E. TexHonoruu 3amuThl ¥ aHaJIM3a CETEBOro Tpaduka

[Ipouenypa mnpoBepKH 3aKkiIOYaeT B IMOCIEIOBATEIbHOW OIEHKE (akTa
YCHEINTHOTO MCTOJb30BaHUS YYACTHHUKOM Pa3indHbIX TexHojoruit VPN-cuctem s
3amuThl ceTteBoro Tpaduka w/mnm IDS-cuctem nnst BhisBieHHs (hakTa aTakd Ha
KOPHOpPaTUBHbIE UH(POPMAIIMOHHBIE CUCTEMbI, YMEHHSI IPUMEHUTH ITH TEXHOJIOTHU

JUIs. JOCTHKEHUs 1enei 3amuthl. [IpoBepka 3akirouaercss B MOCIEA0BATEIbHON
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OLICHKE pe3yJbTaTOB padOThl KOHKYPCAHTOB IO pPa3BEPTHIBAHUIO, HACTPOMKE U
IPUMEHEHUSI COOTBETCTBYIOIINX CUCTEM.

F. Texnoyioruu 3anUThl y3ja U aréHTCKOr0O MOHUTOPUHTA

[Ipouenypa npOBEPKH 3aKIHOYAETCS B IOCIE0BATENBHON OLIEHKE COOTBETCTBUS
pE3yNbTAaTOB BBINOJIHEHUS] AreHTCKUX IIOJUTHK, CO3JAaHHBIX M HPUMEHEHHBIX
YYaCTHUKOM, B CHCTEMax 3alllUThl OT BHYTpeHHUX yrpo3 UB. [MoauTuku J0JKHBI
0TpaboTaTh KOPPEKTHO (C YUETOM TpeOOBaHUI 3aJaHUs B UaCTU BBICTABJICHUS YPOBHS
yIrpo3bl, IPUOPUTETA U T.N.) BBIIBUB BCE MHIMJEHTBHI O€30MacHOCTH, 0€3 JIOKHBIX
cpabaTbhIBaHUM.

G. IIpemoTBpamieHue  HMHIMIEHTOB U yOpaBlIeHUE  COOBITUSIMHU
nH(OPMAIMOHHON 6€30MaCHOCTH

[IpoBepke MNOAIEKUT (HAKT COOTBETCTBUSA CO3JAHHBIX B pPAaMKax 3aJaHus
OTUYETOB U IOKYMEHTOB KOHKYPCHOMY 3aJJaHUIO.

JUIsl yCKOpEHHsI TPOLELypbl MPOBEPKU BO BCEX KPUTEpHSX (Ta€ NMPUMEHHUMO)
PEKOMEHTyeTCs 00513aTh YYaCTHUKOB JIeJIaTh CHUMKHU 3KpaHa (T.H. « CKPUHILIOTBI» ) WK
TOYKU OCTAHOBKM BUPTYaJIbHBIX MAlIWH (T.H. «CHAMIIOTHD»), B KIIOYEBBIX ATamax
BBINIOJIHEHUS pa0O0ThI U MPOBOAUTH MPOBEPKY MO HUM.

Texnuyecku, mnporeaypa mnpoBepku 1o kputepusm D, F, G moxer
OCYLIECTBJIATHCS OJJTHOBPEMEHHO WM ITOCJIEA0BATEIBHO.

4.9. PETJIAMEHT OLHEHKHA

['maBHBI dKkcmepT W 3amectutenb [J1aBHOro sKcmepra O0OCYXIalOT U
pacnpeensroT DKCIEePTOB M0 rpymnmnam (COCTaB IpyNibl HE MEHEE TPEX YeI0BEK) IS
BbICTaBJIEeHUsI OlleHOK. Kaxkmas rpynma JoJpKHa BKIIOYATh B ce0sl KaK MUHUMYM
OJIHOTO OMBITHOTO 3KCIEpTa. OKCIEPT HE OLEHHUBACT YYacCTHUKA W3 CBOEH
OpraHu3alliy W/ W PeruoHa.

Ha BpeMst OLIEHKH y4acTHHKA, €r0 SKCIEPT-KOMITATPUOT IMOKUIAET IOMELIEHUE
U HE MPUCYTCTBYET MPHU MPOIECCE OLEHKU «CBOETO» YYACTHHKA, YTOOBI UCKIIIOUUTH

BIIMSIHUE HA IPYTUX 3KcnepToB. [IpucyTcTBre KOMNAaTPUOTOB MPHU OLICHKE (M3 COCTaBa
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I'PYIIIbI OHGHKI/I) MOKET OBITH Pa3pCIICHO IIPHU COrJIaCHUU 0oJIee MOJIOBUHEI 9KCIICPTOB

U JIOJDKHO OBITH 3a)MKCUPOBAHO OTAEIBHBIM MTPOTOKOJIOM.
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5. KOHKYPCHOE 3AJIAHUE

5.1. OCHOBHBIE TPEBOBAHUSA

Crnenyromue pasaenbl perIaMeHTHPYIOT pa3paboTKy KoHKypcHOTo 3amaHus.
PexoMeHmanuy JAaHHOrO paslefia JaloT JONOJHUTEIbHbIE Pa3bACHEHUS 11O
coaepxkanuto K3.

[IponomxurensHocTh KOHKYpCHOTO 3afaHus HE JOJDKHA ObITh MeHee 15 u
0osee 22 yacos.

Bo3pacTHOl 1eH3 yYacTHMKOB JJisi BBINOJHEHUS KOHKYypCHOro 3aaaHust
pernamentupyercs  PerimamentoB  Uemmmonata — (otpacieBoit  DigitalSkills,
koprnopatuBHbIi Hi-Tech, pernoHanbHbIi, MEKBY30BCKUM).

Bue 3aBucuMocTn oT KonuuecTBa Moayier, K3 qomKHO BKIIFOYATh OLIEHKY 1O
KaxaoMy u3 pazaenoB WSSS.

KonkypcHoe 3a1aHue He T0HKHO BBIXOIUTH 3a mpeaenbl WSSS.

OueHka 3HAHUM YYacTHHKA JOJDKHA IPOBOJMTBHCS HUCKIIOYUTEIBHO 4Yepes
MpaKkTUYeCcKOe BbINoIHEHUE KOHKYypCHOTro 3a/1aHusl.

[Ipn BeIMONHEHMH KOHKYpPCHOTO 3a/aHMs HE OLICHMBAETCS 3HAHHWE NMPABUI U

Hopm WSR.

5.2. CTPYKTYPA KOHKYPCHOTI O 3AIAHUS
KoHkypcHoe 3agaHue coaepkut 6 MoIyiei:

A. YcraHoBka, KOH(UTYpUPOBAaHME U YyCTpaHEHHWE HEUCIPAaBHOCTEU B
CHUCTEME KOPIOPATUBHOM 3alIUTHI OT BHYTPEHHUX YIPO3.

B. OTyeTHOCTP W HOPMATUBHO-TIPABOBOE 0OECIIEUECHUE KOPIIOPATHBHOM
0€30MacHOCTH.

C. Pa3paboTka moauTuk 6€30MacHOCTH B CHCTEME KOPIOPATUBHOM 3alllUThI
uH(OpPMAIUU OT BHYTPEHHUX YIPO3.

D. TexHOJOTUY 3alIUTHI ¥ aHAJIM3a CETEBOro Tpaduka.

E. TexHonOruM areHTCKOro MOHUTOPUHTA.
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F. [IpenoTrBparmieHue WHIIUJIEHTOB u YIIPABJICHUE COOBITUAMU

nH(OPMAITMOHHON 0€30MaCHOCTH.

5.3. TPEBOBAHUS K PASBPABOTKE KOHKYPCHOI'O 3AJIAHUSA
OO0mue TpeGOBaHUA:

e MoaynabHOCTE;

e JIomKHO COMPOBOXKIATHCS CHEIUAIBbHBIM OJAHKOM CYJICUCTBA,
OTpaXkaroleM OOUIMEe KPUTEPUU OLEHKH U KOJIMYECTBO HAOpaHHBIX
0aJIJI0B B MPOLIECCE COPEBHOBAHMIA;

e Hanuuue Ha KOHKypce BceX HEOOXOIUMbBIX MaT€pUAIOB ISl paObOTHI
AKCIIEPTOB;

e Hanuume cooTBeTcTBYIOIMIEH JOKYMEHTAallMd MW  NOJAPOOHBIX
MHCTPYKLUMH I8  HOBOIO M TEXHOJIOTMYECKH  CIIOKHOIO

000pyI0BaHUs U MPOTPAMMHOTO 00ECTIEUEH NS,

KonkypcHoe 3aganune cOCTOMT U3 CIACAYIOIIMX MOXYJICH:

Bpems

BbIJ€EJI5I€EMOC

Ha3Banue MmoayJist

HA MOJYJIb,

qac

YceraHoBKa, KOHPUIYPpHPOBaHUE U YCTPAHEHHE
A. HEHCIIPABHOCTEH B CHCTeMe KOPIOPATHBHOM 3alIUTHI OT 3-4

BHYTPEHHHUX YIpo3

e Koudurypauus cereBoii HUHPpacTpyKTypbl: HACTPOKKA XOCT-
MAallMHBbl, CETEBOI0 OKPYKEHUS, BUPTYaJIbHbIX MAIIVH, U T.I1.;

e  VYCTaHOBKA U HACTPOWKA CUCTEMBI KOPIIOPATUBHOM 3alUTHI OT
BHYTPEHHUX yTpO3;

e (CaMOCTOATENBHBIA OUCK U YCTPAHEHUE HEUCIIPABHOCTEN MTPH

pa3BEPTHIBAHUH U HACTPOUKE;

e VYcraHOBKa M HaCTpOﬁKa AréHTCKOIro MOHHUTOPUHIA,
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IIpoBenena cunxponuzamus ¢ LDAP-cepeepom, paznen
MIEPCOHBI 3aMOJHEH KOPPEKTHO;

3ammycTUTh CUCTEMY KOPIIOPATHBHOM 3aIUTHI OT BHYTPEHHIX
yTpo3, MpoBepuTh paboTocrocobHocTh. [IpoBecTn nMuTanmro
mporiecca yTeukd KOHPUISHITHATEHOW HH(OPMAITIH B CHCTEME;
Hacrpoiika 3amumiensoro gomena Windows, rpymnmosbie
noiautukd AD;

Co3pmanue 1 yCTaHOBKA HU(PPOBBIX CEPTUPHUKATOB,;

Hactpoiika 3aluIeHHOro COeAMHEHMS MEXKIY dJI€MEHTaMU

ceteBoit nHPpacTpyktypsl: SSH, HTTPS u 1.1

OT4yeTHOCTD B HOPMAaTUBHO-IIPABOBO€ odecmeyeHue

KOPIIOPAaTHBHOIi 6€30MacHOCTH

CaMOCTOATENBHO U3YYUTh CTPYKTYpPY OpraHU3aliy Ha
OCHOBaHUWU MOJTyYCHHBIX MATEPUATIOB («MOJICITH
OpraHu3alum ), MPOBECTH 00CIETOBAHNE KOPIIOPATHBHBIX
UHPOPMAIMOHHBIX CHCTEM;

Onpenenuts 00bEKTHI 3AIUTHI;

[lepeueHs cyObeKTOB/IEPCOH CHOPMYJIMPOBAH BEPHO, POJIH
MOJIb30BaTENEH, paBa JIOCTyIa;

OnpenenuTtsh KaHAJBI Mepeau TaHHBIX ¥ MOTECHIIMATBHBIX
yTeUeK;

Tunbl IMPKYIUPYIOMUX TaHHBIX OIPEIEIEHBI BEPHO

BruiaBuTths moToku nepeaadyu JaHHBIX 1 BO3MOXXHBIC KaHAJIbI
YTEYKU HHPOPMAITUH;

3anoaHUTh MAdI0H MOJICIH YIPo3;

HOJII'OTOBI/ITB OTYET O pe3yiibTaTax ayauTa, BKIIOYasA ITOTOKH
JIAHHBIX, TIOTCHIIHANIbHBIC KAHAIIBI YTEUCK, YPOBHU PUCKOB POJIH
MOJIb30BaTeNeH, 00BEKTHI 3AIIUTHI (C PUBSI3KOH K HOPMATHBHOM
6aze W METOAWKAM  OICHKH  TOCJEACTBUH),  POJIAMH
MOJIb30BATEINEH U T.11.

OnpenenuTts NepeueHb HOPMATHBHBIX aKTOB PD,
3a/1€MICTBOBAHHBIX B PAMKaX MOJEIH yIPO3;

Pazpaborats mepedeHn, omMcaHWEe W ITa0JIOHBI HOPMATHBHO-
NPaBOBBIX  JIOKYMEHTOB  OpraHM3alldll [0  JICTaIbHOMY
MPUMEHEHUIO KOPIOPATHBHOMW 3aIlUTBl OT BHYTPEHHUX YIPO3

MHQOPMAIIMOHHON 0€30MaCHOCTH;
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C. KOPNOPATUBHOI 3aIIMTHI HHGOPMALMH OT BHYTPEHHHX

Pa3padoTka moJMTHK 0€30IACHOCTH B CHCTEMe

yrpos

3-4

e PazpaboTarh HOBBIE W/IIN MOAU(UIIMPOBATH CYIIECTBYIOIIHIE
MOJIUTUKH 0€30MaCHOCTH, TIEPEKPHIBAIOIIHE KaHAIBI TIepelavn
JIAHHBIX ¥ BO3MOXKHbIC UHIIUACHTHI COTJIACHO KOHKYPCHOTO

3a/1aHMNS;

e Pazpabotars uian/u MOAU(PUIMPOBATE OOBEKTHI 3AIIUTHI,

KaTerOpUH, TEXHOIOTHH 3amuThl B DLP-cucreme u T.1I.

e lcnonws3oBath Ppas3IMYHBIC TEXHOJIOTUH 3alllUThI: HG‘I&TCI?I,

0OyaHKOB, rpaduaecKkux 00BEKTOB, 023 JaHHBIX U T.II.

e 3aHECTH MOJMUTUKU UH(pOpMaIMOHHON Oe3onacHocTu B DLP-

cucreMy

e  MoaudunupoBars MOMMTHKN Oe3omacHocTH B cucteme IWTM B
COOTBETCTBHE C OJy4aeMBbIMH Ha PAKTHKE TAaHHBIMH

rnepexnara.

e [IpyMEHUTDH NOJIUTUKH JUTS KOHTPOJIS TpaduKa, BBISIBICHUS
W/vu OJIOKUPOBAHUS MHIIUIACHTOB 0€3011aCHOCTH, CO3aBaCMbIX
BHEIIHUM [ 'eHepaTopoM yrpo3. MakcuMHU3UPOBATh YUCIIO

BBIABJIICHHBIX MHIIMACHTOB 0e30MmacHOCTH.

e PaGora c uaTepdeiicom ynpaBieHus] CUCTEMbI KOPIOPATUBHON

3alIUTHI HHPOPMAIIHIH;

D. TexHO0JI0TMH 3aIIMTHI M AaHAJN3a CeTeBOro Tpaduka

3-5

e Pa3BépThIBaHHE, HACTPOWKA U ITPOBEPKA PabOTOCIIOCOOHOCTH

VPN-ceTH Ha cyIecTBYIOIIEH U BEIYUCIUTEIbHON

UHpaCTPyKType.

e Pa3pépThIBaHME, HACTPOWKA U IIPOBEPKA PabOTOCHOCOOHOCTH

IDS-cucremMbl Ha CYIIECTBYIONICH U BEIYUCIUTEIHHOM

UHpaCTPyKType.

e VPN. Pabora ¢ y3namu U mMojib30BaTeNsIMH.

e VPN. Komnpomeranus y3noB, KIIIOUYEH, ITOJIb30BaTENCH.

Boccranosnenue cBs3u. OOHOBIICHHE KITIOYEBOW HH(DOPMAITHH.

e VPN. MexceTeBoe B3aNMOICHCTBIE U TYHHEITUPOBAaHHEIE.
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VPN. LlenTpanu3oBanHble MOJUTHKHA O€30MACHOCTH. 3alIuTa

pabounx MecT.

IDS. BrlsgBiieHue O0bIIeH YacTH HHIMACHTOB O€30IaCHOCTH 3a
OTpaHUYCHHOE BpeMsl U/UITU ¢ YYETOM HEOXHJIAHHO

MCHAIOMIUXCS YCHOBI/Iﬁ

IDS. Pa3paboTarh ¥ IPpUMEHHUTH MOJIUTHKH, UCTIONIB3YIOIIUE

pas3nvHbIe TEXHONOTUH aHanu3a Tpadduka

TexHOJ0rNM 3aIIUTHI Y3/1a 1 areHTCKOro MOHUTOPUHIA

[TponeMOHCTPUPOBATh 3HAHKE MEXaHU3MOB Pa0OThI AaT€HTCKOT'O

MOHUTOpHHIa

Pa3paboTtaTh ¥ IpUMEHUTH MOJIUTUKY areHTCKOr0 MOHUTOPHHIA

JUTSL pabOTBI C HOCUTEISIMH U YCTPOHCTBAMU

Pa3pa60TaTL 1 IPUMCHUTD IMOJIUTHUKHU ar€HTCKOIr0O MOHUTOPUHTIA

IUTst paboTHI ¢ Qaitmamu

Pabora ¢ uckmoYeHusIMH U3 IepexBara

3amuTa y3n08B. ['pynmnossie noiautuku AD, ¢aiiepBoiibl U T.11.

IIpenoTBpalneHne HHIHIECHTOB U yIIPaBJIeHUE COOBITUAMH

HHGpopMALMOHHOI 0e30MacCHOCTH

HO,I[FOTOBKa OTYETOB O HApYyHICHUAX ]

[TpuMeHeHue MeXaHU3MOB CO3aHus (PUIBTPOB ISl aHAIIN3A

MEPEXBAUCHHOI'O Tpa(l)I/IKa W BBIAABJICHHBIX MHIIMACHTOB,

[IpoBenenue knaccupuKanmo ypoBHS yIpo3 HHIMICHTOB;

Orenka yiiepoa;

Hcnons3oBanue JOMNOJHUTCIIbHBIX MOIYJIM aHAJIN3a
I/IH(bOpMaLII/IOHHBIX IMOTOKOB, €CJIM 3TO IMPOJUKTOBAHO

OCOOCHHOCTSIMH yCIIOBHUI BeJIeHUs OU3Heca;

Pa3pa60TKa IJIaH 110 Z[aJ'ILHeﬁIHCMy pacciaca0BaHUIO
BBIABJICHHBIX MHIIMACHTOB U HpOTHBO}IGﬁCTBHIO HapyHmIuTeIIsIM C

OTIOpO¥ Ha HOPMaTHBHYIO 0a3y;

Hroro

18-22

yacoB

TpeOoBaHus K KOHKYPCHOI IUIOIIAJKE:!
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NuppacTtpykTypa KOMIETEHIIMM TOJpPa3yMeBaeT pa3BEPTHIBAHUE W HCIIOIb30BAHUE
nosHOQyHKIMOHAaTsHOM ~ DLP-cuctempl  3amuThl OT  BHYTPEHHHX  YIPO3

nH(OpPMAIMOHHOW 6€30MaCHOCTH Ha 3apaHee pa3BEPHYTOM ceTeBoi MHPPACTPYKType.
* Ha kaxoro yyactHuka:

* Croy, CTyn Ha Kojiecukax, HacTojibHas jnamna, 2 UTP poserku, 4-6

pozetok 220B
» 1 pabouas cranmus (ITK g pa6oter ¢ DLP, AD, IDS, VPN u 1.11.)

* CPU ne mamxke Intel Core i5 (c moguepxkoil BUpTyanu3aiym) He
MeHee 6 syiep 8 moTokoB (pekoMeHayercs 6 sjuep 12 MmoTokoB u
oonee), He meaee RAM 16Gb (pekomennyercs 24-32Gb), HDD
ui SSD 50016 (ocHoBHoOM auck), SDD 240 I'6aiiT u 6onee (s

BUPTYaJIbHBIX MAIlIUH);

« T1O: VMWare Workstation, nmu VMWare Player, uaun Oracle

VirtualBox;
«  Windows 10 pro (1-3 VMB 3aBUCUMOCTH OT 3aJIaHHi),

* Windows Server (ue menee 2016, 1-2 VM B 3aBHCHMOCTH OT

3aJlaHul);
* 2 NpOBOAHBIX CETEBBIX MHTEpdEca Ha KOMITBIOTEPE.

* 1 nomennsiii cepsep, nomen Windows (AD) He MeHee BepcuH
2016. TumoBast cTpykTypa aoMmeHa, mpeaocrtasisierca MK mo

3anpocy ['D yemnuoHara.

* BupryasbHble MallMHBI € Pa3BEPHYTOM COPEBHOBATEIILHOMN
UHOPACTPYKTYPOIA.

* 1 HOYyTOYK (mNS MMHUTAUMU NEHCTBUHN 3IO0YMBIIUICHHUKA U MPOBEPKU

MOJIUTHK)
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* CPU ne mmxe Intel Core2 sapa (pexomenayercst 4 siapa w/vunu 4
MOTOKA MPOIIecCcopa), MOAAepKKa BUpTyan3anuu, He MeHee RAM
8 Gb (pexomenayercs 16 GB), HDD 200 GB (pekomenayercst SSD

He meraee 200 GB);

« TIO: VMWare Workstation, wiu VMWare Player, win Oracle

VirtualBox;
* IlpoBoaHoii ceTeBoit anantep (BCTPOCHHBIN WM BHEIIHUI);
*  Windows 10 pro.

* AmnmapaTHeli WM NPOrpaMMHBIA MapuIpyTH3aTop C (QyHKOuen
KOMMYTAIIMH WM KoMMyTaTop ¢ noaaepkkoid SPAN (port-mirroring), ae

MeHee 4 TTOpTOB,;
* 11O wm nporpaMMHO-anmnapaTHbIe KOMILIEKCHI:

* IW Education Lab (B cocraBe IWTM (BupTyaibHas MalidHa
dopmara Kickstart u ycranopmuk), IWDM Server (nuctuOyTtus),

CYB/1 Postgres\CYB/] Oracle (muctpuOyTuB), (aiibl TUIIEH3MH)

* InfoTeCS VPN (Moryr OwiTh ucnonb3oBansl [IAK HW BmecTo

POrPaMMHBIX KOOPJIMHATOPOB);

* InfoTeCS IDS (moryt ObITh mcmonmb3zoBanbl [TAK IDS BmecTo

nporpammubix COB);
* InfoTeCS Y nocroBepsiomiuii HeHTp;
* IW Arma Industrial Firewall;
« OC Astra Linux

« Keysight Breaking Point, Threat Simulator (University
Cybersecurity Bundle)
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* IlourtoBeiii cepBep, coBmectumbii ¢ IWTM u BO3MOKHOCTHIO
pabotath B peXuMe OJOKHPOBKHA HEXKENATEIBHOTO Tpaduka

(manpumep iRedMail);

* Ilpokcu-cepep, coBmectumbli ¢ |IWTM U BO3MOXHOCTBIO
paboTath B pexuMe OJIOKMPOBKU HEXKENIATeNbHOro Tpaduka
(mammpumep Squid);

 TIIpoxkcu-cepsep, copmectumbliii ¢ ViPNet Coordinator ¢ Berxogom
B uHTepHeT (Harmpumep Squid, WinGate);

* CucreMbl aHaNIK3a 3aUIUIIEHHOCTH;

° HpOFpaMMHOG obecricueHue L IPOBCACHHUA  TCCTOB  HaA

0e3omacHocTh Ha 0a3e OC Linux;
* Ha Bcex yyacTHUKOB:

* CerteBas UHPPACTPYKTYypa, KaxkAbli ydacTHUK B oTaeiabHoM VLAN (st

N300 HUH CCTECBBIX CCFMGHTOB);

* Pexomenayercs UCHONIB30BATH CEPBEP BUPTYAIM3ALHUHU C TOCTYIIOM KO
BCEM CETMEHTaM CETH BCEX YYAaCTHUKOB Jisi pabOThl TeHEepaTOphI

Tpaduka:

» CPU ne ke Intel Core i5/Xeon (¢ moaaep kKo BUPTYaTH3aLMN)
He MeHee 4 sep 8 motokoB, RAM He menee 16Gb (pekomenayercs

32 GB), SSD me wmenee 240GB wumm ne wmenee 2 HDD

AHAJIOTUYHOI 0 00bEMA.

* 2 pe3epBHBIX pabOYMX CTAHIIUH, 2 PE3EPBHBIX HOYTOYKa (KOH(DUTyparHs

OKBHUBAJICHTA pa6OIH/IM CTaHIUAM YYACTHHUKOB, CM. BBIH_Ie)

° PGKOMCHI[yeTCH OpraHnu3oBaTb O6IIIYIO IMaIKy JJIA Bbla4M

JOKYMEHTAIlul ¥ JUCTPUOYTHBOB; pEKOMEHIyeTcs ucmoiib3oBath FTP
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cepBep JUIS TPOBEPKH HEKOTOPHIX MIPABHJI; PEKOMEH IYETCS HCIIOIb30BATh

JIOKAJIbHBIN ITOYTOBBIN CEPBEP I POBEPKU HEKOTOPBIX MTPABUIL;

* CnenuamusupoBanHoe 1O m1s npoBeaeHus: COpeBHOBaHUM (IIPEAOCTABIIAETCS
WHIYCTpUAIbHBIM TApTHEPOM KOMIIETEHIIMH): ['eHepaTop BpPEeIOHOCHOTO

Tpadduka. CucteMbl aBTOMATUYECKOM OIEHKU.

* JlocTyn B 10KanbpHYIO ceTh U IHTEpHET CO BCEX KOMIIBIOTEPOB

5.4. PABPABOTKA KOHKYPCHOTI O 3AJIAHUA

KonkypcHoe 3amanue paszpabarbiBaeTcsi 1Mo oOpas3laM, MNpe/ICTaBICHHBIM

MenemkepoMm kommereHiumu Ha ¢popyme WSR - (http://forums.worldskills.ru).

[IpencraBnennsie 0Opa3ubl KoHKypCHOTO 3a1aHus AOKHBI MEHATHCS OJIMH pa3 B FOJ.

5.4.1. KTO PASPABATBIBAET KOHKYPCHOE 3AJIAHUE/MOAYJIN
OO0uuM pyKOBOJACTBOM M yTBepkJeHHeM KOHKYpCHOro 3ajaHus 3aHUMAETCS

Menemxep kommerenuu. K ydactuio B paspaborke KoHKypcHOro 3agaHusi MOTYT

IIPUBJICKATHCS
o Ceprudunupoannsie s3xcneptol WSR;
o CropoHHHE pa3pabOTUMKH, 00JIaJarolMe ONbITOM pabOThl B 00JIaCTH

nH(OpPMAITMOHHONW 0€30MacHOCTH HE MEHee 2-X JieT (Ha TO3WIMHU, CBSI3aHHOW C
pa3pabOTKOW W/MIIM TIPUMEHEHHEM CPEICTB 3aliuThl WH(OpMAIuu). YUHUThIBACTCS
HAJIMYHUE aKTyaJIbHBIX OTPACIEBBIX CEPTU(UKATOB, CBUICTEIHCTB O TOBBINICHUU
KBajudUKauu (3a mocyieanue 3 roaa) T.1.;

o DKCnepThl, MPUHUMABIIINE y4acTHe B OPraHHU3aIllMU WA TOOEKIABIITHE
(IMyHO WM B KadecTBa PYKOBOJUTENS/IKCIEPTA-KOMIIATPUOTA KOMAHJIbI) B
npodUIBLHBIX  COPEBHOBAaHUSAX B oOmactm kuOepOe3omacHOCTH  (Hampumep,
HalMOHABHBIX copeBHOBaHUsAX CTF, BcepoccHiicKUX OTMMITHAIAX U T. I1.);

o JIurimoMupoBaHHbIE CIIEIIMAIMCTHI (C BHICIITUM 00pa30BaHUEM) B 00JIaCTH
nH()OPMAITMOHHON O€30TTaCHOCTH;
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Co6op npemnnoxenuit a1 KonkypcHoro 3ananus

B mnpouecce moaroToBku K KaxKIOMy COpeBHOBaHMIO Tpu BHeceHuu 30%
n3MeHeHni K KOHKypcHOMY 3a/1aHHIO Y4aCTBYIOT:

° ['maBHBIN 3KCTIEPT;

o CepTuduuupoBaHHBIN KCHEPT 1O KOMIIETEHIIMH (B CIIy4yae MPUCYTCTBUS
Ha COPEBHOBAHMM);

o DKCIEepThl, NPUHUMAIOIINE Y4YacTHE B OLEHKE (IpuU HEOOXOAUMOCTH
MIPUBJICUCHUSI TJIABHBIM 3KCIIEPTOM).

Buecennbie 30 % u3menenust B KoHkypcHbIe 3a/1aHusl B 0053aTEIbHOM MOPSJIKE
corjlacyrorcsi ¢ MeHeKepomM KOMIIETEHIUU.

Briie o603Hauennbie moau npu BHeceHUH 30% u3meneHuit kK KoHkypcHoMy
3aIaHUI0  JIOJDKHBI ~ PYKOBOJICTBOBAThCS  MPUHIUNAMH  OOBEKTHMBHOCTH U
oecnpuctpacTHOCcTH. V3MEHEHUsT HE NOJDKHBI BIMSTH Ha CIIOKHOCTH 3a/laHusl, HE
JOJDKHBI OTHOCHUTBCS K MHBIM MPOECCHOHATBHBIM 001acTsIM, He onucaHHbIM B WSSS,
a Taxke uckKirouarh Jro0nsle O0oku WSSS. Takke BHECEHHBIE U3MEHEHHUS NOJDKHBI
OBITh ~ UCIOJIHUMBI ~TNPU  TIOMOIIM  YTBEPKAEHHOTO  JJII  COPEBHOBAHUIA
NudpactpykTypHOTO JNHCTA.

5.4.2. KAK PASPABATBIBAETCS KOHKYPCHOE 3AJJAHUE

KonkypcHble 3agaHusi K KaKJIOMy YeMIUOHATy pa3paldaThiBalOTCS HAa OCHOBE
eaquHoro KonkypcHoro 3amanusi, yTBEepkKAEHHOTO MeEHEMKEpOM KOMIETEHUIHH H
pa3MenEHHoro Ha (popyMe PKCEepTOB. 3aaHusI MOTYT pa3padbaThIBaThCS KaK B 11€JIOM
TaKk ¥ 1Mo MoayJsiM. OCHOBHBIM MHCTPYMEHTOM pa3paboTku KoHKypcHOro 3amgaHust

ABJISIETCSI POPYM DKCIIEPTOB.

5.4.3. KOT'IA PABPABATBIBAETCS KOHKYPCHOE 3AJIAHUE
KonkypcHoe 3amaHue pa3palaThIBaeTCs COTJACHO TMPEICTABICHHOMY HIKE
rpaduKy, ONpeNeNsIoNeMy CPOKU MOATOTOBKH JOKYMEHTAIMU I Ka)XJ0TO BHUA

YCMIIMOHATOB.
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JlokaJbHBIH OT100pouHBIii HauuonanbHbI
YyeMIHOHAT YyeMIHOHAT YeMIHOHAT
bepércs B wucxomnowm | bepércs B mcxomHom | PaspabateiBaeTcs  Ha
BUJIC C dbopyma | BuaE c dbopyMa | OCHOBE TPEIBITYIIETO
JKCIIEPTOB 3aJIJaHUE | IKCIIEPTOB 3aJ]aHU€ | YEMIIMOHATa C Y4ETOM
MPEbITYIIETO MPEIbITyIErO BCETO OITbITa
HammonanbHOrO HanuonansHOTO MPOBEACHUSA
yeMITHOoHaTa YyeMITMOHATa COPEBHOBAHMI1 o
KOMIICTCHITUH u
OTpacieBbIX
CTaHJIapTOB 3a 2 MecsIia
JI0 YeMITHOHATa
32 1 wMecama nmo|3a 2 wMecsma 1o |3a 4 Mecsama 1o
YyeMIIMOHaTa yeMITMOHaTa yeMITMOHATa
32 2 wHememm Jo|3a 2 Hemenm Jgo|3a 1 mecsan g0
YeMIIMOHATA, 0e3 | ueMIIMoHaTa, 0e3 | YeMIIHoHaTa, 0e3
JNEeTaIn3aliy 3aJaHuil | JeTaJIN3aliy 3aJadui | JeTaIN3aluy 3aJaHui
B neus C-2 B neus C-2 B neuns C-2
B nenn C+1 B nenn C+1 B nenn C+1

5.5 YTBEPXKJIEHUE KOHKYPCHOI'O 3AJJAHUA

['maBHbId 3KcnepT W MeHemkep KOMIIETEHUMH NPUHUMAIOT peUIeHUuEe O

BBIITOJITHUMOCTH BCEX Moz[yneﬁ " IIpH HCO6XOI[I/IMOCTI/I OOJDKHBI 1OKa3aTh pCajibHOCTDH

€ro BbINOJIHEHUS. Bo BHUMaHue IIPUHUMAIOTCA BPpEMA U MaTCPpHaAJIbI.
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KoHKypcHOE 3ajaHHe MOXKeT OBITh YTBEPXKICHO B JIIOOOM ymOOHOM I

Menemkepa KoMIeTeHIIH (popMe.

5.6. CBOMCTBA OBOPYJIOBAHWS U UHCTPYKIIUN
MMPOU3BO/AUTEJIA

Ecnu g BBINONHEHWS 33JaHHUS  YYAaCTHUKY KOHKypca HEOO0XOAMMO
O3HAKOMUTBHCS C MHCTPYKUUSMHU 110 IPUMEHEHHUIO KaKOro-TM00 000pyJOBaHUS UITU C
WHCTPYKLUSAMU ITPOU3BOAMTENISA, OH IOIYYaeT UX 3apaHee Mo pelmeHuto MeHemkepa
KoMIleTeHIMH U ['maBHOrO 3Kcnepta. [Ipu HeodxoaumMocTu, BO BpeMsi 03HAKOMIICHUS

TexHUYeCKUH IKCIEPT OPraHU3yeT JEMOHCTPALMIO HA MECTE.
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6. YIIPABJIEHUE KOMIETEHIUENW U OBILIEHUE

6.1 JMICKYCCHUOHHBIIA ®OPYM

Bce mnpenkoHkypcHBIE OOCYXIEHHS TMPOXOAAT Ha ocoboMm Qopyme

(http://forums.worldskills.ru wmu Tenerpamm-yare «YUar kommnereHuuu WSR F7»).

Pemienuss mo pa3BUTHIO KOMIETEHIMU JOJDKHBI TMPUHUMATHCA TOJBKO IOCIHE
MIPEABAPUTEILHOTO 00CYKaeHus Ha popyme. Takxke Ha (hopyMe TOJDKHO MTPOUCXOAHUTh
MH(POPMHUPOBAHUE O BCEX BAKHBIX COOBITHSIX B paMKe KOMIIETEHIIMH. MojepaTopom
TaHHOro (¢opyma sBISAOTCS MexayHapoAaHblid skcnepT W (uiau) MeHemxkep

KOMITETEHUIUH (MM DKCIEePT, Ha3HAYEHHBIA UMH).

6.2. UH®OPMALIUSA JJISA YYUACTHUKOB YEMIIMOHATA
Nudopmarus 111 KOHKYPCAHTOB IMyOJIUKYETCSI B COOTBETCTBHH C PErIaMEHTOM
MIPOBOAMMOTO YeMInoHata. MIHbopMaIiis MOKeT BKIIOYATh.

e TexHHUYeCKoe OMMCaHUE;

e KoOHKypCHBIE 3a/1aHUS;

e (O0600mEnHas BEIOMOCTh OIICHKHU,

e HHdpacTpyKTypHBIH JHCT;

e UHCTpyKIUS 1O OXpaHe TpyAa U TEXHUKE 0€30MacHOCTH;

o JlonomHuTenbHas HHGOPMAIIHS.

6.3. APXB KOHKYPCHbBIX 3AJAHUI
KonkypcHbie 3a/1aHust JOCTYIIHBI 110 aJIpecam:
http://forums.worldskills.ru.
https://t.me/joinchat/ WMSVPxWP3hrh-gzT
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6.4. YIIPABJIEHUE KOMIIETEHIIUEN
OOmiee ympaBlieHHE KOMIIETEHIIMEH OCyHIeCTBIsIETCs: MexXayHapoaHbIM
AKCIIEPTOM U MEeHeKepOM KOMITETEHITNH C BO3MOXHBIM IMPUBJICUCHUEM SKCTIEPTHOTO
COOOIIIeCTRA.
VYmpaBiaeHue  KOMIETCHIIMEH B paMKaX  KOHKPETHOTO  YEMIHOHATa

OCYHICCTBIIACTCA I'maBHBIM OKCIICPTOM II0 KOMIICTCHIIMM B COOTBCTCTBUU C

PETIIAMCHTOM YCMITMOHATA.

OTYETHI
[Io wroram copeBHOBaHMM [7aBHBIM DJKCHIEPT YEMIIMOHATA HANPABISET
Menenxxepy KOMIETEHIIUU B CPOK 5 pabouyux JHEH OTYET, B KOTOPOM yKa3bIBaeT:
1. OdunmanbHOE Ha3BaHUE, MECTO, BPEMS, 1aThl IIPOBEJICHUS YEMITMOHATA
2. Ilepeuenp opranusanuii, KOMaHabl KOTOPBIX IPUHSUIA yYaCTUE B UEMITMOHATE
3. OdurmanbHbie pe3ybTaThl, C yKa3aHUEeM MecTa U 0aJioB
4. KnroueBble COOBITHSI JI€JIOBOM MpOrpamMMbl, IepedYeHb MpeaCcTaBUTENEH
denepanbHBIX U PETMOHAIBHBIX OPraHOB BJIACTH, a Takke OW3HeC-MapTHEPOB,
ITOCETUBILNX MEPOIPUATHE
Ccpuiku Ha myOnukauuu B CMU o ueMnuoHate, aHOHCHI MEPOIIPUSATHUS
ITonTBEepKAEHHBIE OT3bIBbI YYACTHUKOB
dortorpadun MeponpUsITHS

Komanga ynpasnenust komnetenuueii: MK, I'D, 3I'Y, CO, TAII

© ©o N o O

JlononHuTEeNbHYI0 WH(GOPMAIMIO: BO3HUKILKWE MPU MPOBEAECHUU MPOOIEMBI,

BBIBOABI 110 YCMITMOHATY M T.II.
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7. TPEBOBAHUSA OXPAHbBI TPYJAA U TEXHUKHA
BE3OITACHOCTH

7.1 TPEBOBAHUSA OXPAHBI TPYJIA U TEXHUKU
BE3OITACHOCTH HA YEMIIMOHATE

CM. JOKyMEHTauui 10 TEXHUKE O€30IIacHOCTH M OXpaHe TpyAa
IIPEIOCTABIEHHBIE OPTKOMUTETOM YEMIIMOHATA.

Haxonsch Ha yyacTke IpoBeJIeHUs padoT, BCE YUaCTHUKHU 00A3aHbl COOMIOAATh

I[IpaBuJia TCXHUKHU 0e301acCHOCTH IIpu pa60Te Ha KOMIIBIOTCPC.

7.2 CHEHIU®UYHBIE TPEBOBAHUS OXPAHBI TPYJIA, TEXHUKH
BE3OIMACHOCTH U OKPYKAIOIEN CPEJAbI KOMIIETEHLIUA

B xomnieTeHIMu OTCyTCTBYIOT crienu(pUUHbIE TPeOOBAHUS.

8. MATEPHAJIBI U OBOPYJIOBAHHUE

8.1. UIHOPACTPYKTYPHBIN JIUCT

NudpacTpykTypHBIii JMCT BKJIIOYaeT B ceOs BCO HHPPACTPYKTYPY,
000OpyZIOBaHUE U PACXOJHBIE MaTEpHaIbl, KOTOPbIE HEOOXOAUMBI ISl BBINOJHEHUS
KonkypcHoro 3aganus. MHPpacTpyKTypHbIH JMCT 00s3aH COAEpKaTh IpHUMEP
JAHHOTO O00OPYAOBaHMUS WU €ro YETKHME M TOHSATHBIE XapaKTEPUCTHKU B CiIydae
BO3MOKHOCTH MPUOOPETEHUS aHAJIOTOB.

[Tpu paspabotke UHppacTpykTypHOro JnncTa AJii KOHKPETHOrO YeMITMOHATa
HEOOXOJMMO PYKOBOJCTBOBAThCS MHQPpPacTpyKTypHBIM JHCTOM, pa3MEUIEHHBIM Ha
dbopyme  skcreproB  MeHemkepoM — KOMIETeHUMU. Bce  u3MeHeHuss B
NHuppacTpyKTypHOM JIUCTE TOJKHBI COTIIACOBBIBATHCSA ¢ MeHemKepoM KOMIETEHIINN
B 00s13aTEILHOM TIOPSIJIKE.

Ha kaxaomM KOHKypce TEXHUYECKMH DJKCIEPT JOJDKEH IPOBOAUTH YYET

aeMeHTOB MHppacTpykTyphl. CIHCOK HE JOMKEH BKIIOYATh AJEMEHTHI, KOTOPHIC
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IIOIIPOCHIIN BKIIFOYHUTH B HCTO 3KCIICPTHI MIIM KOHKYPCAHTBI, 4 TAKXKC 3aIlIPpCIICHHBIC
DJICMCHTHI.
I1o ntoram COPCBHOBAHM:A, B ClIy4dac HGO6XOI[I/IMOCTI/I, Texunueckui JKCIICPT U

['maBHBIN OKCIICPT AOJDKHBI AaTb PCKOMCHIAIINH OpFKOMI/ITeTy 4qCMIIMOHATa H

Menemxepy KOMIETEHIIMH O H3MeHeHUs1X B HdpacTpyKTypHOM JHCTE.

8.2. MATEPHUAJIbIL, OBOPYIOBAHUE U UHCTPYMEHTDLI B
HHCTPYMEHTAJIBHOM AIIUKE (TYJBOKC, TOOLBOX)

B xomneTeHIMu He 3a7€iICTBOBAHO 000pyA0BaHKHE/MaTEpHAIIbl YHACTHUKOB.
TyJI00KC, MHCTPYMEHTAJIbHBIN SIIIHUK, OTCYyTCTBYET.

YyacTHUKaM Pa3pCUICHO UCIIOJIb30BATH 66pYIIII/I

8.3. MATEPHUAJIbBI U OBOPYJIOBAHUE, SAIIPEIIIEHHBIE HA
IIVIOIIAIKE

Pasperiensl MmaTepuansl 1 000py10BaHHE, IEPEUHUCICHHBIE B ITyHKTE 8.2.

Ayano-HayIIHUKY K UCIIOJIb30BAaHUIO 3aIIPEILEHBI.

Hcnonb3oBaHre COTOBBIX TeJIe(OHOB HA BPEMsI BBITIOJIHEHHUS 3a1aHUS Ha

IJIOMAAKE 3aIIPCIICHO.

8.4. IPEIVIATAEMASI CXEMA KOHKYPCHOM IIJIOIIA IKH

14000,00

10000

daaday

e o e i o e i e e e e e e O l:
MMMMM Orpamgenme w3 opr.crexna Kynep + sona
* ®===® | cor2 2500w, AauKa 1000 MM
i B =
Crena awcora 2500 mw, s

*~— 1000 mm
Eg Npuntep MOY
e\
A uTepuer nposos
Cepsepran/ = Po3eTia 2208,
4 EE —
I o
- -
LLIK3 MK € 32KPLIESIOILAMCA
g 0 = —
s

L ¢
Komuana 3kcnepros —
[E]O K COTNACOBAHO
- OMMNOHOBKA [NABHBIA IKCNEPT
OpPITEXHUMKOIA, cnew, r
» n npubopamm CornacHo Ceprees A.B. AT
Komuara ysacTHmos

e mnl [ 10] NoAnuce

© «Bopnackuminc Poccusiy KopmnoparuBHast 3a1ira oT BHyTPEHHUX Yrpo3 nH(pOopMaIMOHHOI 6€301acHOCTH 42



